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Virtual Practice
Among other revolutionary changes triggered by the ubiquitous use of electronic communications, lawyers can now easily practice law in places where they are not physically located.  Although lawyers could previously receive communications and from and give communications to their clients using telegraph, telegrams, phones, faxes, etc., the spread of electronic communications has made it much easier to practice "virtually" where the lawyer does not physically sit.  

The ABA and state bars have wrestled with applying traditional ethics rules to such a scenario.  Significantly, bars take the position that such "virtual" law practice must comply with all of the traditional rules.
· California LEO 2012‑184 (2012) (analyzing the following situation:  "Attorney, a California licensed solo practitioner with a general law practice, wishes to establish a virtual law office (VLO).  Attorney's target clients are low and moderate‑income individuals who have access to the internet, looking for legal assistance in business transactions, family law, and probate law." (footnote omitted); "In her VLO, Attorney intends to communicate with her clients through a secure internet portal created on her website, and to both store, and access, all information regarding client matters through that portal.  The information on the secure internet portal will be password protected and encrypted.  Attorney intends to assign a separate password to each client after that client has registered and signed Attorney's standard engagement letter so that a particular client can access information relating to his or her matter only.  Attorney plans not to communicate with her clients by phone, e‑mail or in person, but to limit communications solely to the internet portal through a function that allows attorney and client to send communications directly to each other within the internet portal."; "As it pertains to the use of technology, the Business and Professions Code and the Rules of Professional Conduct do not impose greater or different duties upon a VLO practitioner operating in the cloud than they do upon an attorney practicing in a traditional law office.  While an attorney may maintain a VLO in the cloud where communications with the client, and storage of and access to all information about the client's matter, are conducted solely via the internet using a third‑party's secure servers.  Attorney may be required to take additional steps to confirm that she is fulfilling her ethical obligations due to distinct issues raised by the hypothetical VLO and its operation.  Failure of Attorney to comply with all ethical obligations relevant to these issues will preclude the operation of a VLO in the cloud as described herein." (emphasis added)).
· Florida LEO 00-4 (7/15/2000) (holding that the ethics rules apply to lawyer's virtual practice; analyzing the following scenario:  "A member of The Florida Bar has requested an advisory ethics opinion.  The inquiring attorney would like to provide limited, on-line legal services to Florida residents on simple matters not requiring office visits or court appearances.  The inquiring attorney contemplates that these services would include simple wills, incorporation papers, real estate contracts, residential leases and uncontested marital agreements.  Documents would be generated at the client's option and the attorney would charge a fee less than the customary in-office charges.  The documents would be reviewed by the inquiring attorney or another attorney authorized to provide legal services in Florida rather than by a paralegal or other non-lawyer.  Charges would be made via credit card on a secure server.  The inquiring attorney will not charge for simple forms obtainable elsewhere without cost and anticipates providing links to other sites, including The Florida Bar and the Florida Secretary of State, where those forms may be accessed directly.  The inquiring attorney asks if there are ethical limitations on offering such a legal service via the Internet."; "An attorney may provide legal services over the Internet, through the attorney's law firm, on matters not requiring in-person consultation or court appearances.  All rules of professional conduct apply, including competence, communication, conflicts of interest, and confidentiality.  An attorney may communicate with the client using unencrypted e-mail under most circumstances.  If a matter cannot be handled over the Internet because of its complexity, the matter must be declined."; "Regarding a related issue, the inquiring attorney, in order to avoid misleading appearances and to avoid any unlicensed practice of law in other jurisdictions, should indicate that the attorney can only answer questions limited to Florida law.  If the inquiring attorney is admitted to practice in any other jurisdictions, the attorney should contact those jurisdictions to determine whether this proposal would meet the requirements of their rules.").
Despite these blunt statements from bars' ethics committees, some traditional ethics rules seem to naturally apply to "virtual" practice, while others do not.

Communication

Lawyers obviously must communicate with their clients.  ABA Model Rule 1.4.  As a comment to that rule explains,

[r]easonable communication between a lawyer and a client is necessary for the client to effectively participate in the communication.

ABA Model Rule 1.4 cmt [1].

Of course, this duty governs lawyers wherever they are -- including when lawyers and clients are physically together.  But lawyers "virtually" practicing law by definition are not physically present with their clients.  So the duty to communicate requires lawyers to understand how they may safely communicate with their clients while complying with all of their other ethics duties.  

Competence

Not surprisingly, lawyers practicing "virtually" where they are not physically present must be competent to handle the necessary communications.

ABA Model Rule 1.1 articulates such a common-sense requirement.

A lawyer shall provide competent representation to a client.  Competent representation requires the legal knowledge, skill, thoroughness and preparation reasonably necessary for the representation.

ABA Model Rule 1.1.

The first seven accompanying comments offer very predictable guidance about this basic concept.  Explained more fully below, in 2012 the ABA revised the final Comment to ABA Model Rule 1.1 -- adding a reference to technology.

To maintain the requisite knowledge and skill, a lawyer should keep abreast of changes in the law and its practice, including the benefits and risks associated with relevant technology, engage in continuing study and education and comply with all continuing legal education requirements to which the lawyer is subject.

ABA Model Rule 1.1 cmt. [8] (emphasis added).

This obvious competence duty sometimes plays out in the malpractice context.  For instance, lawyers might face malpractice actions if they miss some deadline or statute of limitations because they did not understand a court's electronic filing system, if they lose some important document by accidentally deleting it, etc.

The competence duty focuses most importantly on lawyers' direct confidentiality duty.  

Confidentiality

Lawyers' confidentiality duty sets the profession apart from all others.  The duty has always existed, but forms of communication which necessarily underlie virtual law practice dramatically increases the risk of disclosure -- and therefore the possibility of violating this elemental confidentiality duty.

ABA Model Rules

The original 1908 ABA Canons dealt with confidentiality almost as an afterthought in Canon 6 ("Adverse Influences and Conflicting Interests").

The obligation to represent the client with undivided loyalty and not to divulge his secrets or confidences forbids also the subsequent acceptance of retainers or employment from others in matters adversely affecting any interest of the client with respect to which confidence has been reposed.

ABA Canons of Professional Ethics, Canon 6 (8/27/1908) (emphasis added).  Thus, this original Canon recognized lawyers' obligation not to divulge protected client information, but did not articulate an affirmative duty to protect against other types of disclosure.

The 1928 ABA Canons (amended in 1937) similarly emphasized lawyers' duty to maintain former clients' confidences, without providing much explanation.

It is the duty of a lawyer to preserve his client’s confidences.  This duty outlasts the lawyer’s employment, and extends as well to his employees; and neither of them should accept employment which involves or may involve the disclosure or use of these confidences, either for the private advantage of the lawyer or his employees or to the disadvantage of the client, without his knowledge and consent, and even tough [sic] there are other available sources of such information.  A lawyer should not continue employment when he discovers that this obligation prevents the performance of his full duty to his former or to his new client.

ABA Canons of Professional Ethics, Canon 37, amended Sept. 30, 1937 (emphasis added).

Although the ABA Model Code did not deal extensively with lawyers' duties to former clients, an Ethical Consideration dealt with lawyers' duty to preserve former clients' confidences and secrets when they retire.

A lawyer should also provide for the protection of the confidences and secrets of his client following the termination of the practice of the lawyer, whether termination is due to death, disability, or retirement.  For example, a lawyer might provide for the personal papers of the client to be returned to him and for the papers of the lawyer to be delivered to another lawyer or to be destroyed.  In determining the method of disposition, the instructions and wishes of the client should be a dominant consideration.
ABA Model Code of Professional Responsibility, EC 4-6.

The ABA Model Rules have a more extensive discussion of this duty.

First, ABA Model Rule 1.6(a) prohibits lawyers from disclosing "information relating to the representation of a client," absent some exception.  ABA Model Rule 1.6(a).

Second, lawyers must take reasonable steps to avoid the accidental disclosure of client information.

A lawyer shall make reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized access to, information relating to the representation of a client.

ABA Model Rule 1.6(c).  The ABA Ethics 20/20 Commission, which focused primarily on mobility and technology, suggested the addition of this provision, which was approved by the ABA House of Delegates on August 6, 2012.

At the same time, the ABA approved substantial revisions to a comment which is now ABA Model Rule 1.6 cmt. [18], quoted below.

Two comments describe predictable requirements.

Paragraph (c) requires a lawyer to act competently to safeguard information relating to the representation of a client against unauthorized access by third parties and against inadvertent or unauthorized disclosure by the lawyer or other persons who are participating in the representation of the client or who are subject to the lawyer’s supervision. . . .  The unauthorized access to, or the inadvertent or unauthorized disclosure of, information relating to the representation of a client does not constitute a violation of paragraph (c) if the lawyer has made reasonable efforts to prevent the access or disclosure.  Factors to be considered in determining the reasonableness of the lawyer’s efforts include, but are not limited to, the sensitivity of the information, the likelihood of disclosure if additional safeguards are not employed, the cost of employing additional safeguards, the difficulty of implementing the safeguards, and the extent to which the safeguards adversely affect the lawyer’s ability to represent clients (e.g., by making a device or important piece of software excessively difficult to use).  A client may require the lawyer to implement special security measures not required by this Rule or may give informed consent to forgo security measures that would otherwise be required by this Rule.  Whether a lawyer may be required to take additional steps to safeguard a client’s information in order to comply with other law, such as state and federal laws that govern data privacy or that impose notification requirements upon the loss of, or unauthorized access to, electronic information, is beyond the scope of these Rules.  For a lawyer’s duties when sharing information with non-lawyers outside the lawyer’s own firm, see Rule 5.3, Comments [3]-[4].

When transmitting a communication that includes information relating to the representation of a client, the lawyer must take reasonable precautions to prevent the information from coming into the hands of unintended recipients.  This duty, however, does not require that the lawyer use special security measures if the method of communication affords a reasonable expectation of privacy.  Special circumstances, however, may warrant special precautions.  Factors to be considered in determining the reasonableness of the lawyer's expectation of confidentiality include the sensitivity of the information and the extent to which the privacy of the communication is protected by law or by a confidentiality agreement.  A client may require the lawyer to implement special security measures not required by this Rule or may give informed consent to the use of a means of communication that would otherwise be prohibited by this Rule.  Whether a lawyer may be required to take additional steps in order to comply with other law, such as state and federal laws that govern data privacy, is beyond the scope of these Rules.

ABA Model Rule 1.6 cmt. [18], [19] (emphases added).

The ABA Ethics 20/20 Commission also recommended, and the ABA House of Delegates approved on August 6, 2012, a change to ABA Model Rule 1.1, which deals with competence.  Comment [8] to that Rule now reads as follows:

To maintain the requisite knowledge and skill, a lawyer should keep abreast of changes in the law and its practice, including the benefits and risks associated with relevant technology, engage in continuing study and education and comply with all continuing legal education requirements to which the lawyer is subject.

ABA Model Rule 1.1 cmt. [8] (emphasis added).

Third, ABA Model Rule 1.9 deals with lawyers' duties to former clients.  ABA Model Rule 1.9(c)(2).  A comment confirms an obvious principle.

After termination of a client-lawyer relationship, a lawyer has certain continuing duties with respect to confidentiality.

ABA Model Rule 1.9 cmt. [1].

Fourth, ABA Model Rule 1.15 deals with lawyers' safekeeping of client property.  That rule primarily focuses on trust accounts, but applies to other client information in the lawyer's possession.

Restatement

The Restatement takes essentially the same approach.

[T]he lawyer must take steps reasonable in the circumstances to protect confidential client information against impermissible use or disclosure by the lawyer's associates or agents that may adversely affect a material interest of the client or otherwise than as instructed by the client.

Restatement (Third) of Law Governing Lawyers § 60(1)(b) (2000).  A comment provides additional guidance.

A lawyer who acquires confidential client information has a duty to take reasonable steps to secure the information against misuse or inappropriate disclosure, both by the lawyer and by the lawyer's associates or agents to whom the lawyer may permissibly divulge it . . . .  This requires that client confidential information be acquired, stored, retrieved, and transmitted under systems and controls that are reasonably designed and managed to maintain confidentiality. In responding to a discovery request, for example, a lawyer must exercise reasonable care against risk that confidential client information not subject to the request is inadvertently disclosed . . . .  A lawyer should so conduct interviews with clients and others that the benefit of the attorney-client privilege and work-product immunity are preserved.

Restatement (Third) of Law Governing Lawyers § 60 cmt. d (2000) (emphasis added).

The Restatement specifically addresses lawyers' obligation to carefully destroy client files.

The duty of confidentiality continues so long as the lawyer possesses confidential client information.  It extends beyond the end of the representation and beyond the death of the client.  Accordingly, a lawyer must take reasonable steps for the future safekeeping of client files, including files in closed matters, or the systematic destruction of non-essential closed files.  A lawyer must also take reasonably appropriate steps to provide for return, destruction, or continued safekeeping of client files in the event of the lawyer's retirement, ill health, death, discipline, or other interruption of the lawyer's practice.

Restatement (Third) of Law Governing Lawyers § 60 cmt. e (2000) (emphasis added).

Application

Lawyers obviously must be careful not to inadvertently disclose protected client information.  Such accidents have embarrassed lawyers from well-known firms.

· Debra Cassens Weiss, Did Lawyer's E-Mail Goof Land $1B Settlement on New York Time's Front Page?, ABA J., Feb. 6, 2008 ("An outside lawyer for Eli Lilly & Company apparently has two people named 'Berenson' in her e-mail address book.  One is a reporter for the New York Times and the other is her co-counsel assisting in confidential negotiations on a possible $1 billion settlement between the pharmaceutical company and the government." (emphasis added); "The question is whether her e-mail to the wrong Berenson spurred last week's front-page New York Times story revealing talks to resolve criminal and civil investigations into the company's marketing of the anti-psychotic drug Zyprexa, as Portfolio.com reports."; "The unidentified lawyer who wrote the e-mail works at Pepper Hamilton in Philadelphia, the story says.  She was trying to e-mail Bradford Berenson of Sidley Austin rather than Times reporter Alex Berenson." (emphasis added); "Eli Lilly had initially believed that federal officials leaked the information.  'As the company's lawyers began turning over rocks closer to home, however, they discovered what could be called A Nightmare on E-mail Street,' the Portfolio story says." (emphasis added); "A Lilly spokeswoman told Portfiolio.com that the company will continue to retain Pepper Hamilton.  A search for the words 'Eli Lilly' on the firm's Web site shows that two of the firm's lawyers are scheduled to speak on the subject of Resolving Ethical Concerns and Preserving Attorney-Client Privilege When Faced With Fraud and Abuse Charges at an April conference.") (emphasis added); analyzing the source of information included in the following article:  Alex Berenson, Lilly in Settlement Talks With U.S., N.Y. Times, Jan. 30, 2008 ("Eli Lilly and federal prosecutors are discussing a settlement of a civil and criminal investigation into the company's marketing of the antipsychotic drug Zyprexa that could result in Lilly's paying more than $1 billion to federal and state governments."; "If a deal is reached, the fine would be the largest ever paid by a drug company for breaking the federal laws that govern how drug makers can promote their medicines."; "Lilly may also plead guilty to a misdemeanor criminal charge as part of the agreement, the people involved with the investigation said.  But the company would be allowed to keep selling Zyprexa to Medicare and Medicaid, the government programs that are the biggest customers for the drug.  Zyprexa is Lilly's most profitable product and among the world's best-selling medicines, with 2007 sales of $4.8 billion, about half in the United States."; "Lilly would neither confirm nor deny the settlement talks."). 
As explained above, the ABA has also added a provision requiring lawyers to take reasonable steps to prevent unauthorized access to client information.  Thus, lawyers must not only avoid disclosing client confidences, they must also take reasonable steps to prevent third party intrusion.

To comply with their broad duty of confidentiality, lawyers must also take all reasonable steps to assure that anyone with whom they are working also protects client information.

For instance, in ABA LEO 398 (10/27/95), the ABA indicated that a lawyer who allows a computer maintenance company access to the law firm's files must ensure that the company establishes reasonable procedures to protect the confidentiality of the information in the files.  The ABA also indicated that the lawyer would be "well-advised" to secure the computer maintenance company's written assurance of confidentiality.

In its more recent legal ethics opinion generally approving outsourcing of legal services, the ABA reminded lawyers that they should consider conducting due diligence of the foreign legal providers ‑‑ such as "investigating the security of the provider's premises, computer network, and perhaps even its recycling and refuse disposal procedures."  ABA LEO 451 (7/9/08).

Lawyers must also be very careful when dealing with service providers such as copy services.

· Universal City Dev. Partners, Ltd. v. Ride & Show Eng'g, Inc., 230 F.R.D. 688, 698 (M.D. Fla. 2005) (assessing a litigant's efforts to obtain the return of inadvertently produced privileged documents; noting that the litigant had sent the documents to an outside copy service after putting tabs on the privileged documents, and had directed the copy service to copy everything but the tabbed documents and send them directly to the adversary; noting that the litigant had not reviewed the copy service's work or ordered a copy of what the service had sent the adversary; emphasizing what the court called the "most serious failure to protect the privilege" ‑‑ the litigant's "knowing and voluntary release of privileged documents to a third party ‑‑ the copying service ‑‑ with whom it had no confidentiality agreement.  Having taken the time to review the documents and tab them for privilege, RSE's counsel should have simply pulled the documents out before turning them over to the copying service.  RSE also failed to protect its privilege by promptly reviewing the work performed by the outside copying service."; refusing to order the adversary to return the inadvertently produced documents).

Not surprisingly, lawyers using new forms of communication and data storage must take care when disposing of any device containing confidential client communications.

· Florida LEO 10‑2 (9/24/10) ("A lawyer who chooses to use Devices that contain Storage Media such as printers, copiers, scanners, and facsimile machines must take reasonable steps to ensure that client confidentiality is maintained and that the Device is sanitized before disposition, including:  (1) identification of the potential threat to confidentiality along with the development and implementation of policies to address the potential threat to confidentiality; (2) inventory of the Devices that contain Hard Drives or other Storage Media; (3) supervision of non-lawyers to obtain adequate assurances that confidentiality will be maintained; and (4) responsibility of sanitization of the Device by requiring meaningful assurances from the vendor at the intake of the Device and confirmation or certification of the sanitization at the disposition of the Device." (emphasis added)).

Ethics Rules' Evolutionary Treatment of New Technology

As in so many other areas, bar committees amending, interpreting, and enforcing ethics rules have scrambled to keep up with technology.

One of the first bars to deal with unencrypted email held that lawyers could not communicate "sensitive" material using unencrypted email.

· Iowa LEO 95-30 (5/16/96) ("[S]ensitive material must be encrypted to avoid violation of DR 4‑101 and pertinent Ethical Considerations of the Iowa Code of Professional Responsibility for Lawyers and related Formal Opinions of the Board." (emphasis added)).

However, the Iowa Bar quickly backed away from a per se prohibition.

· Iowa LEO 96‑01 (8/29/96) ("[W]ith sensitive material to be transmitted on E‑mail counsel must have written acknowledgment by client of the risk of violation of DR 4‑101 which acknowledgment includes consent for communication thereof on the Internet or non‑secure Intranet or other forms of proprietary networks, or it must be encrypted or protected by password/firewall or other generally accepted equivalent security system."), amended by Iowa LEO 97‑01 (9/18/97) ("[W]ith sensitive material to be transmitted on e‑mail counsel must have written acknowledgment by client of the risk of violation of DR 4‑101 which acknowledgment includes consent for communication thereof on the Internet or non‑secure Intranet or other forms of proprietary networks to be protected as agreed between counsel and client.").

At what could be called the dawn of the electronic age, some bars required lawyers to obtain their clients' consent to communicate their confidences using unencrypted email or cell phone technology.

· New Hampshire LEO 1991-92/6 (4/19/92) ("In using cellular telephones or other forms of mobile communications, a lawyer may not discuss client confidences or other information relating to the lawyer's representation of the client unless the client has consented after full disclosure and consultation.  (Rule 1.4; Rule 1.6; Rule 1.6(a)).  An exception to the above exits [sic], where a scrambler-descrambler or similar technological development is used.  (Rule 1.6).").

· Iowa LEO 96-01 (8/29/96), as amended by Iowa LEO 97-01 (9/18/97) ("[W]ith sensitive material to be transmitted on E-mail counsel must have written acknowledgment by client of the risk of violation of DR 4-101 which acknowledgment includes consent for communication thereof on the Internet or non-secure Intranet or other forms of proprietary networks, as agreed between counsel and client.").

Other bars indicated that lawyers must warn participants about the risks of communicating in this new way.

· North Carolina LEO RPC 215 (7/21/95) ("A lawyer has a professional obligation, pursuant to Rule 4 of the Rules of Professional Conduct, to protect and preserve the confidences of a client. This professional obligation extends to the use of communications technology.  However, this obligation does not require that a lawyer use only infallibly secure methods of communication.  Lawyers are not required to use paper shredders to dispose of waste paper so long as the responsible lawyer ascertains that procedures are in place which 'effectively minimize the risks that confidential information might be disclosed.'  RPC 133.  Similarly, a lawyer must take steps to minimize the risks that confidential information may be disclosed in a communication via a cellular or cordless telephone.  First, the lawyer must use reasonable care to select a mode of communication that, in light of the exigencies of the existing circumstances, will best maintain any confidential information that might be conveyed in the communication.  Second, if the lawyer knows or has reason to believe that the communication is over a telecommunication device that is susceptible to interception, the lawyer must advise the other parties to the communication of the risks of interception and the potential for confidentiality to be lost." (emphasis added)).

· Missouri Informal Op. 970161 (1997) ("[U]nless e-mail communications, in both directions, are secured through a quality encryption program, Attorney would need to advise clients and potential clients that communication by e-mail is not necessarily secure and confidential." (emphasis added)).

Other bars did not go quite as far, but indicated that lawyers should warn their clients of the dangers of communicating confidences using such new technologies.

· Arizona LEO 97-04 (1997) ("Lawyers may want to have the e-mail encrypted with a password known only to the lawyer and the client so that there is no inadvertent disclosure of confidential information.  Alternatively, there is encryption software available to secure transmissions.  E-mail should not be considered a 'sealed' mode of transmission.  See American Civil Liberties Union v. Reno, 929 F. Supp. 824, 834 (E.D. Pa. 1996).  At a minimum, e-mail transmissions to clients should include a cautionary statement either in the 're' line or beginning of the communication, indicating that the transmission is 'confidential' 'Attorney/Client Privileged', similar to the cautionary language currently used on facsimile transmittals.  Lawyers also may want to caution clients about transmitting highly sensitive information via e-mail if the e-mail is not encrypted or otherwise secure from unwanted interception.").

· South Carolina LEO 97-08 (6/1997) ("A lawyer should discuss with a client such options as encryption in order to safeguard against even inadvertent disclosure of sensitive or privileged information when using e-mail.").

· Pennsylvania Informal Op. 97‑130 (9/26/97) ("A lawyer may use e-mail to communicate with or about a client without encryption; the lawyer should advise a client concerning the risks associated with the use of e-mail and obtain the client's consent either orally or in writing."; "A lawyer should not use unencrypted e-mail to communicate information concerning the representation, the interception of which would be damaging to the client, absent the client's consent after consultation."; "A lawyer may, but is not required to, place a notice on client e-mail warning that it is a privileged and confidential communication."; "If the e-mail is about the lawyer or the lawyer's services and is intended to solicit new clients, it is lawyer advertising similar to targeted, direct mail and is subject to the same restrictions under the Rules of Professional Conduct.").

· Alaska LEO 98-2 (1/16/98) ("In the Committee's view, a lawyer may ethically communicate with a client on all topics using electronic mail.  However, an attorney should use good judgment and discretion with respect to the sensitivity and confidentiality of electronic messages to the client and, in turn, the client should be advised, and cautioned, that the confidentiality of unencrypted e-mail is not assured.  Given the increasing availability of reasonably priced encryption software, attorneys are encouraged to use such safeguards when communicating particularly sensitive or confidential matters by e-mail, i.e., a communication that the attorney would hesitate to communicate by phone or by fax. . . .   While e-mail has many advantages, increased security from interception is not one of them.  However, by the same token, e-mail in its various forms is no less secure than the telephone or a fax transmission.  Virtually any of these communications can be intercepted, if that is the intent.  The Electronic Communications Privacy Act (as amended) makes it a crime to intercept communications made over phone lines, wireless communications, or the Internet, including e-mail, while in transit, when stored, or after receipt.  See 18 U.S.C. § 2510 et. seq.  The Act also provides that '[n]o otherwise privileged wire, oral or electronic communication intercepted in accordance with, or in violation of, the provisions of this chapter shall lose its privileged character.'  18 U.S.C. § 2517(4).  Accordingly, interception will not in most cases result in a waiver of the attorney-client privilege." (footnotes omitted)).

Some bars simply approved lawyers' general use of such electronic communications in most circumstances.

· N.Y. City LEO 1994-11 (10/21/94) ("Lawyers should consider taking measures sufficient to ensure, with a reasonable degree of certainty, that communications are no more susceptible to interception than standard land-line telephone calls.  At a minimum, given the potential risks involved, lawyers should be circumspect and discreet when using cellular or cordless telephones, or other similar means of communication, to discuss client matters, and should avoid, to the maximum reasonable extent, any revelation of client confidences or secrets. . . .  A lawyer should exercise caution when engaging in conversations containing or concerning client confidences or secrets by cellular or cordless telephones or other communication devices readily capable of interception, and should consider taking steps sufficient to ensure the security of such conversations.").

· Vermont LEO 97-5 (1997) ("[T]he Committee decides that since (a) e-mail privacy is no less to be expected than in ordinary phone calls, and (b) unauthorized interception is illegal, a lawyer does not violate DR 4-101 by communicating with a client by e-mail, including the internet, without encryption.  In various instances of a very sensitive nature, encryption might be prudent, in which case ordinary phone calls would obviously be deemed inadequate.").

· Illinois LEO 96-10 (5/16/97) ("In summary, the Committee concludes that because (1) the expectation of privacy for electronic mail is no less reasonable than the expectation of privacy for ordinary telephone calls, and (2) the unauthorized interception of an electronic message subject to the ECPA is illegal, a lawyer does not violate Rule 1.6 by communicating with a client using electronic mail services, including the Internet, without encryption.  Nor is it necessary, as some commentators have suggested, to seek specific client consent to the use of unencrypted e-mail.  The Committee recognizes that there may be unusual circumstances involving an extraordinarily sensitive matter that might require enhanced security measures like encryption.  These situations would, however, be of the nature that ordinary telephones and other normal means of communication would also be deemed inadequate.").

· South Carolina LEO 97-08 (6/1997) ("There exists a reasonable expectation of privacy when sending confidential information through electronic mail (whether direct link, commercial service, or Internet).  Use of electronic mail will not affect the confidentiality of client communications under South Carolina Rule of Professional Conduct 1.6. . . . .  The Committee concludes, therefore, that communication via e-mail is subject to a reasonable expectation of privacy.  Because the expectation is no less reasonable that [sic] the expectation of privacy associated with regular mail, facsimile transmissions, or land-based telephone calls and because the interception of e-mail is now illegal under the Electronic Communications Privacy Act, 18 U.S.C. §§2701(a) and 2702(a), use of e-mail is proper under Rule 1.6.").

· North Dakota LEO 97-09 (9/4/97) ("More recent and, in the view of this Committee, more reasoned opinions, have concluded that a lawyer may communicate routine matters with clients, and/or other lawyers jointly representing clients, via unencrypted electronic mail (e‑mail) transmitted over commercial services . . . or the Internet without violating the aforesaid rule [1.6] unless unusual circumstances require enhanced security measures.").

· Philadelphia LEO 98-6 (3/1998) ("A thoughtful practitioner can communicate with persons on the Internet as the inquirer intends and steer clear of ethical violations as long as he or she is mindful of the rules.").

· District of Columbia LEO 281 (9/18/98) ("In most circumstances, transmission of confidential information by unencrypted electronic mail does not per se violate the confidentiality rules of the legal profession.  However, individual circumstances may require greater means of security.").

· Maine LEO 195 (6/30/08) ("The Commission concludes that, as a general matter and subject to appropriate safeguards, an attorney may utilize unencrypted e‑mail without violating the attorney's ethical obligation to maintain client confidentiality.").

In 1999, the ABA settled on this position.

· ABA LEO 413 (3/10/99) (lawyers may ethically communicate client confidences using unencrypted email sent over the Internet, but should discuss with their clients different ways of communicating client confidences that are "so highly sensitive that extraordinary measures to protect the transmission are warranted").
As technology improved, the risks of being overheard or intercepted diminished.  More importantly, the law caught up with the technology, and now renders illegal most interception of such electronic communications.  These changes have created a legal expectation of confidentiality, which renders ethically permissible the use of such communications.

After all, every state and bar has long held that lawyers normally can use the United States Postal Service to communicate client confidences ‑‑ yet anyone could steal an envelope from a mailbox and rip it open.

More recently, the analysis has shifted to newer forms of technology.  Not surprisingly, bars have warned about the danger of using various wireless technologies that might easily be intercepted. 

· California LEO 2010‑179 (2010) ("With regard to the use of a public wireless connection, the Committee believes that, due to the lack of security features provided in most public wireless access locations, Attorney risks violating his duties of confidentiality and competence in using the wireless connection at the coffee shop to work on Client's matter unless he takes appropriate precautions, such as using a combination of file encryption, encryption of wireless transmissions and a personal firewall.  Depending on the sensitivity of the matter, Attorney may need to avoid using the public wireless connection entirely or notify Client of possible risks attendant to his use of the public wireless connection, including potential disclosure of confidential information and possible waiver of attorney‑client privilege or work product protections, and seek her informed consent to do so." (footnote omitted)).

· ABA LEO 459 (8/4/11) (explaining that a lawyer representing an employee who might communicate with the lawyer using the employer's email system should warn the employee that the employer's policy might allow it to access such communications; noting that lawyers ordinarily should take the same step if they represent clients using library or hotel computers, or using a home computer that can be accessed by adverse family members; acknowledging that this disclosure duty arises "once the lawyer has reason to believe that there is a significant risk" that the client might communicate through means that third parties can access.).

The "Cloud"

A new wave of ethics opinions also deal with various forms of data storage, such as the "cloud."  Bars dealing with such storage do not adopt per se prohibitions.  Instead, they simply warn the users to be careful.

· New Jersey LEO 701 (4/24/06) (allowing law firms to keep their files in an electronic format as long as the law firm exercises reasonable care to preserve the confidences of its clients; "What the term 'reasonable care' means in a particular context is not capable of sweeping characterizations or broad pronouncements.  But it certainly may be informed by the technology reasonably available at the time to secure data against unintentional disclosure"; "[W]hen client confidential information is entrusted in unprotected form, even temporarily, to someone outside the firm, it must be under a circumstance in which the outside party is aware of the lawyer's obligation of confidentiality, and is itself obligated, whether by contract, professional standards, or otherwise, to assist in preserving it. Lawyers typically use messengers, delivery services, document warehouses, or other outside vendors, in which physical custody of client sensitive documents is entrusted to them even though they are not employed by the firm.  The touchstone in using 'reasonable care' against unauthorized disclosure is that: (1) the lawyer has entrusted such documents to an outside provider under circumstances in which there is an enforceable obligation to preserve confidentiality and security, and (2) use is made of available technology to guard against reasonably foreseeable attempts to infiltrate the data.  If the lawyer has come to the prudent professional judgment he has satisfied both these criteria, then 'reasonable care' will have been exercised.  In the specific context presented by the inquirer, where a document is transmitted to him by email over the Internet, the lawyer should password a confidential document (as is now possible in all common electronic formats, including PDF), since it is not possible to secure the Internet itself against third party access.").

· North Carolina LEO 2008-5 (7/18/08) (explaining that lawyers may store confidential client files in a website that can be accessed by the internet, but must be careful to protect confidentiality).

· Missouri LEO 127 (5/19/09) ("Rule 4-1.15(j) requires attorneys to maintain the file for a period of ten years, or for such other period as agreed upon with the client.  However, no rule or previous opinion addresses the issue of whether the file may be maintained in electronic form.").

· Arizona LEO 09-04 (12/2009) ("Lawyers providing an online file storage and retrieval system for client access of documents must take reasonable precautions to protect the security and confidentiality of client documents and information.  Lawyers should be aware of limitations in their competence regarding online security measures and take appropriate actions to ensure that a competent review of the proposed security measures is conducted.  As technology advances over time, a periodic review of the reasonability of security precautions may be necessary.").

· Alabama LEO 2010‑02 (2010) (analyzing various issues relating to client files; allowing lawyers to retain the client files in the "cloud" as long as they take reasonable steps to maintain the confidentiality of the data; "The Disciplinary Commission . . . has determined that a lawyer may use 'cloud computing' or third‑party providers to store client data provided that the attorney exercises reasonable care in doing so.").
· California LEO 2010‑179 (2010) ("Whether an attorney violates his or her duties of confidentiality and competence when using technology to transmit or store confidential client information will depend on the particular technology being used and the circumstances surrounding such use.  Before using a particular technology in the course of representing a client, an attorney must take appropriate steps to evaluate:  1) the level of security attendant to the use of that technology, including whether reasonable precautions may be taken when using the technology to increase the level of security; 2) the legal ramifications to a third party who intercepts, accesses or exceeds authorized use of the electronic information; 3) the degree of sensitivity of the information; 4) the possible impact on the client of an inadvertent disclosure of privileged or confidential information or work product; 5) the urgency of the situation; and 6) the client's instructions and circumstances, such as access by others to the client's devices and communications."; "Attorney takes his laptop computer to the local coffee shop and accesses a public wireless Internet connection to conduct legal research on the matter and email Client.  He also takes the laptop computer home to conduct the research and email Client from his personal wireless system."; "[A]n attorney should consider the following before using a specific technology: . . .  Whether reasonable precautions may be taken when using the technology to increase the level of security.  As with the above‑referenced views expressed on email, the fact that opinions differ on whether a particular technology is secure suggests that attorneys should take reasonable steps as a precautionary measure to protect against disclosure.  For example, depositing confidential client mail in a secure postal box or handing it directly to the postal carrier or courier is a reasonable step for an attorney to take to protect the confidentiality of such mail, as opposed to leaving the mail unattended in an open basket outside of the office door for pick up by the postal service.  Similarly, encrypting email may be a reasonable step for an attorney to take in an effort to ensure the confidentiality of such communications remain so when the circumstance calls for it, particularly if the information at issue is highly sensitive and the use of encryption is not onerous.  To place the risks in perspective, it should not be overlooked that the very nature of digital technologies makes it easier for a third party to intercept a much greater amount of confidential information in a much shorter period of time than would be required to transfer the same amount of data in hard copy format.  In this regard, if an attorney can readily employ encryption when using public wireless connections and has enabled his or her personal firewall, the risks of unauthorized access may be significantly reduced.  Both of these tools are readily available and relatively inexpensive, and may already be built into the operating system.  Likewise, activating password protection features on mobile devices, such as laptops and PDAs, presently helps protect against access to confidential client information by a third party if the device is lost, stolen or left unattended." (footnotes omitted); "The greater the sensitivity of the information, the less risk an attorney should take with technology.  If the information is of a highly sensitive nature and there is a risk of disclosure when using a particular technology, the attorney should consider alternatives unless the client provides informed consent.  As noted above, if another person may have access to the communications transmitted between the attorney and the client (or others necessary to the representation), and may have an interest in the information being disclosed that is in conflict with the client's interest, the attorney should take precautions to ensure that the person will not be able to access the information or should avoid using the technology.  These types of situations increase the likelihood for intrusion." (footnote omitted); "If use of the technology is necessary to address an imminent situation or exigent circumstances and other alternatives are not reasonably available, it may be reasonable in limited cases for the attorney to do so without taking additional precautions."; "With regard to the use of a public wireless connection, the Committee believes that, due to the lack of security features provided in most public wireless access locations, Attorney risks violating his duties of confidentiality and competence in using the wireless connection at the coffee shop to work on Client's matter unless he takes appropriate precautions, such as using a combination of file encryption, encryption of wireless transmissions and a personal firewall.  Depending on the sensitivity of the matter, Attorney may need to avoid using the public wireless connection entirely or notify Client of possible risks attendant to his use of the public wireless connection, including potential disclosure of confidential information and possible waiver of attorney‑client privilege or work product protections, and seek her informed consent to do so." (footnote omitted); "Finally, if Attorney's personal wireless system has been configured with appropriate security features, the Committee does not believe that Attorney would violate his duties of confidentiality and competence by working on Client's matter at home.  Otherwise, Attorney may need to notify Client of the risks and seek her informed consent, as with the public wireless connection." (footnote omitted)).
· New York LEO 842 (9/10/10) ("A lawyer may use an online data storage system to store and back up client confidential information provided that the lawyer takes reasonable care to ensure that confidentiality will be maintained in a manner consistent with the lawyer's obligations under Rule 1.6.  In addition, the lawyer should stay abreast of technological advances to ensure that the storage system remains sufficiently advanced to protect the client's information, and should monitor the changing law of privilege to ensure that storing the information online will not cause loss or waiver of any privilege.").

· Florida LEO 10‑2 (9/24/10) ("The Professional Ethics Committee has been asked by the Florida Bar Board of Governors to write an opinion addressing the ethical obligations of lawyers regarding information stored on hard drives.  An increasing number of devices such as computers, printers, copiers, scanners, cellular phones, personal digital assistants ('PDAs'), flash drives, memory sticks, facsimile machines and other electronic or digital devices (collectively, 'Devices') now contain hard drives or other data storage media . . . (collectively, 'Hard Drives' or 'Storage Media') that can store information. . . .  Because many lawyers use these Devices to assist in the practice of law and in doing so intentionally and unintentionally store their clients' information on these Devices, it is important for lawyers to recognize that the ability of the Devices to store information may present potential ethical problems for lawyers."; "For example, when a lawyer copies a document using a photocopier that contains a hard drive, the document is converted into a file that is stored on the copier's hard drive.  This document usually remains on the hard drive until it is overwritten or deleted.  The lawyer may choose to later sell the photocopier or return it to a leasing company.  Disposal of the device without first removing the information can result in the inadvertent disclosure of confidential information."; "If a lawyer chooses to use these Devices that contain Storage Media, the lawyer has a duty to keep abreast of changes in technology to the extent that the lawyer can identify potential threats to maintaining confidentiality.  The lawyer must learn such details as whether the Device has the ability to store confidential information, whether the information can be accessed by unauthorized parties, and who can potentially have access to the information.  The lawyer must also be aware of different environments in which confidential information is exposed such as public copy centers, hotel business centers, and home offices.  The lawyer should obtain enough information to know when to seek protection and what Devices must be sanitized, or cleared of all confidential information, before disposal or other disposition.  Therefore, the duty of competence extends from the receipt, i.e., when the lawyer obtains control of the Device, through the Device's life cycle, and until disposition of the Device, including after it leaves the control of the lawyer."; "A lawyer has a duty to obtain adequate assurances that the Device has been stripped of all confidential information before disposition of the Device.  If a vendor or other service provider is involved in the sanitization of the Device, such as at the termination of a lease agreement or upon sale of the Device, it is not sufficient to merely obtain an agreement that the vendor will sanitize the Device upon sale or turn back of the Device.  The lawyer has an affirmative obligation to ascertain that the sanitization has been accomplished, whether by some type of meaningful confirmation, by having the sanitization occur at the lawyer's office, or by other similar means."; "Further, a lawyer should use care when using Devices in public places such as copy centers, hotel business centers, and outside offices where the lawyer and those under the lawyer's supervision have little or no control.  In such situations, the lawyer should inquire and determine whether use of such Devices would preserve confidentiality under these rules."; concluding that when a lawyer "chooses to use Devices that contain Storage Media such as printers, copiers, scanners, and facsimile machines must take reasonable steps to ensure that client confidentiality is maintained and that the Device is sanitized before disposition, including:  (1) identification of the potential threat to confidentiality along with the development and implementation of policies to address the potential threat to confidentiality; (2) inventory of the Devices that contain Hard Drives or other Storage Media; (3) supervision of non-lawyers to obtain adequate assurances that confidentiality will be maintained; and (4) responsibility of sanitization of the Device by requiring meaningful assurances from the vendor at the intake of the Device and confirmation or certification of the sanitization at the disposition of the Device.").
· District of Columbia LEO 357 (12/2010) ("As a general matter, there is no ethical prohibition against maintaining client records solely in electronic form, although there are some restrictions as to particular types of documents.  Lawyers and clients may enter into reasonable agreements addressing how the client's files will be maintained, how copies will be provided to the client if requested, and who will bear what costs associated with providing the files in a particular form; entering into such agreements is prudent and can help avoid misunderstandings.  Assuming no such agreement was entered into prior to the termination of the relationship, however, a lawyer must comply with a reasonable request to convert electronic records to paper form.  In most circumstances, a former client should bear the cost of converting to paper form any records that were properly maintained in electronic form.  However, the lawyer may be required to bear the cost if (1) neither the former client nor substitute counsel (if any) can access the electronic records without undue cost or burden; and (2) the former client's need for the records in paper form outweighs the burden on the lawyer of furnishing paper copies.  Whether (1) a request for electronic files to be converted to paper form is reasonable and (2) the former client's need for the files in paper form outweighs the lawyer's burden of providing them (such that the lawyer should bear the cost) should be considered both from the standpoint of a reasonable client and a reasonable lawyer and should take into account the technological sophistication and resources of the former client."; "Even if the lawyer must bear the cost of converting the electronic records to paper form, however, the lawyer may charge the former client for the reasonable time and labor expense associated with locating and reviewing the electronic records where such time and expense results from special instructions or requests from the former client.  See D.C. Legal Ethics Op. 283 (1998) ('review of the files is being undertaken for the benefit of the client and, like other forms of client services, may be compensated by a reasonable fee').").
· Vermont LEO 2010‑6 (2011) ("The Vermont Bar Association Professional Responsibility Section agrees with the consensus view that has emerged with respect to use of SaaS [Software as a Service].  Vermont lawyers' obligations in this area include providing competent representation, maintaining confidentiality of client information, and protecting client property in their possession.  As new technologies emerge, the meaning of 'competent representation' may change, and lawyers may be called upon to employ new tools to represent their clients.  Given the potential for technology to grow and change rapidly, this Opinion concurs with the views expressed in other States, that establishment of specific conditions precedent to using SaaS would not be prudent.  Rather, Vermont lawyers must exercise due diligence when using new technologies, including Cloud Computing.  While it is not appropriate to establish a checklist of factors a lawyer must examine, the examples given above are illustrative of factors that may be important in a given situation.  Complying with the required level of due diligence will often involve a reasonable understanding of:  (a) the vendor's security system; (b) what practical and foreseeable limits, if any, may exist to the lawyer's ability to ensure access to, protection of, and retrieval of the data; (c) the material terms of the user agreement; (d) the vendor's commitment to protecting confidentiality of the data; (e) the nature and sensitivity of the stored information; (f) notice provisions if a third party seeks or gains (whether inadvertently or otherwise) access to the data; and (g) other regulatory, compliance, and document retention obligations that may apply based upon the nature of the stored data and the lawyer's practice.  In addition, the lawyer should consider:  (a) giving notice to the client about the proposed method for storing client data; (b) having the vendor's security and access systems reviewed by competent technical personnel; (c) establishing a system for periodic review of the vendor's system to be sure the system remains current with evolving technology and legal requirements; and (d) taking reasonable measures to stay apprised of current developments regarding SaaS systems and the benefits and risks they present.").
· Pennsylvania LEO 2011‑200 (2011) (describing the steps that a lawyer should take when dealing with "cloud" computing, including detailed lists of required steps and descriptions of what other states have held on this issue; "If an attorney uses a Smartphone or an iPhone, or uses web‑based electronic mail (e‑mail) such as Gmail, Yahoo!, Hotmail or AOL Mail, or uses products such as Google Docs, Microsoft Office 365 or Dropbox, the attorney is using 'cloud computing.'  While there are many technical ways to describe cloud computing, perhaps the best description is that cloud computing is merely 'a fancy way of saying stuff's not on your computer.'"; "The use of 'cloud computing,' and electronic devices such as cell phones that take advantage of cloud services, is a growing trend in many industries, including law.  Firms may be eager to capitalize on cloud services in an effort to promote mobility, flexibility, organization and efficiency, reduce costs, and enable lawyers to focus more on legal, rather than technical and administrative issues.  However, lawyers must be conscientious about maintaining traditional confidentiality, competence, and supervisory standards."; "This Committee concludes that the Pennsylvania Rules of Professional Conduct require attorneys to make reasonable efforts to meet their obligations to ensure client confidentiality, and confirm that any third‑party service provider is likewise obligated."; "Accordingly, as outlined above, this Committee concludes that, under the Pennsylvania Rules of Professional Conduct an attorney may store confidential material in 'the cloud.'  Because the need to maintain confidentiality is crucial to the attorney‑client relationship, attorneys using 'cloud' software or services must take appropriate measures to protect confidential electronic communications and information.  In addition, attorneys may use email but must, under appropriate circumstances, take additional precautions to assure client confidentiality.").

· Oregon LEO 2011‑188 (11/2011) ("Lawyer may store client materials on a third‑party server so long as Lawyer complies with the duties of competence and confidentiality to reasonably keep the client's information secure within a given situation.  To do so, the lawyer must take reasonable steps to ensure that the storage company will reliably secure client data and keep information confidential. . . .  Under certain circumstances, this may be satisfied though a third‑party vendor's compliance with industry standards relating to confidentiality and security, provided that those industry standards meet the minimum requirements imposed on the Lawyer by the Oregon RPC's.  This may include, among other things, ensuring the service agreement requires the vendor to preserve the confidentiality and security of the materials.  It may also require that vendor notify Lawyer of any non-authorized third‑party access to the materials.  Lawyer should also investigate how the vendor backs up and stores its data and metadata to ensure compliance with the Lawyer's duties." (footnote omitted); "Although the third‑party vendor may have reasonable protective measures in place to safeguard the client materials, the reasonableness of the steps taken will be measured against the technology 'available at the time to secure data against unintentional disclosure.'  As technology advances, the third‑party vendor's protective measures may become less secure or obsolete over time.  Accordingly, Lawyer may be required to reevaluate the protective measures used by the third‑party vendor to safeguard the client materials." (footnotes omitted)).
· Washington LEO 2215 (2012) ("A lawyer may use online data storage systems to store and back up client confidential information as long as the lawyer takes reasonable care to ensure that the information will remain confidential and that the information is secure against risk of loss.").

Marketing

Most lawyers market their services through advertising or communications directed to potential clients.  The ABA takes a laissez-faire attitude toward lawyer marketing, but most states adopt a frustrating and sometimes nonsensical micromanagement approach.

Lawyers "virtually" practicing law must comply with every applicable marketing rule.  That special type of practice might implicate a number of specific marketing issues.

Lawyers practicing "virtually" must not explicitly or implicitly disseminate misleading marketing communications about their practice.  For instance, some states' marketing rules require lawyers to identify the "office" from which they or their colleagues will serve the client.  Such requirements could be challenging if a lawyer practices "virtually" where he or she is not physically present.

· Peter Vieth, Fairfax lawyer, VSB fight over 'virtual offices,' Va. Law. Wkly., Aug. 10, 2012 ("A lawyer using rented conference rooms as 'virtual offices' for client meetings with contract lawyers emerged almost unscathed from a battle with the Virginia State Bar [VSB] over advertising issues."; "Fairfax lawyer Atchuthan Sriskandarajah agreed to a public reprimand without terms and promised several marketing changes to resolve complaints about the promotion of his practice on the Internet.  The case presented issues of first impression about Internet marketing and 'virtual' law offices, according to an agreed order from a three‑judge attorney discipline panel."; "One key issue was whether Sriskandarajah's business could be called a 'law firm' when he used lawyers who were independent contractors, not employees."; "The bar also took issue with Sriskandarajah's claim to have at least six law offices in Virginia.  The VSB said Sriskandarajah had only one office in Fairfax -- the other 'offices' were merely shared space used for client meetings with no firm staff on site."; "Sriskandarajah responded that he directly supervised and controlled the lawyers who worked for him.  There is nothing improper, he claimed, about using independent contractor lawyers and representing that they constitute a law firm."; "Sriskandarajah also contended the Rules of Professional Conduct did not require his law offices to be permanent, fully staffed offices open for a set period of time each day."; "For now, those questions remain unanswered.  Sriskandarajah agreed to make his attorneys employees of his firm and to identify any unstaffed office only as a 'client meeting location.'").
These new developments beg the obvious question ‑‑ where is a lawyer "practicing law" if she principally uses electronic communications?
Not surprisingly, some courts have sanctioned lawyers for listing as their "office"  some unsupervised outpost.

· Unnamed Attorney v. Ky. Bar Ass'n, 143 S.W.3d 600, 601 (Ky. 2004) (privately reprimanding a Kentucky lawyer who advertised various office locations in Kentucky in telephone directories, which were "neither staffed by a lawyer or any legal support staff" and in fact were not actual offices; "Movant and the KBA [Kentucky Bar Association] agree that no client has ever expressed any confusion or misunderstanding concerning the location of Movant's Kentucky law offices.  But by stating addresses in Movant's telephone directory advertisements for which no actual offices existed, Movant's communication is misleading, a misrepresentation, and a violation of SCR 3.130-7.15(1).").

In contrast, some bars have begun to accommodate the growing trend of lawyers practicing "virtually."

· New York LEO 1025 (9/29/14) ("In whatever manner the courts resolve the statutory issues regarding virtual law offices ‑‑ and we express no opinion on how they will or should resolve those issues ‑‑ neither Rule 7.1(h) nor any other advertising rule imposes or defines the contours of an attorney's office or style of practice.  To the extent N.Y. State 756 and 964 opine that Rule 7.1(h) or its predecessor imposes an obligation for a physical office, they are modified.  We now conclude that an attorney who is admitted to practice in New York but who is not resident in New York and who advertises his or her law practice in New York must include the address of the attorney's principal office, which may be the Internet address of a virtual law office.  The attorney must have an office that meets the minimum requirements of Judiciary Law §470, but we express no opinion as to what Judiciary Law §470 requires.").

· New York City LEO 2014-2 (6/2014) ("A New York lawyer may use the street address of a virtual law office ('VLO') located in New York state as the 'principal law office address' for the purposes of Rule 7.1(h) of the New York Rules of Professional Conduct (the 'New York Rules' or the 'Rules'), even if most of the lawyer's work is done at another location.  In addition, a New York lawyer may use the address of a VLO as the office address on business cards, letterhead and law firm website.  Given the lower overhead, improved encryption systems, expansion of mobile communication options, availability of electronic research, and the ease of storing and transmitting digital documents and information, VLOs are becoming an increasingly attractive option for attorneys throughout the country.  A New York lawyer who uses a VLO must also comply with other New York Rules, including Rules 1.4, 1.6, 5.1, 5.3, 8.4(a) and 8.4(c)."; "A New York lawyer (the 'Lawyer') is considering becoming a solo practitioner and plans to do most of her work at her home.  The Lawyer does not intend to maintain a separate physical office.  Instead, she plans to use a VLO in New York State, as defined below, to meet with clients, hold 'office hours,' receive mail, or otherwise be present and available at various times.  For privacy and security reasons, she does not wish to identify her home address as her business address.  She would like to use the address of the VLO as her 'principal office address' for purposes of advertising her legal services under Rule 7.1(h).  She would also like to use the VLO address on her letterhead, business cards and law firm website."; "The VLO, as used herein, has a physical street address where the Lawyer plans to make herself available for meetings with clients and where the Lawyer can receive service and delivery of legal papers.  Accordingly, we conclude that the use of a VLO address in attorney advertising complies with the requirement of 7.1(h) to disclose a physical street address."; "[L]awyers who use VLOs may need to take additional precautions to ensure that they are fulfilling their supervisory obligations.  Notwithstanding the differences between VLOs and traditional law firms, the '[a]ttorney must take reasonable measures to ascertain that everyone under her supervision is complying with the Rules of Professional Conduct, including the duties of confidentiality and competence.'" (citation omitted); "A lawyer who uses the shared services and office space of a VLO to perform legal services and to meet with clients, witnesses, or other third parties must take reasonable steps to ensure that she does not expose or put the client's confidential information at risk.  This should include, as appropriate, training and educating staff at the VLO on these obligations."; "Lawyers who use VLOs must be particularly mindful of these ethical obligations, given that the lawyers may frequently be away from the physical location that serves as their business address.  Lawyers who use VLOs should also take steps to ensure that they are available to meet with and communicate with their clients and respond promptly to their requests for information.").
· Virginia LEO 1872 (3/29/13) (warning that lawyers must be mindful of their confidentiality, supervision, and marketing responsibilities, among other things, if they practice "virtually," or if they combine a virtual practice with an "executive office suite" for meetings and other activities requiring a physical office; explaining that "[t]he use of an executive office/suite rental or any other kind of shared, non-exclusive space, either in conjunction with a virtual law practice or as an addition to a 'traditional' office- based practice, raises a separate issue.  A non-exclusive office space or virtual law office that is advertised as a location of the firm must be an office where the lawyer provides legal services.  Depending on the facts and circumstances, it may be improper under Rule 7.1 for a lawyer to list or hold out a rented office space as her 'law office' on letterhead or other public communications.  Factors to be considered in making this determination include the frequency with which the lawyer uses the space, whether non-lawyers also use the space, and whether signage indicates that the space is used as a law office.  In addition, a lawyer may not list alternative or rented office spaces in public communications for the purpose of misleading prospective clients into believing that the lawyer has a more geographically diverse practice and/or more firm resources than is actually the case.  As discussed above in the context of Internet-based service providers, a lawyer must also pay careful attention to protecting confidentiality if any client information is stored or received in a shared space staffed by non-lawyers who are not employees of the law firm and may not be aware of the nature or extent of the duty of confidentiality.").

· Pennsylvania LEO 2010‑200 (2010) (analyzing the marketing implications of a lawyer practicing out a "virtual law office"; "[T]his Committee believes that an attorney is not required to disclose the specific location of his or her office, but must disclose the geographic location, by city or town, of the office in which the lawyer or lawyers who will actually perform the services advertised principally practice law."; "The Committee notes that, consistent with Rule 7.1, the address provided by an attorney may not be misleading.  Thus, letterhead or other documents that list a private mailbox or similar service as a physical address, but which is merely a mail drop, may be misleading and violate the Rules."; "[A] solo practitioner with a VLO, principally practicing law in Philadelphia, decides to expand the practice by hiring two additional attorneys, one of whom principally practices it Pittsburgh and one of whom principally practices in Harrisburg.  The solo practitioner and his associates each work from home and share client files and communicate electronically.  If the attorney in Philadelphia is sending the electronic files of his local clients to the two attorneys in Pittsburgh and Harrisburg, then the two attorneys in Pittsburgh and Harrisburg are principally practicing law in Philadelphia, even if they never set foot within that city.  Such a situation is analogous to outsourcing, and will not require the firm to list additional addresses in Pittsburgh and Harrisburg." (footnote omitted)).

Lawyers practicing "virtually" can run afoul of other marketing rules.  For instance, California disbarred a lawyer for falsely holding himself out as competent to provide advice about the law of states in which he was not licensed and not competent.

· In re Lenard, Review Dep't, Case No. 09-O-11175, at 2, 7, 8, 9, 11 (Cal. Bar. Ct. Apr. 15, 2013) (disbarring a lawyer for engaging in the unauthorized practice of law by providing "credit repair" services to debtors in several states where the lawyer was not licensed; "Lenard contracted with three California consumer debt relief companies:  Freedom Financial Management; Beacon Debt Service; and Pathway Financial Management (the Settlement Companies).  These companies paid Lenard a flat fee to provide limited legal services for clients regarding their consumer debt.  Lenard testified that he customarily charged the Settlement Companies between $75 to $100 per client and spent 15 to 20 minutes on each file.  He also estimated that he had over 1,000 clients 'in credit repair' among all three companies.  The Settlement Companies advertised through television and radio ads in a number of states.  Clients who retained one of the Settlement Companies agreed to pay retainer fees of up to 12% of the balance of their debts, contingency fees of 8% of the amount by which their debts were reduced, and monthly maintenance fees of between $15 to $25.  Clients also were required to make monthly payments into the Companies' 'client trust account,' and those funds were to be used to settle their debts.  The Settlement Companies represented that the clients' accounts would be 'handled by our legal counsel.'"; "Lenard practiced law and held himself out as an attorney with the authority and knowledge to settle consumer debts to Wisconsin and New York clients Burgess and Manfredi, respectively.  He also represented to their creditors that they should follow debt collection laws or his clients were prepared to take legal action.  In addition, Lenard claims he reviewed their files to determine whether they should file bankruptcy, although he admitted he was 'not licensed to do a bankruptcy out of state.'  Wisconsin and New York have both considered conduct similar to Lenard's to constitute UPL."; "The hearing judge found that Lenard established a systematic and continuous presence in each of the jurisdictions listed in the NDCs [Notice of Disciplinary Charge].  Based on the limited record, we do not find clear and convincing evidence of this proscription.  However, we find that Lenard committed UPL by holding himself out as entitled to practice law in each of the seven states for a total of ten willful violations of rule 1-300(B)" (footnote omitted); "By implying he was licensed in the relevant states, Lenard gave the false impression to his clients and their creditors that he held an advantage over a non-attorney debt negotiator.  He explicitly represented to the clients that he would provide legal services, and informed creditors that he was representing each client utilizing his law office letterhead.  The written communications Lenard provided to clients (and their creditors) in those states are evidence that he violated the applicable rules of professional conduct, as well as relevant case law and advisory authority."; "He [Lenard] contends that all work was done in California and any legal opinions rendered were based on California law.  However, the factors defined in comment 14 of the ABA Model Rule compel our conclusion that Lenard was not entitled to practice law even on a temporary basis in these states.  Analyzing those factors, we find that he had no prior contact with the clients and they never lived in California or had substantial contact with this state.  There is no evidence that California law would be relevant to any of the consumer debts in these matters.  Further, Lenard has no knowledge of the specific laws of the states in which the clients resided, where they faced state collection actions and may have had assets.  As such, the contact with these out-of-state clients was not reasonably related to Lenard's practice in California, and he was not authorized to provide legal services on a temporary basis under the states' versions of ABA Model Rule 5.5(c)." (footnote omitted); "[W]e reject any contention by Lenard that ABA Model Rule 5.5(d)(2) enabled him to provide legal services related to bankruptcy law.  Primarily, Lenard's proposed services were not limited to issues of bankruptcy.").

Supervision

Lawyers practicing "virtually" sometimes arrange for non-lawyer staff to work at some physical location without the lawyer's continuous presence there.

Among other things, this allows lawyers to establish a broader practice "footprint," and leverage the lawyer's occasional presence at a physical location to increase the number of potential nearby clients.

Such an arrangement creates the obvious difficulty of lawyers complying with their duty to supervise subordinate lawyers and non-lawyer staff.

ABA Model Rules 5.1, 5.3.

Lawyers in this situation must comply with these duties, despite this challenge.

· Michigan LEO RI-355 (10/26/12) ("Maintaining a part-time presence at an alternate law office, which is not staffed during normal business hours on a regular basis and occupies office space not reserved for use solely by the lawyer and shared with non-lawyers, raises a number of ethical issues—communication, confidentiality, safeguarding client property, competent and diligent representation, advertising, impermissible multidisciplinary practice, and facilitation of the unauthorized practice of law.  The potential for the concern may be heightened by the fact that the lawyer's presence in the location is sporadic, rendering what transpires in the lawyer's absence largely unobserved.";  "Lawyers seeking to add an alternate law office to their law practice must comply with the applicable Rules of Professional Conduct, which includes disseminating any information about their practice in a manner that is not false, fraudulent, misleading, or deceptive contrary to MRPC 7.1.  A lawyer cannot communicate the existence of a physical office location unless the lawyer maintains dedicated office space, appropriately separate and distinct from other businesses.";  "Lawyers are not precluded from meeting with clients or prospective clients at locations other than a permanent office maintained during normal business hours.  However, in communications governed by MRPC 7.1, a lawyer cannot identify a physical location as a law office without having a dedicated office space that has the necessary separation from other businesses.").  

Choice of Law

When lawyers practice "virtually" (either temporarily or permanently) in states where they are not licensed to practice, disciplinary authorities and perhaps the lawyers themselves may need to know which jurisdiction's ethics rules apply to their conduct.

New York has wrestled with this issue.  

· New York State LEO 1054 (4/10/15) (Virginia ethics rules governing a New York-licensed lawyer's "virtual" practice in Virginia; "The inquirer is an attorney licensed to practice in both the State of New York and the Commonwealth of Pennsylvania.  He now intends to open a solo law office in Virginia, for the sole purpose of representing veterans and their dependents in the United States Court of Appeals for the Fourth Circuit, the United States District Courts in Virginia, and the Administrative Board of Veterans Appeals."; "The inquirer seeks to practice in Virginia by using a physical office two days per month, using the street address of the office as his mailing address, having access to a private mailbox at that address five days a week; answering phone calls personally when in the office; forwarding calls to the inquirer's cell phone or to a personal voicemail account attached to the cell phone when he is not in the physical office; and using a recorded message when he is not available to answer a phone call."; "The inquirer formerly worked for the federal government, working on rulemakings pertaining to veterans' benefits and representing the government on appellate briefs."; "The inquirer states that he has obtained an advisory opinion from the Virginia State Bar Association’s ethics committee, advising that he is permitted to practice from an office address in Virginia, as long as the inquirer (a) limits his practice to federal court and (b) indicates on his letterhead, business cards and website that he is licensed to practice law only in New York and Pennsylvania.  The inquirer also states that such opinion would permit the inquirer to operate using a 'virtual office.'"; "Here, the inquirer is not formally admitted to the bar in Virginia, the jurisdiction in which he intends to principally practice.  However, in N.Y. State 815 (2007), we determined that, if a New York lawyer is permitted to engage in conduct in another jurisdiction without being formally admitted in that jurisdiction, then the lawyer should be deemed to be 'licensed to practice' in the other jurisdiction, even though such conduct would constitute the practice of law if the lawyer were practicing in New York.  According to the inquirer, the Virginia State Bar Association has opined that he may practice from an office address in Virginia, as long as he limits his practice to federal court, and indicates on his letterhead, business cards and website that he is licensed to practice law only in New York and Pennsylvania.  Consequently, the inquirer is deemed 'licensed to practice' in Virginia, and the New York disciplinary authorities would ordinarily apply the Virginia Rules of Professional Conduct to his conduct.  However, an exception will arise if the inquirer solicits business in New York or Pennsylvania.  In that case, the lawyer's conduct regarding the solicitation would clearly have its 'predominant effect' in the admitting jurisdiction to which the solicitations are directed, and the disciplinary authorities would apply the rules of that jurisdiction to the solicitations. . . .  Whether any ensuing business would also be subject to the rules of such admitting jurisdiction depends upon where such business has its 'predominant effect.'  That is a factual question on which we do not opine." (footnote omitted); "If a New York lawyer has been admitted to practice (generally, or for purposes of a proceeding) before the Virginia courts, when the lawyer represents a client in a proceeding in a court in Virginia, the rules to be applied ordinarily will be the rules of Virginia, unless the court rules provide otherwise.  If the lawyer does not represent a client in a proceeding in a court, the rules to be applied will be those of the 'admitting jurisdiction' in which the inquirer principally practices, unless the conduct clearly has its predominant effect in another jurisdiction in which the lawyer is licensed to practice.  If the lawyer is permitted to practice in Virginia without being formally admitted there, the lawyer should be deemed to be 'licensed to practice' in Virginia for purposes of Rule 8.5(b)(2).  However, if the lawyer solicits business in New York, the lawyer's conduct in connection with such solicitation would have its principal effect in New York and the disciplinary authorities would apply the rules of New York.").

Unauthorized Practice of Law

Lawyers practicing "virtually" might violate state unauthorized practice of law restrictions in a number of ways.

First, they may wrongfully assist non-lawyers' UPL violations by not adequately supervising those non-lawyers.  This is discussed above.

Second, they may face very complex multijurisdictional practice rules, which exist as a subset of UPL restrictions.  These are discussed below.
Multijurisdictional Practice

Multijurisdictional practice issues arise when lawyers practice law in a state where they are not licensed.  States' jealous hold over the practice of law within their borders has led to a somewhat counter-intuitive result:  lawyers fully licensed in another jurisdiction are guilty of the unauthorized practice of law by practicing law in another state just as if the lawyers had never spent a day in law school, passed a bar exam, or met the rigorous standards for joining the professional.  Although such lawyers might face less severe sanctions than non-lawyers for practicing in a state where they are not licensed, the conduct can still trigger even criminal penalties.

This harsh principle makes some sense when applied to a lawyer who moves to another state and "hangs shingle" without taking some steps to join the new state's bar.  But the increasing ability of lawyers to practice "virtually" anywhere raises numerous multijurisdictional practice issues -- with enormous stakes for the lawyers.

Lawyers' Temporary "Virtual" Practice Where They Are Not Licensed

Although ABA Model Rule 5.5 and state parallel ethics rules take a fairly generous approach to lawyers temporarily practicing in states where they are not licensed, there are lines -- which temporary "virtual" practice might cross.

California disbarred a lawyer for such improper temporary "virtual" practice in states where he was not licensed.

· In re Lenard, Cal. Bar Court Review Dep't Case No. 09-O-11175 (Apr. 15, 2013) (disbarring a lawyer for engaging in the unauthorized practice of law by providing "credit repair" services to debtors in several states where the lawyer was not licensed; "Lenard contracted with three California consumer debt relief companies:  Freedom Financial Management; Beacon Debt Service; and Pathway Financial Management (the Settlement Companies).  These companies paid Lenard a flat fee to provide limited legal services for clients regarding their consumer debt.  Lenard testified that he customarily charged the Settlement Companies between $75 to $100 per client and spent 15 to 20 minutes on each file.  He also estimated that he had over 1,000 clients 'in credit repair' among all three companies.  The Settlement Companies advertised through television and radio ads in a number of states.  Clients who retained one of the Settlement Companies agreed to pay retainer fees of up to 12% of the balance of their debts, contingency fees of 8% of the amount by which their debts were reduced, and monthly maintenance fees of between $15 to $25.  Clients also were required to make monthly payments into the Companies' 'client trust account,' and those funds were to be used to settle their debts.  The Settlement Companies represented that the clients' accounts would be 'handled by our legal counsel.'"; "Lenard practiced law and held himself out as an attorney with the authority and knowledge to settle consumer debts to Wisconsin and New York clients Burgess and Manfredi, respectively.  He also represented to their creditors that they should follow debt collection laws or his clients were prepared to take legal action.  In addition, Lenard claims he reviewed their files to determine whether they should file bankruptcy, although he admitted he was 'not licensed to do a bankruptcy out of state.'  Wisconsin and New York have both considered conduct similar to Lenard's to constitute UPL."; "The hearing judge found that Lenard established a systematic and continuous presence in each of the jurisdictions listed in the NDCs [Notice of Disciplinary Charge].  Based on the limited record, we do not find clear and convincing evidence of this proscription.  However, we find that Lenard committed UPL by holding himself out as entitled to practice law in each of the severn states for a total of ten willful violations of rule 1-300(B)" (footnote omitted); "By implying he was licensed in the relevant states, Lenard gave the false impression to his clients and their creditors that he held an advantage over a non-attorney debt negotiator.  He explicitly represented to the clients that he would provide legal services, and informed creditors that he was representing each client utilizing his law office letterhead.  The written communications Lenard provided to clients (and their creditors) in those states are evidence that he violated the applicable rules of professional conduct, as well as relevant case law and advisory authority."; "He [Lenard] contends that all work was done in California and any legal opinions rendered were based on California law.  However, the factors defined in comment 14 of the ABA Model Rule compel our conclusion that Lenard was not entitled to practice law even on a temporary basis in these states.  Analyzing those factors, we find that he had no prior contact with the clients and they never lived in California or had substantial contact with this state.  There is no evidence that California law would be relevant to any of the consumer debts in these matters.  Further, Lenard has no knowledge of the specific laws of the states in which the clients resided, where they faced state collection actions and may have had assets.  As such, the contact with these out-of-state clients was not reasonably related to Lenard's practice in California, and he was not authorized to provide legal services on a temporary basis under the states' versions of ABA Model Rule 5.5(c)." (footnote omitted); "[W]e reject any contention by Lenard that ABA Model Rule 5.5(d)(2) enabled him to provide legal services related to bankruptcy law.  Primarily, Lenard's proposed services were not limited to issues of bankruptcy.").

Lawyers' Systematic And Continuous "Virtual" Practice Where They Are Not Licensed

The ABA Model Rules contain two flat prohibitions on lawyers' provisions of legal services in states where they are not licensed.  

First, a lawyer not licensed in a jurisdiction
shall not . . . except as authorized by these Rules or other law, establish an office or other systematic and continuous presence in this jurisdiction for the practice of law.

ABA Model Rule 5.5(b)(1) (emphasis added).

Second, such a lawyer may not

hold out to the public or otherwise represent that the lawyer is admitted to practice law in this jurisdiction.

ABA Model Rule 5.5(b)(2).  

A comment to the ABA Model Rules includes a twist ‑‑ which complicates the analysis.

Other than as authorized by law or this Rule, a lawyer who is not admitted to practice generally in this jurisdiction violates paragraph (b)(1) if the lawyer establishes an office or other systematic and continuous presence in this jurisdiction for the practice of law.  Presence may be systematic and continuous even if the lawyer is not physically present here.
ABA Model Rule 5.5 cmt. [4] (emphasis added).  

The Restatement also deals with the rise in electronic communications, and the resulting ability of lawyers to engage in a "virtual" practice.  In fact the Restatement points to this trend as a grounds for allowing lawyers licensed in one state to continuously practice in other states.

The Restatement essentially follows the ABA Model Rules standard.
The extent to which a lawyer may practice beyond the borders of the lawyer's home state depends on the circumstances in which the lawyer acts in both the lawyer's home state and the other state.  At one extreme, it is clear that a lawyer's admission to practice in one jurisdiction does not authorize the lawyer to practice generally in another jurisdiction as if the lawyer were also fully admitted there.  Thus, a lawyer admitted in State A may not open an office in State B for the general practice of law there or otherwise engage in the continuous, regular, or repeated representation of clients within the other state.

Restatement (Third) of Law Governing Lawyers § 3 cmt. e (2000) (emphasis added).  

However, the Restatement clearly takes a more liberal view than the ABA Model Rules of the type of "virtual" presence in a state that lawyers should be able to arrange.

It is also clearly permissible for a lawyer from a home-state office to direct communications to persons and organizations in other states (in which the lawyer is not separately admitted), by letter, telephone, telecopier, or other forms of electronic communication.

Restatement (Third) of Law Governing Lawyers § 3 cmt. e (2000) (emphasis added).

The ABA Ethics 20/20 Commission primarily focused on the rising use of electronic communications in the practice of law, and the increasing mobility of lawyers.  Thus, one would think that the issue of a "virtual" continuous presence in another state would have been an obvious choice for proposed rules changes.

The Commission tiptoed into the issue.  In its June 19, 2012, Issue Paper, the ABA Ethics 20/20 Commission described the earlier circulation of a draft proposed rules change.

The Commission previously circulated a draft proposal that would have addressed this ambiguity in a general way by adding new sentences to Comment [4] to Rule 5.5.  The new sentences would have provided as follows:

For example, a lawyer may direct electronic or other forms of communications to potential clients in this jurisdiction and consequently establish a substantial practice representing clients in this jurisdiction, but without a physical presence here.  At some point, such a virtual presence in this jurisdiction may be come [sic] systematic and continuous within the meaning of Rule 5.5(b)(1).

In response to this proposal, several commenters suggested that the sentences not only provide little additional guidance, but that they might have the unintended effect of deterring lawyers from engaging in forms of virtual practice that should be permissible.

Based on this response, the Commission asked its Uniformity, Choice of Law, and Conflicts of Interest Working Group to evaluate whether it is possible to provide enhanced guidance on this issue, and if so, how.  The Working Group has identified several possible approaches.

Am. Bar Ass'n Comm'n on Ethics 20/20 (June 19, 2012).

The Commission tentatively floated the following "trial balloon" as a way to assess such a "virtual" presence.

One possible approach is to identify the factors that lawyers and disciplinary authorities should consider when deciding whether a lawyer's presence has become sufficiently systematic and continuous to trigger Rule 5.5(b)'s requirement that the lawyer become licensed. For example, those factors might include:

· the nature and volume of communications directed to potential clients in the jurisdiction;

· whether the purpose of the communications is to obtain new clients in the jurisdiction;

· the number of the lawyer's clients in the jurisdiction;

· the proportion of the lawyer's clients in the jurisdiction;

· the frequency of representing clients in the jurisdiction;

· the extent to which the legal services have their predominant effect in the jurisdiction; and

· the extent to which the representation of clients in the jurisdiction arises out of, or is reasonably related to, the lawyer's practice in a jurisdiction in which the lawyer is admitted to practice.

A second possibility is for the Commission to make no proposal in this area and to refer the issue to the Standing Committee on Ethics and Professional Responsibility for an opinion on the meaning of "systematic and continuous presence" in the context of virtual law practice.

A third possibility is for the Commission to make no proposal in this area, but identify the relevant issues in an informational report that the Commission could file with the ABA House of Delegates to help educate the profession about this issue.

Id. at 2-3.
The ABA 20/20 Commission eventually chose option No. 2 ‑‑ essentially punting the issue to the ABA Standing Committee on Ethics and Professional Responsibility.  The Commission described its decision in a February 2013 release.

Currently, Model Rule 5.5(b)(1) requires a lawyer to obtain a license in a jurisdiction if the lawyer has an office or a "systematic and continuous" presence there, unless the lawyer's work falls within one of the exceptions identified in Rule 5.5(d).  The increased demand for cross-border practice and related changes in technology have raised new questions about the meaning of the phrase "systematic and continuous presence" in Rule 5.5(b). In particular, technology now enables lawyers to be physically present in one jurisdiction, yet have a substantial virtual practice in another.  The problem is that it is not always clear when this virtual practice in a jurisdiction is sufficiently "systematic and continuous" to require a license in that jurisdiction.
Currently, Comment [4] to Model Rule 5.5 identifies these issues, but provides limited guidance as to how to resolve them.  The Comment states that a lawyer's "[p]resence may be systematic and continuous even if the lawyer is not physically present" in the jurisdiction.  Neither the Rule nor the Comment provides any clarity as to when a lawyer who is "not physically present" in a jurisdiction nevertheless has a systematic and continuous presence there.

The Commission released an issues paper, seeking feedback on a number of possible options for addressing these issues, including the identification of relevant factors when analyzing when a presence becomes "systematic and continuous" and referring the issue to the Standing Committee on Ethics and Professional Responsibility for a Formal Opinion on the meaning of "systematic and continuous presence" in the context of virtual law practice.

The Commission, after considerable deliberations, concluded that these issues may be best addressed in the future as the nature of virtual law practice becomes clearer and as relevant technology continues to evolve.

Am. Bar Ass'n Comm'n on Ethics 20/20, Introduction and Overview (Feb. 2013) (emphasis added).

It might be fair to conclude that such "virtual" practice possibilities represent a huge threat to states' somewhat parochial and often "turf protecting" view of their power to regulate the legal profession.  This may be one reason that the ABA Ethics 20/20 Commission abandoned its efforts.

Just as the ABA has recognized but not dealt with this issue, courts and bars have wrestled with it too.
The 1988 California decision that arguably triggered the national multijurisdictional practice debate definitely moved away from an exclusive reliance on a lawyer's physical presence in a state, but without offering any concrete guidance about where to draw the line between permissible and impermissible conduct.

· Birbrower, Montalbano, Condon & Frank, P.C. v. Superior Court, 949 P.2d 1, 5-6 (Cal. 1998) ("Our definition does not necessarily depend on or require the unlicensed lawyer's physical presence in the state.  Physical presence here is one factor we may consider in deciding whether the unlicensed lawyer has violated section 6125, but it is by no means exclusive.  For example, one may practice law in the state in violation of section 6125 although not physically present here by advising a California client on California law in connection with a California legal dispute by telephone, fax, computer, or other modern technological means.  Conversely, although we decline to provide a comprehensive list of what activities constitute sufficient contact with the state, we do reject the notion that a person automatically practices law 'in California' whenever that person practices California law anywhere, or 'virtually' enters the state by telephone, fax, e‑mail, or satellite." (emphases added)).
The August 2002 ABA Commission on Multijurisdictional Practice's report recognized the impact of the Birbrower decision.

As "virtual" practice became easier and more tempting for lawyers, bars initially continued to focus on lawyers' continued presence in a jurisdiction when determining whether they met the multijurisdictional practice standards.
· Illinois LEO 02‑04 (4/2003) (addressing the following situation:  "An attorney licensed in State X who negotiates, from his office in State X, his clients' claim for medical matters in State Y, where no lawsuit has been filed and where the attorney is not licensed, does not engage in the unauthorized practice of law, and need not associate with an attorney in State Y to conduct this negotiation."; holding as follows:  "[T]he Committee assumes that no lawsuit has been filed in State Y, and that the only services the attorney would provide would be to negotiate, from the attorney's office in State X, the couple's claim for medical matters in State Y.  The Committee also assumes that the attorney is not habitually engaged in such negotiations, and that the attorney is merely doing so in this instance to assist a couple known to him, as set forth in the facts.  Under this scenario, it is the Committee's opinion that while the attorney may be engaging in the practice of law, it is not the 'unauthorized' practice of law in State Y because the attorney is conducting the negotiation from State X, where he is licensed to practice law.  Accordingly, under the facts presented, the Committee believes the attorney may settle the couple's claim for medical matters in State Y without associating with an attorney in State Y, and that doing so does not violate Rule 5.5(a) of the Illinois Rules of Professional Conduct.  To the extent the attorney leaves State X, where he is licensed, and enters State Y to conduct the negotiation, the issue becomes less clear.  See Lozoff v. Shore Heights, Ltd., 66 Ill. 2d 398, 362 N.E. 2d 1047 (1977) (holding that a lawyer licensed only in Wisconsin who had rendered legal services in connection with an Illinois real estate transaction had engaged in the unauthorized practice of law and could not recover fees)." (emphases added)).

· Philadelphia LEO 2007-4 (8/07) (addressing a request by a Pennsylvania lawyer about how to respond to a request by someone outside Pennsylvania that the lawyer provide legal services; directing the lawyer to research the UPL laws of the other jurisdiction; explaining that the other jurisdiction's UPL rules would also govern the permissibility of the lawyer providing "advice and consultation on matters of federal law, general legal principles and common law"; explaining that the other pertinent state might find that actions taken in Pennsylvania violated the UPL laws of that other state; "The inquirer also specifically asks if it makes a difference whether he performs legal services in Pennsylvania or in the subject jurisdiction.  The answer to this question again depends on the law of that jurisdiction.  See, e.g., Comment 4 to ABA Model Rule 5.5, which states that a lawyer may violate Model Rule 5.5(b) (which proscribes a lawyer who is not admitted in a jurisdiction from systematic and continuous presence in that jurisdiction) even if the lawyer is not physically present in the jurisdiction.  Most recently the Delaware Supreme Court took action against an attorney not even admitted in Delaware see In re Tonwe, Del., No. 584, 2006, 5/25/07." (emphasis added)).
· Virginia UPL Op. 215 (3/18/08) (holding that in-house lawyers who work for a financial institution and are based outside of Virginia and not licensed in Virginia may provide advice to Virginia employees; "When these lawyers provide advice and counsel regarding Virginia law to employees of the financial institution employer located in branches in Virginia, they are not engaged in unauthorized practice.  When they are providing the advice either from their offices outside of Virginia or when they visit the branches in-person in Virginia, this constitutes advising their regular employer which is permitted under Part 6, §I (B)(1) of the Rules of the Virginia Supreme Court.  Should they have to prepare documents in either situation, again, these lawyers are providing this legal service only to their regular employer which is permitted under Part 6, §I (B)(2).  These lawyers also fall within the scope of the temporary practice provisions of Part 6, §I (C).  They represent the employer elsewhere and have occasion to have to come into Virginia in relation to that representation.  This occurs only on a temporary or occasional basis.  Nothing in this inquiry suggested that these lawyers were attempting to appear before any tribunal in Virginia on behalf of the employer, which would require association with Virginia-licensed counsel.  Finally, two earlier opinions from the Committee, UPL Opinions 93 and 99[,] are also instructive on the issues presented in this inquiry.  In these opinions the Committee found that it was not the unauthorized practice of law for a non-Virginia-licensed attorney to prepare legal documents for a Virginia client relating to a Virginia matter when the attorney did so from his/her office in the jurisdiction where he/she is licensed.  Similarly, if any attorney is providing legal advice to or on behalf of a Virginia client while located in his/her licensing jurisdiction, this will not be the unauthorized practice of law in Virginia.  The Committee cautions that an attorney licensed other than in Virginia must also be aware of any applicable rules and/or limitations of his/her licensing jurisdiction and/or the jurisdiction where he/she is practicing regarding the practice of another jurisdiction's law where the attorney is not licensed." (emphases added)).

Eventually, states began to de-emphasize lawyers' physical presence and acknowledge that lawyers can practice "virtually" and permanently in a state where they are not licensed -- a scenario the ABA acknowledged about the same time but never resolved.

The continuing uncertainty of these issues has generated warnings to lawyers to be careful when they "virtually" cross state lines.

· Samuel C. Stretton, Pennsylvania Lawyers Should Be Cautious About Offering Legal Advice in Delaware, Legal Intelligencer (Online), Sept. 9, 2014) ("Is it permissible for a Pennsylvania lawyer to represent people in Delaware if the lawyer has local counsel or an office with a Delaware lawyer in it?"; "Any Pennsylvania lawyer who wants to provide legal advice in Delaware, even with local counsel or an office that has a Delaware lawyer as a paid employee, should be very cautious.  Unless a Pennsylvania lawyer is moved in pro hac vice or sits for the bar exam and passes it, there is an excellent chance a lawyer practicing down there with some regularity, even though there are no court appearances, will receive professional discipline."; "Delaware's disciplinary system is extremely vigorous in tracking down and prosecuting Pennsylvania lawyers who are not licensed in Delaware, even though their activities seem to be acceptable, at least from a Pennsylvania viewpoint.  There are several lawyers in Delaware who seem to make it an avocation of reporting Pennsylvania lawyers in a vigorous fashion to the Delaware disciplinary authorities."; "The problem started about six or seven years ago when an attorney was licensed in Pennsylvania with an office in southern Chester County and was handling a number of first-party benefits insurance cases in Delaware.  She had local counsel, but was settling these cases.  Many of these cases had little third-party value and, therefore, were not of interest to members of the Delaware bar.  The attorney was a black woman, and many people felt comfortable going to her since there were not a large number of minority lawyers actively practicing in Delaware.  The cases came to her through her husband's medical practice and the church that she and her husband attended in Delaware."; "The problem in Delaware is that the Delaware Supreme Court will suspend or disbar a lawyer even if he or she is not admitted in Delaware.  This is what happened in these cases.  This was challenged in Pennsylvania, but the Pennsylvania Supreme Court will grant reciprocal discipline, as will the federal courts in Pennsylvania.  A Pennsylvania lawyer disciplined in Delaware will lose his or her license in Pennsylvania under reciprocal discipline.  The fact that the lawyer was never licensed in Delaware is not a defense to the reciprocal discipline, at least in Pennsylvania."; "Of great interest is the fact that many Delaware lawyers provide advice in Pennsylvania and other states on a regular basis, particularly through transactional, tax and other types of corporate law.  The Delaware Supreme Court seems somewhat shortsighted.  If Pennsylvania courts would be just as vigorous, there would be a large number of major law firms and lawyers in Delaware who would be under suspension if the same rationale applied."; "In conclusion, particularly in Delaware, lawyers who are licensed in Pennsylvania but providing advice across state lines should be very careful. It has always been risky to do that, though with modern availability of legal research for various state laws, it is not as dangerous as it used to be, because one can check relevant state law on issues.  But any lawyer providing advice or writing wills or other matters for people in another state should have local counsel.  If a lawyer does it with regularity, he or she should be careful about being cited for unauthorized practice of law.  In states like Delaware, the unauthorized practice of law results in major suspensions, which will then be ordered in Pennsylvania under a reciprocal system."; "Unless the bar leaders in Delaware and Pennsylvania can reach some understanding or accommodation, any lawyer who wants to provide advice across the Delaware state line should do so very cautiously.  The best practice would be to move for pro hac vice admission.").
All in all, lawyers should be very wary of attracting most of their clients from states where they are not licensed, and representing those clients "virtually."  Although the ABA has certainly abandoned (at least in the short run) its goal of determining when such activities becomes the illegal unauthorized practice of law in those other states, it has recognized that there is a line somewhere.

In 2012, an Illinois legal ethics opinion provided a more precise analysis  ‑‑ holding that an Illinois lawyer could not partner with an out-of-state lawyer for the practice of law in Illinois, even if the out-of-state lawyer did not hold himself out as an Illinois lawyer and always acted under the direct supervision of the Illinois lawyer.  Among other things, the Illinois Bar recognized that the out-of-state lawyer might violate Illinois Rule 5.5 through a "virtual" presence in Illinois.

In the context of a virtual law office involving lawyers from different states, each lawyer should take care that any out‑of‑state practice is not systematic and continuous.  The proposed practice involves a lawyer from State X who wishes to practice regularly in Illinois, whether through a physical presence or a virtual presence.  'Presence may be systematic and continuous even if the lawyer is not physically present here.'  RPC 5.5, Comment [4].  So even if the virtual office were not based in Illinois, the fact that the State X lawyer would do work for Illinois clients and would seek legal work in Illinois establishes a systematic and continuous presence. . . .  Because the State X lawyer wishes to practice regularly in Illinois, the Committee is of the opinion that Rule 5.5(b) bars the proposed practice, regardless of whether the lawyer's presence in Illinois is physical or virtual.  Additionally, because the Illinois lawyer would be part and parcel of the project, he or she would be subject to discipline under Rule 5.5(a) for assisting the State X lawyer.
Illinois LEO 12‑09 (3/2012) (emphases added).
  The Illinois legal ethics opinion explained that both the out-of-state lawyer and the Illinois lawyer assisting in the arrangement put themselves in harm's way.
Interestingly, the ramifications of a lawyer's "virtual" presence have arisen in several disciplinary cases.  In some situations, lawyers establishing a largely "virtual" practice have also occasionally entered the state to meet with clients -- giving state disciplinary authorities a "hook" to punish the lawyers under the traditional emphasis on physical location.  Not surprisingly, these generally involve lawyers practicing near a state border, and drawing clients from a neighboring state where the lawyer is not licensed to practice law.
In 2007, the Delaware Supreme Court punished such a lawyer.

Glover says that she did not provide legal services 'in Delaware' because she worked out of an office in Pennsylvania.  Moreover, because she reasonably believed that the predominant effect of her legal work was in Pennsylvania, she should be protected by the 'safe harbor' provision in Rule 8.5(b).  Glover's argument fails for several reasons.  First, the record establishes that on three occasions she was physically present in Delaware, representing her Delaware clients.  Second, physical presence is not required to establish that a person is providing, or offering to provide, legal services in this state.  For several years, Glover accepted new clients who were:  (1) Delaware residents, (2) involved in Delaware car accidents, and (3) seeking recovery under Delaware insurance policies.  Glover did everything short of appearing in Delaware courts, and engaged Delaware attorneys as co‑counsel only if she could not resolve the matter without litigation.  We are satisfied that this regular pattern of representation of Delaware clients constituted the practice of law 'in Delaware' for purposes of Rule 8.5. (footnote omitted).;  Glover may not have engaged in formal advertising to attract clients, but she certainly cultivated a network of Delaware contacts who accomplished the same result.  After carefully reviewing the record, we are satisfied that there is substantial evidence to support the Board's finding that Glover established a systematic and continuous presence in Delaware for the practice of law in violation of Rule 5.5(b).

In re Tonwe, 929 A.2d 774, 778, 779-80 (Del. 2007) (emphases added).  To be sure, the Delaware court might have been influenced by the lawyer's unsavory practice history and questionable representations during the disciplinary process.

A year later, the Delaware Supreme Court applied the same basic principle.

· In re Kingsley, No. 138, 2008 Del. LEXIS 255, at *13 (Del. June 4, 2008) (holding that a lawyer licensed in Pennsylvania and New Jersey committed the unauthorized practice of law in Delaware by accepting a monthly retainer to draft estate planning documents for clients of a Delaware accountant; concluding that the lawyer established a "systematic and continuous presence" in Delaware by engaging in these activities; prohibiting the lawyer from practicing law in Delaware).

Lawyers' Systematic and Continuous "Virtual" Practice Where They Are Licensed -- While Physically In A State Where They Are Not Licensed

Most lawyers analyzing "virtual" practice focus on the scenario discussed above -- remaining physically in a state where they are licensed but "virtually" representing clients located in states where the lawyers are not licensed.

But lawyers might instead choose to live in a state where they are not licensed, while continuously practicing ‑‑ "virtually" ‑‑ in a state where they are licensed.  There are several scenarios in which such a arrangement might be attractive.  For instance, lawyers might want to continue practicing "big city" law while living in more attractive or less expensive rural settings.  They might want to be near aging parents, or follow a spouse who will be attending graduate school for several years, etc.

One might wonder why the state where such lawyers will be physically present would care about any multijurisdictional implications.  Presumably, that state has an interest in protecting its own citizens from lawyers representing them without local knowledge, without any supervision from that state's bar, etc.  So why would that state be concerned, as long as those lawyers do not hold themselves out to practice in the state, do not represent any citizens of that state, etc.?

In this scenario, the lawyers rather than the bar would have an interest in rejecting the old "physical presence" standard, and instead focus on the "virtual" practice factors.
A February 2013 release of the ABA Ethics 20/20 Commission noted this issue, but without reaching any conclusions.

Conversely, a lawyer may be licensed in one jurisdiction, but live in a jurisdiction where the lawyer is not licensed.  If the lawyer conducts a virtual practice from the latter jurisdiction and serves clients only in the jurisdiction where the lawyer is actually licensed, there is a question of whether the lawyer has a "systematic and continuous" presence in the jurisdiction where the lawyer is living and thus violates Rule 5.5(b) in that jurisdiction.  The Rule is unclear in this regard as well.

Am. Bar Ass'n Comm'n on Ethics 20/20, Introduction and Overview, at 10 n.27 (Feb. 2013).
A few states have allowed lawyers to systematically and continuously practice within a state without being licensed there -- as long as they do not give any clients advice about the law of that state.  This approach does not focus specifically on "virtual" practice.  For instance, a new associate might work in a large law firm's office without being licensed in that state, and exclusively conduct research into New York and Delaware corporate law, etc.  But focusing on the type of legal advice that such lawyers can give opens up the possibility of lawyers physically present in states where they are not licensed "virtually" representing clients in states where they are licensed.

In 2011, Virginia indicated that such practice does not run afoul of the MJP rules -- as long as the lawyer physically present in Virginia limits her legal advice to federal law or to the law of states where she is licensed.

· Virginia LEO 1856 (9/19/11) (explaining that under Virginia Rule 5.5, non-Virginia lawyers "may not practice Virginia law on a 'systematic and continuous' basis," unless they (1) limit their practice to the "law of the jurisdiction/s where they are licensed"; (2) practice "exclusively federal law" under the federal supremacy clause (such as "lawyers with practices limited to immigration or military law or who practice before the Internal Revenue Service, the United States Tax Court, or the United States Patent and Trademark Office," although lawyers such as bankruptcy, patent or federal procurement lawyers must abide by courts' possible limitation of practice before the courts to members of the Virginia Bar, and may provide advice "such as the debtor's homestead exemption and status or priority of claims or liens" or "the assignment of the patent to a third party or the organization of a corporate entity to market or franchise the invention" only under the conditions mentioned immediately below; (3) "provide advice about Virginia law or matters peripheral to federal law (described immediately above) only if they do so on a "temporary and occasional" basis and (as stated in UPL Opinion 195) "under the direct supervision of a Virginia licensed lawyer before any of the [non-Virginia] lawyer's work product is delivered to the client" or if they "associate with an active member of the Virginia State Bar."; noting that Rule 5.5 overrules an earlier UPL Opinion about which law applies to a non-Virginia lawyer's practice of another state's law while physically in Virginia; thus, "New York law should govern whether a foreign lawyer not authorized to practice in New York may advise New York clients on matters involving New York law.  The [non-Virginia] lawyer's physical presence in Virginia may not be a sufficient basis to apply Virginia's rules over New York's rules governing foreign lawyer practice."  Contract lawyers hired to "work on a matter involving Virginia law" must either "be licensed in Virginia or work in association with a Virginia licensed lawyer in the firm on a temporary basis"    although such a lawyer's practice "could be regarded as 'continuous and systematic'" if the non-Virginia contract lawyer is hired "to work on several and various Virginia matters/cases over a period of time."; concluding that such contract lawyers need not be licensed in Virginia if the lawyer is "hired to work only on matters involving federal law or the law of the jurisdiction in which the [non-Virginia] contract lawyer is admitted.").
More recently, Arizona amended its ethics rules to permit lawyers to practice continuously in Arizona (without a license there) as long as they give advice only about the law of a state where they are licensed (or federal or tribal law).

A lawyer admitted in another United States jurisdiction, or a lawyer admitted in a jurisdiction outside the United States, not disbarred or suspended from practice in any jurisdiction may provide legal services in Arizona that exclusively involve federal law, the law of another jurisdiction, or tribal law.

Arizona Rule 5.5(d).

If non-Arizona lawyers can practice law under those limitations "in Arizona," they clearly can practice "virtually" in a state where they are licensed.  That other state presumably would not object to such a practice, because the lawyer is licensed there (although that other state might have some archaic requirements that the lawyer have a physical office in that state, etc.).  

The Arizona rule change is more significant than Virginia's 2011 legal ethics opinion -- both because it is a formal rule, and because Arizona made the change in the midst of the nationwide debate about the multijurisdictional practice implications of a "virtual" practice.

But other states continue to focus on lawyers' physical presence -- preventing lawyers domiciled in a state from practicing law in that state without a license.  For instance, Colorado prevents lawyers domiciled in that state from taking advantage of the ethics provisions permitting non-Colorado lawyers to temporarily practice in the state.
· Rules Governing Admission To The Practice Of Law In Colorado; Rule 205.1 (Revised 2014) ("(1) Eligibility.  An attorney who meets the following conditions is an out-of-state attorney for the purpose of this rule:  (a) The attorney is licensed to practice law and is on active status in another jurisdiction in the United States; (b) The attorney is a member in good standing of the bar of all courts and jurisdictions in which he or she is admitted to practice; (c) The attorney has not established domicile in Colorado; and (d) The attorney has not established a place for the regular practice of law in Colorado from which the attorney holds himself or herself out to the public as practicing Colorado law or solicits or accepts Colorado clients." (emphasis added)).
One court has taken what seems to be a ridiculously overbroad approach to this issue -- holding that even a lawyer's triage of matters that the lawyer can and cannot handle amounts to the unauthorized practice of law, if the lawyer is physically in that state.  

The issue came up in connection with a lawyer's practice of federal law in Maryland.  Of course, the Supremacy Clause allows lawyers to practice purely federal law even if they are not licensed in the state where they are physically present.

In Kennedy v. Bar Ass'n, 561 A.2d 200 (Md. 1989), the court acknowledged the possibility that a lawyer could properly draw the line between the permissible offering of federal law advice and the impermissible offering of Maryland law advice.  But the court found as a practical matter that the lawyer could not adequately serve clients by trying to do so.
We will not go so far as to say that it is theoretically impossible for Kennedy to maintain a principal office in Maryland exclusively for engaging in a practice before the federal court in Maryland and the courts in the District of Columbia.  It seems, however, that it would be practically impossible to do so.  Nevertheless, we shall not foreclose the possibility of Kennedy's presenting to the Circuit Court of Montgomery County, in the exercise of its continuing jurisdiction over the injunction, any proposal whereby Kennedy, without holding himself out as practicing law in Maryland, could first pinpoint clients whose specific matters actually required counsel before those courts where Kennedy is currently admitted to practice, and thereby could limit his legal representation in Maryland to those specific matters.

Id. at 211 (emphases added).

Significantly, the court did not focus on what the lawyer would do for the clients he represented.  Instead, the court noted that the lawyer would be engaging in the practice of law (in Maryland) when deciding whether he could represent them.  The court explained that
advising clients by applying legal principles to the client's problem is practicing law.  When Kennedy, who is unadmitted in Maryland, set up his principal office for the practice of law in Maryland and began advising clients and preparing legal documents for them from that office, he engaged in the unauthorized practice of law.  This is so whether the legal principles he was applying were established by the law of Montgomery County, the State of Maryland, some other state of the United States, the United States of America, or a foreign nation. . . .  He is not permitted to sort through clients who may present themselves at his Maryland office and represent only those whose legal matters would require suit or defense in a Washington, D.C. court or in the federal court in Maryland because the very acts of interview, analysis and explanation of legal rights constitute practicing law in Maryland.  For an unadmitted person to do so on a regular basis from a Maryland principal office is the unauthorized practice of law in Maryland.

Id. at 208-10 (emphasis added).  The District of Columbia Bar later suspended Kennedy for nine months because of this infraction in Maryland.  In re Kennedy, 605 A.2d 600 (D.C. 1992).

This is a frightening holding that could theoretically subject to criminal penalties even non-lawyers who handle some tasks for clients, but not other tasks (which would amount to the practice of law).  For instance, a non-lawyer tax preparer's client might ask if the tax preparer can write the client's will.  Under the Maryland court's approach, the tax preparer would presumably be committing the criminal unauthorized practice of law by explaining to the client that the tax preparer could not write the will because it would be the unauthorized practice of law.  And as that unfortunate Maryland lawyer discovered after being punished by the D.C. Bar, the stakes are high.

As "virtual" practice became easier, some lawyers planned to establish law firms structured so lawyers would practice physically in one state but serve clients "virtually" in other states.  It would be easy to see the attractiveness in such an arrangement in some circumstances.  For instance, lawyers wishing to live in attractive locations where they attended law school (such as Palo Alto, Chapel Hill, Boston, etc.) could physically remain in those locations, but practice "virtually" in locations where their talents would be useful -- such as New York, Chicago, Los Angeles, Washington, etc.  And those law firms could take advantage of the frequently lower cost of living in those college towns, compared to the high-price cities where sophisticated legal services would be more marketable.

It is difficult to gauge whether such law firm models have succeeded.  A 2014 article described the demise of one such law firm.

· Andrew Strickler, 'Virtual' Firm Clearspire Dissolves, Sells Tech Platform, Law360, June 9, 2014 ("'Virtual' law firm Clearspire, which launched five years ago with a promise of a high-tech online platform and no hourly fees, has dissolved its legal branch, a firm founder confirmed Friday, with the firm's technology sold to a group of investors looking to bring it to market."; "'From the beginning, we knew we ultimately wanted this thing to be a 21st century platform that could scale to many lawyers and law firms,' Clearspire co-founder Bryce Arrowood said.  'We've had a very strong proof of concept.'"; "A Texas-based investment group with experience in legal technology purchased the firm's cloud-based platform, known as Coral, with the goal of marketing the technology to other firms, Arrowood said."; "As part of that sale completed in May, Clearspire's legal branch, known as Clearspire Law Company PLLC, was dissolved, with about two dozen attorneys moving on to other firms or businesses."; "The technology side of the company will continue under the Clearspire name and will be led by Eyal Iffergan, Clearspire's former chief investment officer and the chief architect of the platform."; "Clearspire launched in 2009 under a non-partnership business model in which employee-lawyers working remotely would collaborate and share work products with clients and others in a secure online environment."; "The Washington, D.C.-based firm at one time had a few dozen lawyers and a range of service offerings, including corporate, banking and finance, and employment."). 
Lawyers Moving Permanently To Another State

Some but not all states allow lawyers to be admitted by motion to those states' bar without taking a bar examination.  Among other things, such states normally limit such admission by motion to lawyers practicing in jurisdictions which offer reciprocal rights to the state's lawyers.

In a somewhat analogous scenario, many federal courts limit their bar admission to lawyers practicing in the federal courts' host state.

Both of these admissions analyses normally require a state or the federal court to determine where the lawyers seeking admission are practicing law.  This begs the questions of whether lawyers practicing "virtually" in a jurisdiction meet the admissions standards of state or federal courts considering the motions from such lawyers to be admitted to their bars.

This can therefore raise the familiar "virtual" practice issue. 

· In re Carlton, 708 F. Supp. 2d 524, 526, 525, 526, 527 (D. Md. 2010) (holding that a lawyer who sometimes visits her firm's D.C. office and uses that office's computer for her work and conference rooms for client meetings can claim that a D.C. office is her "principal law office" when applying for admission to the District of Maryland bar, even though she does not physically work full‑time in that office; explaining the factual background; "Ms. Carlton advised that from her home in Cambridge, she accesses a computer in the Washington, D.C. office of the firm that is designated for her use.  She is thus able to use the firm's computer network and access all programs used by the firm's attorneys, including the internal firm email and firm time‑keeping program.  Thus, even though she is physically located in Cambridge, Massachusetts, she works off a computer and server located in Washington, D.C., and, just as when she physically worked in Washington, D.C., and, all of her correspondence is sent to the Washington, D.C. address and forwarded to her by the firm's office staff.  Clients communicate with her by calling the firm's Washington, D.C. phone number which forwards those calls to her in Cambridge in the same manner as would be the case at an extension in the District of Columbia office.  All of her outgoing client correspondence is sent from the D.C. office and all court pleadings are also prepared for filing and filed from the District of Columbia office, unless she is filing a pleading electronically which she can do from Cambridge.  Finally, she stated that she only meets with clients when she is in Washington, D.C., and that she has traveled there several times over the past year to complete large projects and meet with clients."; noting that "Local Rule 701.1 (a) provides that 'in order for an attorney to be qualified for admission to the bar of this district, the attorney must be, and continuously remain, a member in good standing of the highest court of any state (or the District of Columbia) in which the attorney maintains his or her principal law office, or the Court of Appeals of Maryland.' (emphasis added)."; explaining that "[i]n recent years, the concept of a 'principal law office' has evolved somewhat as a result of significant advances in technology which provide an attorney with the flexibility to carry out a variety of activities at different locations and under varying circumstances.  The term does not necessarily mean continuous physical presence but, at a minimum it requires some physical presence sufficient to assure accountability of the attorney to clients and the Court."; noting that the Washington, D.C., office was more than just a "mail drop" in this situation, and that the lawyer was occasionally physically present in Washington, D.C. (emphasis added)).

Lawyers' increasing ability to practice "virtually" anywhere implicates a number of ethics rules.  The ABA and state bars have dealt with some of them.  Many issues remain unresolved and undoubtedly will require further discussion and resolution.












B 2/13, 11/16

Ethical Propriety of Electronic Communications

Both the ethics rules and case law have had to evolve as new forms of communication and data storage have appeared.
Not surprisingly, lawyers must take reasonable steps to safeguard their clients' confidential information.

The original 1908 ABA Canons dealt with confidentiality almost as an afterthought in Canon 6 ("Adverse Influences and Conflicting Interests").

The obligation to represent the client with undivided loyalty and not to divulge his secrets or confidences forbids also the subsequent acceptance of retainers or employment from others in matters adversely affecting any interest of the client with respect to which confidence has been reposed.

ABA Canons of Professional Ethics, Canon 6 (8/27/1908) (emphasis added).  Thus, this original Canon recognized lawyers' obligation not to divulge protected client information, but did not articulate an affirmative duty to protect against other types of disclosure.
The 1928 ABA Canons (amended in 1937) similarly emphasized lawyers' duty to maintain former clients' confidences, without providing much explanation.

It is the duty of a lawyer to preserve his client's confidences.  This duty outlasts the lawyer's employment, and extends as well to his employees; and neither of them should accept employment which involves or may involve the disclosure or use of these confidences, either for the private advantage of the lawyer or his employees or to the disadvantage of the client, without his knowledge and consent, and even tough [sic] there are other available sources of such information.  A lawyer should not continue employment when he discovers that this obligation prevents the performance of his full duty to his former or to his new client.

ABA Canons of Professional Ethics, Canon 37, amended Sept. 30, 1937 (emphasis added).

Although the ABA Model Code did not deal extensively with lawyers' duties to former clients, an Ethical Consideration dealt with lawyers' duty to preserve former clients' confidences and secrets when they retire.

A lawyer should also provide for the protection of the confidences and secrets of his client following the termination of the practice of the lawyer, whether termination is due to death, disability, or retirement.  For example, a lawyer might provide for the personal papers of the client to be returned to him and for the papers of the lawyer to be delivered to another lawyer or to be destroyed.  In determining the method of disposition, the instructions and wishes of the client should be a dominant consideration.
ABA Model Code of Professional Responsibility, EC 4-6.

The ABA Model Rules have a more extensive discussion of this duty.

First, ABA Model Rule 1.6(a) prohibits lawyers from disclosing "information relating to the representation of a client," absent some exception.  ABA Model Rule 1.6(a).

Second, lawyers must take reasonable steps to avoid the accidental disclosure of client information.

A lawyer shall make reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized access to, information relating to the representation of a client.

ABA Model Rule 1.6(c).  The ABA Ethics 20/20 Commission, which focused primarily on mobility and technology, suggested the addition of this provision, which was approved by the ABA House of Delegates on August 6, 2012.

At the same time, the ABA approved substantial revisions to a comment which is now ABA Model Rule 1.6 cmt. [18], quoted below.

Two comments describe predictable requirements.

Paragraph (c) requires a lawyer to act competently to safeguard information relating to the representation of a client against unauthorized access by third parties and against inadvertent or unauthorized disclosure by the lawyer or other persons who are participating in the representation of the client or who are subject to the lawyer's supervision.   . . . .  The unauthorized access to, or the inadvertent or unauthorized disclosure of, information relating to the representation of a client does not constitute a violation of paragraph (c) if the lawyer has made reasonable efforts to prevent the access or disclosure.  Factors to be considered in determining the reasonableness of the lawyer's efforts include, but are not limited to, the sensitivity of the information, the likelihood of disclosure if additional safeguards are not employed, the cost of employing additional safeguards, the difficulty of implementing the safeguards, and the extent to which the safeguards adversely affect the lawyer's ability to represent clients (e.g., by making a device or important piece of software excessively difficult to use).  A client may require the lawyer to implement special security measures not required by this Rule or may give informed consent to forgo security measures that would otherwise be required by this Rule.  Whether a lawyer may be required to take additional steps to safeguard a client's information in order to comply with other law, such as state and federal laws that govern data privacy or that impose notification requirements upon the loss of, or unauthorized access to, electronic information, is beyond the scope of these Rules.  For a lawyer's duties when sharing information with nonlawyers outside the lawyer's own firm, see Rule 5.3, Comments [3]-[4].

When transmitting a communication that includes information relating to the representation of a client, the lawyer must take reasonable precautions to prevent the information from coming into the hands of unintended recipients.  This duty, however, does not require that the lawyer use special security measures if the method of communication affords a reasonable expectation of privacy.  Special circumstances, however, may warrant special precautions.  Factors to be considered in determining the reasonableness of the lawyer's expectation of confidentiality include the sensitivity of the information and the extent to which the privacy of the communication is protected by law or by a confidentiality agreement.  A client may require the lawyer to implement special security measures not required by this Rule or may give informed consent to the use of a means of communication that would otherwise be prohibited by this Rule.  Whether a lawyer may be required to take additional steps in order to comply with other law, such as state and federal laws that govern data privacy, is beyond the scope of these Rules.

ABA Model Rule 1.6 cmt. [18], [19] (emphases added).

The ABA Ethics 20/20 Commission also recommended, and the ABA House of Delegates approved on August 6, 2012, a change to ABA Model Rule 1.1, which deals with competence.  Comment [8] to that Rule now reads as follows:

To maintain the requisite knowledge and skill, a lawyer should keep abreast of changes in the law and its practice, including the benefits and risks associated with relevant technology, engage in continuing study and education and comply with all continuing legal education requirements to which the lawyer is subject.

ABA Model Rule 1.1 cmt. [8] (emphasis added).

Third, ABA Model Rule 1.9 deals with lawyers' duties to former clients.  ABA Model Rule 1.9(c)(2).  A comment confirms an obvious principle.

After termination of a client-lawyer relationship, a lawyer has certain continuing duties with respect to confidentiality.

ABA Model Rule 1.9 cmt. [1].

Fourth, ABA Model Rule 1.15 deals with lawyers' safe keeping of client property.  That rule primarily focuses on trust accounts, but applies to other client information in the lawyer's possession.

The Restatement takes essentially the same approach.

[T]he lawyer must take steps reasonable in the circumstances to protect confidential client information against impermissible use or disclosure by the lawyer's associates or agents that may adversely affect a material interest of the client or otherwise than as instructed by the client.
Restatement (Third) of Law Governing Lawyers § 60(1)(b) (2000).  A comment provides additional guidance.

A lawyer who acquires confidential client information has a duty to take reasonable steps to secure the information against misuse or inappropriate disclosure, both by the lawyer and by the lawyer's associates or agents to whom the lawyer may permissibly divulge it . . . .  This requires that client confidential information be acquired, stored, retrieved, and transmitted under systems and controls that are reasonably designed and managed to maintain confidentiality. In responding to a discovery request, for example, a lawyer must exercise reasonable care against risk that confidential client information not subject to the request is inadvertently disclosed . . . .  A lawyer should so conduct interviews with clients and others that the benefit of the attorney-client privilege and work-product immunity are preserved.

Restatement (Third) of Law Governing Lawyers § 60 cmt. d (2000) (emphasis added).

The Restatement specifically addresses lawyers' obligation to carefully destroy client files.

The duty of confidentiality continues so long as the lawyer possesses confidential client information.  It extends beyond the end of the representation and beyond the death of the client.  Accordingly, a lawyer must take reasonable steps for the future safekeeping of client files, including files in closed matters, or the systematic destruction of nonessential closed files.  A lawyer must also take reasonably appropriate steps to provide for return, destruction, or continued safekeeping of client files in the event of the lawyer's retirement, ill health, death, discipline, or other interruption of the lawyer's practice.
Restatement (Third) of Law Governing Lawyers § 60 cmt. e (2000) (emphasis added).

To comply with their broad duty of confidentiality, lawyers must also take all reasonable steps to assure that anyone with whom they are working also protects client information.

For instance, in ABA LEO 398 (10/27/95), the ABA indicated that a lawyer who allows a computer maintenance company access to the law firm's files must ensure that the company establishes reasonable procedures to protect the confidentiality of the information in the files.  The ABA also indicated that the lawyer would be "well-advised" to secure the computer maintenance company's written assurance of confidentiality.

In its more recent legal ethics opinion generally approving outsourcing of legal services, the ABA reminded lawyers that they should consider conducting due diligence of the foreign legal providers ‑‑ such as "investigating the security of the provider's premises, computer network, and perhaps even its recycling and refuse disposal procedures."  ABA LEO 451 (7/9/08).

Lawyers must also be very careful when dealing with service providers such as copy services.

· Universal City Dev. Partners, Ltd. v. Ride & Show Eng'g, Inc., 230 F.R.D. 688, 698 (M.D. Fla. 2005) (assessing a litigant's efforts to obtain the return of inadvertently produced privileged documents; noting that the litigant had sent the documents to an outside copy service after putting tabs on the privileged documents, and had directed the copy service to copy everything but the tabbed documents and send them directly to the adversary; noting that the litigant had not reviewed the copy service's work or ordered a copy of what the service had sent the adversary; emphasizing what the court called the "most serious failure to protect the privilege" ‑‑ the litigant's "knowing and voluntary release of privileged documents to a third party ‑‑ the copying service ‑‑ with whom it had no confidentiality agreement.  Having taken the time to review the documents and tab them for privilege, RSE's counsel should have simply pulled the documents out before turning them over to the copying service.  RSE also failed to protect its privilege by promptly reviewing the work performed by the outside copying service."; refusing to order the adversary to return the inadvertently produced documents).

Not surprisingly, lawyers using new forms of communication and data storage must take care when disposing of any device containing confidential client communications.
· Florida LEO 10‑2 (9/24/10) ("A lawyer who chooses to use Devices that contain Storage Media such as printers, copiers, scanners, and facsimile machines must take reasonable steps to ensure that client confidentiality is maintained and that the Device is sanitized before disposition, including:  (1) identification of the potential threat to confidentiality along with the development and implementation of policies to address the potential threat to confidentiality; (2) inventory of the Devices that contain Hard Drives or other Storage Media; (3) supervision of nonlawyers to obtain adequate assurances that confidentiality will be maintained; and (4) responsibility of sanitization of the Device by requiring meaningful assurances from the vendor at the intake of the Device and confirmation or certification of the sanitization at the disposition of the Device." (emphasis added)).

Lawyers obviously must be careful not to engage in sloppy intentional disclosure of client confidences.  Several examples highlight the importance of this issue.

· Max Stendahl, Tipsy Lawyer Disclosed Secret $3.6B Pfizer Deal, Securities and Exchange Commission Says, Law360, Sept. 20, 2013 ("A Washington attorney drunkenly passed confidential information to a friend about Pfizer Inc.'s planned $3.6 billion acquisition of a pharmaceutical industry client in 2010, the United States Securities and Exchange Commission (SEC) said in a Friday complaint." (emphasis added); "The SEC filed an insider trading suit in Florida federal court against Tibor Klein, an investment adviser who allegedly bought shares of King Pharmaceuticals Inc. shortly before the firm was acquired by Pfizer Inc. for $3.6 billion.  Klein learned about the planned acquisition in August 2010 from an attorney and investment advisory client named Robert M. Schulman, according to the SEC.  Schulman, who was not named as a defendant in the suit, learned about the deal because he represented King Pharmaceuticals in separate litigation, the SEC said." (emphasis added); "Hunton & Williams LLP employs a partner in its Washington office named Robert M. Schulman who represented King Pharmaceuticals in a patent case in Virginia federal court.  That case was dismissed in August 2010 following a settlement." (emphasis added); "When reached by phone Friday afternoon, the Hunton & Williams partner said, 'I can't talk to you.'" (emphasis added); "The complaint alleged that Schulman and Klein, a Long Island resident, 'enjoyed a close professional and personal relationship.'  Beginning in 2002, Klein made a habit of visiting Schulman and Schulman's wife at their home at least three to four times a year, the complaint said.  During those visits, Klein enjoyed meals with the Schulmans and reviewed their investment accounts, and Klein often stayed overnight as a guest, according to the SEC."; "In early August 2010, Schulman learned about the planned Pfizer deal through his work as an attorney representing King, the SEC alleged.  Shortly thereafter, Klein visited the Schulmans at their Washington, D.C., home, the SEC said.  That is allegedly when the improper disclosure took place."; "'During a meal with Klein at their home that weekend, Schulman drank several glasses of wine and became intoxicated.  He blurted out to Klein, 'It would be nice to be King for a day.'  Schulman intended to imply he was a 'big shot' who knew 'some kind of information' about King Pharmaceuticals,' the complaint said." (emphasis added); "Following that weekend visit, Klein purchased thousands of shares of King Pharmaceuticals for himself and his clients, including Schulman, the SEC alleged.  Klein also allegedly tipped off a friend named Michael Shechtman who purchased his own King Pharmaceutical shares." (emphasis added)). 
· Jill Lawless, J.K. Rowling's Law Firm Leaks Her Alter Ego, Associated Press, July 19, 2013 ("The mystery has been solved.  A British law firm admitted Thursday that one of its partners inadvertently revealed that J.K. Rowling had authored a mystery novel, 'The Cuckoo's Calling.'"; "The Sunday Times newspaper revealed over the weekend that the 'Harry Potter' author had penned the book under the pseudonym Robert Galbraith.  The newspaper said it had received a tip-off on Twitter, and there was speculation that Rowling or her publisher were behind the revelation - which has sent sales of the thriller skyrocketing."; "But law firm Russells said Thursday that one of its partners, Chris Gossage, had let the information slip to his wife's best friend, Judith Callegari - the woman behind the tweet.  Her Twitter account has now been deleted.  A phone message left for Callegari was not immediately returned."; "Russells said in a statement that 'we apologize unreservedly' to Rowling.  It said that while Gossage was culpable, 'the disclosure was made in confidence to someone he trusted implicitly.'"; "Rowling said that 'only a tiny number of people knew my pseudonym and it has not been pleasant to wonder for days how a woman whom I had never heard of prior to Sunday night could have found out something that many of my oldest friends did not know.'" (emphasis added); "'To say that I am disappointed is an understatement,' she added.  'I had assumed that I could expect total confidentiality from Russells, a reputable professional firm, and I feel very angry that my trust turned out to be misplaced.'" (emphasis added)).
· Richard Vanderford, Ex‑BakerHostetler Atty's Hubby Traced On Pillow Talk:  SEC, Law360, Feb. 6, 2013 ("The U.S. Securities and Exchange Commission (SEC) on Wednesday sued a Houston man who allegedly traded ahead of Texas Instruments Inc.'s [TI] 2011 purchase of National Semiconductor Corporation using inside information from his wife, then a partner at BakerHostetler."; "The SEC claims James W. Balchan, 48, made $30,000 in illicit profits trading ahead of TI's acquisition of National after his wife tipped him that National's general counsel had canceled an appearance at a social function to work on the deal." (emphasis added); "'The SEC alleges that the very next morning, Balchan misappropriated the confidential information he learned about the acquisition and purchased 2,000 National Semiconductor shares,' the commission said in a statement."; "The commission did not name Balchan's wife or her firm, but marriage records and an engagement announcement in a Houston-area newspaper identify her as Tonya Jacobs, a University of Houston Law Center graduate who worked at BakerHostetler from 1994 until January 2012." (emphasis added); "Balchan has agreed to pay about $60,000 to resolve the SEC action."; "According to the SEC complaint, which outlines the claims against Balchan but omits the names of the other parties, the tip originated in the cancellation of weekend social events.  Another partner at BakerHostetler was organizing 'wine and dine' functions to honor National's then-general counsel, Todd Duchene.  The partner was close to Jacobs and was acquainted with Balchan, and invited both of them to the parties, which had been slated for the first weekend in April 2011." (emphasis added); "A few days before the big weekend, Duchene allegedly called the partner to cancel his appearances, saying he was tied up working on the TI deal.  The partner allegedly passed the information on to Jacobs, who mentioned it to Balchan when they were discussing weekend plans." (emphasis added)).
· Brian Baxter, Associate's Failure to Keep Secrets a Cautionary Tale for Young Lawyers, AmLaw Daily, Nov. 30, 2012 ("Call it a cautionary tale for young corporate lawyers who might be inclined to discuss their work in what they think is an innocent fashion." (emphasis added); "On Thursday, federal prosecutors in Manhattan charged two former stockbrokers, Thomas Conradt of Denver and David Weishaus of Baltimore, with running an insider trading scheme that yielded more than $1 million in illicit profits based on confidential information about International Business Machines' (IBM's) $1.2 billion acquisition of analytics software maker SPSS in 2009." (emphasis added); "According to the complaints filed by the Justice Department and the SEC, the scheme allegedly hatched by Conradt and Weishaus began in May 2009 when the unnamed lawyer met an individual identified by federal prosecutors as 'CC-3' and the SEC as the 'Source' for what is variously described as brunch or lunch.  The source, identified as an Australian citizen who worked as a research analyst at a major international financial services firm in Stamford, Connecticut, is described by the SEC as the associate's 'closest friend in New York.'" (emphasis added); "During the get-together in late May 2009, the lawyer, who had been at his firm [identified elsewhere as Cravath, Swaine & Moore] for eight months and had just been assigned to work on the IBM–SPSS deal, discussed with his friend his new role on the looming transaction as part of a broader conversation about what working on such a major M&A deal might mean for his career at the firm." (emphasis added); "It was not an uncommon exchange between the two—or one that the lawyer had any reason to think might lead to wrongdoing, according to the government's complaints against Conradt and Weishaus."; "Indeed, the associate and the source 'frequently shared both personal and professional confidences with one another and had a history of maintaining and not betraying those confidences,' according to the SEC's civil complaint.  'Based on their history, pattern, and practice of sharing confidences, each knew or reasonably should have known that the other expected such information to be maintained in confidence.'" (emphasis added); "The SEC states that over the course of their friendship, the associate never revealed or traded on any confidential information that the source shared.").
· In re Woodward, 661 N.Y.S.2d 614, 615, 616, 615-616, 616, 615 (N.Y. App. Div. 1997) (suspending for three years lawyer improperly disclosed client confidences to his brother, who then traded on those confidences; "Respondent committed the underlying misconduct between May 1990 and December 1994, while an associate in the corporate department at the firm Cravath, Swaine & Moore.  During the time, respondent provided material, nonpublic information about merger and acquisition activities of firm clients to his brother, John Woodward, and to his friend, Warren Eizman." (emphasis added); "Respondent . . . testified on his own behalf, expressing sincere remorse for his wrongdoing and admitting that he should have 'kept his mouth shut'.  While respondent was unable to give a conclusive explanation for why he disclosed the information, he denied having done so intentionally or for the purpose of illegal trading.  He suggested that his indiscretions were prompted by his own 'awe' and 'amazement' at the financial magnitude of the cases on which he was working . . . .  He also stated that he was initially unaware that the men were using the information for illegal trades and, on one occasion, after learning that they had done so, asked them both to rescind the trades." (emphasis added); "The Federal investigation into this matter revealed that the insider information that respondent divulged was actually used for illegal trading and proved highly profitable to both his brother and his friend.  John Woodward earned about $255,000 while Warren Eizman earned about $132,000 and passed the information on to 11 of his friends and relatives, who earned another $165,000 collectively.  However, there was no finding that respondent ever personally traded with the information or profited from the illegal trading." (emphasis added); "[R]espondent, informed the Panel that he is a Mormon and is actively involved in church activities, such as teaching Sunday school and working with youth programs.  Respondent added that the church has played a major role in his life since college, which he spent two years working as a voluntary missionary near Seattle, Washington."; "Respondent was sentenced to five months' home detention, two years' probation, 150 hours of community service, and a special assessment of $50.  Respondent also paid $25,000 in restitution as a result of a civil proceeding commenced by the United States Securities and Exchange Commission (SEC) relating to his criminal conduct." (emphasis added)). 
Lawyers must also be careful not to engage in inadvertent disclosure of protected client information.  Such accidents have embarrassed lawyers from well-known firms.

· Debra Cassens Weiss, Did Lawyer's E-Mail Goof Land $1B Settlement on New York Time's Front Page?, ABA J., Feb. 6, 2008 ("An outside lawyer for Eli Lilly & Company apparently has two people named 'Berenson' in her e-mail address book.  One is a reporter for the New York Times and the other is her co-counsel assisting in confidential negotiations on a possible $1 billion settlement between the pharmaceutical company and the government." (emphasis added); "The question is whether her e-mail to the wrong Berenson spurred last week's front-page New York Times story revealing talks to resolve criminal and civil investigations into the company's marketing of the anti-psychotic drug Zyprexa, as Portfolio.com reports."; "The unidentified lawyer who wrote the e-mail works at Pepper Hamilton in Philadelphia, the story says.  She was trying to e-mail Bradford Berenson of Sidley Austin rather than Times reporter Alex Berenson." (emphasis added); "Eli Lilly had initially believed that federal officials leaked the information.  'As the company's lawyers began turning over rocks closer to home, however, they discovered what could be called A Nightmare on E-mail Street,' the Portfolio story says." (emphasis added); "A Lilly spokeswoman told Portfiolio.com that the company will continue to retain Pepper Hamilton.  A search for the words 'Eli Lilly' on the firm's Web site shows that two of the firm's lawyers are scheduled to speak on the subject of Resolving Ethical Concerns and Preserving Attorney-Client Privilege When Faced With Fraud and Abuse Charges at an April conference.") (emphasis added); analyzing the source of information included in the following article:  Alex Berenson, Lilly in Settlement Talks With U.S., N.Y. Times, Jan. 30, 2008 ("Eli Lilly and federal prosecutors are discussing a settlement of a civil and criminal investigation into the company's marketing of the antipsychotic drug Zyprexa that could result in Lilly's paying more than $1 billion to federal and state governments."; "If a deal is reached, the fine would be the largest ever paid by a drug company for breaking the federal laws that govern how drug makers can promote their medicines."; "Lilly may also plead guilty to a misdemeanor criminal charge as part of the agreement, the people involved with the investigation said.  But the company would be allowed to keep selling Zyprexa to Medicare and Medicaid, the government programs that are the biggest customers for the drug.  Zyprexa is Lilly's most profitable product and among the world's best-selling medicines, with 2007 sales of $4.8 billion, about half in the United States."; "Lilly would neither confirm nor deny the settlement talks."). 
Even lawyers' destruction of client property can implicate privilege and ethics issues.
· Megan Leonhardt, Ex‑Dewey Attorneys May Be Liable For Client Privacy Breaches, Law360, July 16, 2012 ("Former Dewey & LeBoeuf LLP partners could face malpractice suits should clients experience privacy breaches as the bankrupt firm starts to look for ways to cut costs by quickly disposing of hundreds of thousands of client files, experts said Monday." (emphasis added); "While the issue of storage costs may seem like small potatoes in a bankruptcy with listed debts of $245 million and assets of $193 million, experts said Monday that the issue could have gigantic privacy and liability consequences for clients and former partners if handled improperly."; "'If you [incorrectly] disposed of a single file, it could result in a multimillion[-dollar] malpractice suit,' said Steven J. Harper, a retired Kirkland & Ellis LLP partner and adjunct professor at Northwestern University's School of Law."; "On Friday, United States Bankruptcy Judge Martin Glenn partially approved a move by Dewey's attorneys to start notifying former clients and partners of the processes in place in order to retrieve their files, but refused to approve any measures regarding the future disposal of client files currently in storage."; "Dewey has faced initial opposition from clients, former partners and its file storage facilities over who would be required to take on the responsibility of disposing of the files, including paying for the continued storage of files or future shredding.  And while the order failed to resolve the issue of who was responsible for the cost and associated liability with getting rid of the files, Judge Glenn said the firm should retain an expert in legal ethics to submit a document verifying that it had gone through the proper procedures for dealing with such a task."; "In its petition seeking court approval for its plan, Dewey said the continued storage of thousands of client files was unnecessary and burdened the collapsed firm with fees of up to $20,000 a month from a single storage facility.  The firm cited previous law firm bankruptcies and ethical codes in order to come up with a plan that would 'strike an appropriate balance' between its duties to its creditors and to former clients, according to the motion.").
· Disciplinary Counsel v. Shaver, 904 N.E.2d 883, 884 (Ohio 2009) (issuing a public reprimand against a lawyer (and Mayor of Pickerington, Ohio) for discarding client files in a dumpster, and leaving approximately 20 boxes of other client files next to the dumpster; noting that the tenant who had moved into the office that was vacated by the lawyer "had misgivings about the propriety of respondent's disposal method," "examined the contents of several of the boxes left by the dumpster," and moved the boxes back into a garage that the lawyer continued to lease; also explaining that "[n]either of the property owners nor the new tenant contacted respondent again about his failure to remove all the contents of the garage.  An anonymous tipster, however, contacted a television station about the incident, and the tip led to television news and newspaper stories."; publicly remanding the lawyer for violations of Rules 1.6(a) and 1.9(c)(2) -- which prohibit lawyers from revealing client confidences).
· United States v. Scott, 975 F.2d 927, 929, 930 (1st Cir. 1992) (explaining that a criminal defendant argued that the government violated his Fourth Amendment rights by conducting a warrantless seizure and reconstruction of shredded documents from trash bags he had left outside his home; concluding that the defendant could have no expectation of privacy after placing the shredded documents "in a public area accessible to unknown third parties."; holding that "[i]n our view, shredding garbage and placing it in a public domain subjects it to the same risks regarding privacy, as engaging in a private conversation in public where it is subject to the possibility that it may be overheard by other persons."), cert. denied, 507 U.S. 1042 (1993).

· Suburban Sew 'N Sweep, Inc. v. Swiss-Bernina, Inc., 91 F.R.D. 254 (N.D. Ill. 1981) (explaining that the plaintiff sifted through the defendant's trash dumpster for two years, which yielded hundreds of discarded privileged documents; holding that the defendants had not taken reasonable steps to ensure complete obliteration of the documents ‑‑ such as shredding ‑‑ and, therefore, had expressly waived the privilege.).

Other courts have taken a more forgiving approach. 

· Sparshott v. Feld Entm't, Inc., Civ. A. No. 99-0551 (JR), 2000 U.S. Dist. LEXIS 13800, at *2‑3 (D.D.C. Sept. 21, 2000) (finding that a discharged employee had not waived the attorney‑client privilege covering a dictaphone tape recording of conversations with his lawyer by failing to take the tape from his office after he was fired; "A reasonable analysis of the record compels the conclusion that Smith simply forgot the tape on March 7 and, under pressure (and under scrutiny) to clear out his office a few days later, forgot it then as well.  That set of facts does not amount to a waiver of Smith's attorney‑client privilege.  Smith's ejection from the building and lockout from his office was indeed involuntary, and his neglect or failure to recall that the tape was in the dictaphone was not an affirmative act such as, for example, throwing a confidential document into the garbage").

· McCafferty's, Inc. v. Bank of Glen Burnie, 179 F.R.D. 163, 169-70 (D. Md. 1998) (finding that client had not waived the attorney‑client privilege by discarding a privileged document by tearing it into sixteen pieces and throwing it in the trash; "To be sure, there were additional precautions which Joyner could have taken. . . .  BGB could have used a paper shredder. . . .  Joyner could have burned the pieces of the memo before throwing the ashes away.  She could have torn it into smaller pieces, or distributed the pieces into several trash cans in different locations.  However, the issue is not whether every conceivable precaution which could have been taken was taken, but whether reasonable precautions were taken.  Under the facts of this case, Joyner would have had to anticipate that someone would trespass onto BGB's private property, look through an entire dumpster of trash, remove sealed bags of garbage, sift through them looking for torn up documents, and then piece them together.  Even in an age where commercial espionage is increasingly common, the likelihood that someone will go to the unseemly lengths which Mariner did to obtain the Serotte memo is not sufficiently great that I can conclude that the precautions Joyner took were not reasonable.  Although the precautions taken in this case were not perfect, they were sufficient to preserve the attorney‑client privilege against the clandestine assault by Mariner's 'dumpster diver.'"  (citation omitted)).

As in so many other areas, bar committees amending, interpreting and enforcing ethics rules have scrambled to keep up with technology.

One of the first bars to deal with unencrypted email held that lawyers could not communicate "sensitive" material using unencrypted email.

· Iowa LEO 95-30 (5/16/96) ("[S]ensitive material must be encrypted to avoid violation of DR 4‑101 and pertinent Ethical Considerations of the Iowa Code of Professional Responsibility for Lawyers and related Formal Opinions of the Board." (emphasis added)).
However, the Iowa Bar quickly backed away from a per se prohibition.
· Iowa LEO 96‑01 (8/29/96) ("[W]ith sensitive material to be transmitted on E‑mail counsel must have written acknowledgment by client of the risk of violation of DR 4‑101 which acknowledgment includes consent for communication thereof on the Internet or non‑secure Intranet or other forms of proprietary networks, or it must be encrypted or protected by password/firewall or other generally accepted equivalent security system."), amended by Iowa LEO 97‑01 ("[W]ith sensitive material to be transmitted on e‑mail counsel must have written acknowledgment by client of the risk of violation of DR 4‑101 which acknowledgment includes consent for communication thereof on the Internet or non‑secure Intranet or other forms of proprietary networks to be protected as agreed between counsel and client.").
At what could be called the dawn of the electronic age, some bars required lawyers to obtain their clients' consent to communicate their confidences using unencrypted email or cell phone technology.
· New Hampshire LEO 1991-92/6 (4/19/92) ("In using cellular telephones or other forms of mobile communications, a lawyer may not discuss client confidences or other information relating to the lawyer's representation of the client unless the client has consented after full disclosure and consultation.  (Rule 1.4; Rule 1.6; Rule 1.6(a)).  An exception to the above exits [sic], where a scrambler-descrambler or similar technological development is used.  (Rule 1.6).").
· Iowa LEO 96-01 (8/29/96), as amended by Iowa LEO 97-01 (9/18/97) ("[W]ith sensitive material to be transmitted on E-mail counsel must have written acknowledgment by client of the risk of violation of DR 4-101 which acknowledgment includes consent for communication thereof on the Internet or non-secure Intranet or other forms of proprietary networks, as agreed between counsel and client.").

Other bars indicated that lawyers must warn participants about the risks of communicating in this new way.

· North Carolina LEO RPC 215 (7/21/95) ("A lawyer has a professional obligation, pursuant to Rule 4 of the Rules of Professional Conduct, to protect and preserve the confidences of a client. This professional obligation extends to the use of communications technology.  However, this obligation does not require that a lawyer use only infallibly secure methods of communication.  Lawyers are not required to use paper shredders to dispose of waste paper so long as the responsible lawyer ascertains that procedures are in place which 'effectively minimize the risks that confidential information might be disclosed.'  RPC 133.  Similarly, a lawyer must take steps to minimize the risks that confidential information may be disclosed in a communication via a cellular or cordless telephone.  First, the lawyer must use reasonable care to select a mode of communication that, in light of the exigencies of the existing circumstances, will best maintain any confidential information that might be conveyed in the communication.  Second, if the lawyer knows or has reason to believe that the communication is over a telecommunication device that is susceptible to interception, the lawyer must advise the other parties to the communication of the risks of interception and the potential for confidentiality to be lost." (emphasis added)).
· Missouri Informal Op. 970161 (1997) ("[U]nless e-mail communications, in both directions, are secured through a quality encryption program, Attorney would need to advise clients and potential clients that communication by e-mail is not necessarily secure and confidential." (emphasis added)).

Other bars did not go quite as far, but indicated that lawyers should warn their clients of the dangers of communicating confidences using such new technologies.
· Arizona LEO 97-04 (1997) ("Lawyers may want to have the e-mail encrypted with a password known only to the lawyer and the client so that there is no inadvertent disclosure of confidential information.  Alternatively, there is encryption software available to secure transmissions.  E-mail should not be considered a 'sealed' mode of transmission.  See American Civil Liberties Union v. Reno, 929 F. Supp. 824, 834 (E.D. Pa. 1996).  At a minimum, e-mail transmissions to clients should include a cautionary statement either in the 're' line or beginning of the communication, indicating that the transmission is 'confidential' 'Attorney/Client Privileged', similar to the cautionary language currently used on facsimile transmittals.  Lawyers also may want to caution clients about transmitting highly sensitive information via e-mail if the e-mail is not encrypted or otherwise secure from unwanted interception.").

· South Carolina LEO 97-08 (6/1997) ("A lawyer should discuss with a client such options as encryption in order to safeguard against even inadvertent disclosure of sensitive or privileged information when using e-mail.").

· Pennsylvania Informal Op. 97‑130 (9/26/97) ("A lawyer may use e-mail to communicate with or about a client without encryption; the lawyer should advise a client concerning the risks associated with the use of e-mail and obtain the client's consent either orally or in writing."; "A lawyer should not use unencrypted e-mail to communicate information concerning the representation, the interception of which would be damaging to the client, absent the client's consent after consultation."; "A lawyer may, but is not required to, place a notice on client e-mail warning that it is a privileged and confidential communication."; "If the e-mail is about the lawyer or the lawyer's services and is intended to solicit new clients, it is lawyer advertising similar to targeted, direct mail and is subject to the same restrictions under the Rules of Professional Conduct.").

· Alaska LEO 98-2 (1/16/98) ("In the Committee's view, a lawyer may ethically communicate with a client on all topics using electronic mail.  However, an attorney should use good judgment and discretion with respect to the sensitivity and confidentiality of electronic messages to the client and, in turn, the client should be advised, and cautioned, that the confidentiality of unencrypted e-mail is not assured.  Given the increasing availability of reasonably priced encryption software, attorneys are encouraged to use such safeguards when communicating particularly sensitive or confidential matters by e-mail, i.e., a communication that the attorney would hesitate to communicate by phone or by fax. . . .   While e-mail has many advantages, increased security from interception is not one of them.  However, by the same token, e-mail in its various forms is no less secure than the telephone or a fax transmission.  Virtually any of these communications can be intercepted, if that is the intent.  The Electronic Communications Privacy Act (as amended) makes it a crime to intercept communications made over phone lines, wireless communications, or the Internet, including e-mail, while in transit, when stored, or after receipt.  See 18 U.S.C. § 2510 et[] seq.  The Act also provides that '[n]o otherwise privileged wire, oral or electronic communication intercepted in accordance with, or in violation of, the provisions of this chapter shall lose its privileged character.'  18 U.S.C. § 2517(4).  Accordingly, interception will not in most cases result in a waiver of the attorney-client privilege." (footnotes omitted)).

Some bars simply approved lawyers' general use of such electronic communications in most circumstances.
· New York City LEO 1994-11 (10/21/94) ("Lawyers should consider taking measures sufficient to ensure, with a reasonable degree of certainty, that communications are no more susceptible to interception than standard land-line telephone calls.  At a minimum, given the potential risks involved, lawyers should be circumspect and discreet when using cellular or cordless telephones, or other similar means of communication, to discuss client matters, and should avoid, to the maximum reasonable extent, any revelation of client confidences or secrets. . . .  A lawyer should exercise caution when engaging in conversations containing or concerning client confidences or secrets by cellular or cordless telephones or other communication devices readily capable of interception, and should consider taking steps sufficient to ensure the security of such conversations.").

· Vermont LEO 97-5 (1997) ("[T]he Committee decides that since (a) e-mail privacy is no less to be expected than in ordinary phone calls, and (b) unauthorized interception is illegal, a lawyer does not violate DR 4-101 by communicating with a client by e-mail, including the internet, without encryption.  In various instances of a very sensitive nature, encryption might be prudent, in which case ordinary phone calls would obviously be deemed inadequate.").

· Illinois LEO 96-10 (5/16/97) ("In summary, the Committee concludes that because (1) the expectation of privacy for electronic mail is no less reasonable than the expectation of privacy for ordinary telephone calls, and (2) the unauthorized interception of an electronic message subject to the ECPA is illegal, a lawyer does not violate Rule 1.6 by communicating with a client using electronic mail services, including the Internet, without encryption.  Nor is it necessary, as some commentators have suggested, to seek specific client consent to the use of unencrypted e-mail.  The Committee recognizes that there may be unusual circumstances involving an extraordinarily sensitive matter that might require enhanced security measures like encryption.  These situations would, however, be of the nature that ordinary telephones and other normal means of communication would also be deemed inadequate.").

· South Carolina LEO 97-08 (6/1997) ("There exists a reasonable expectation of privacy when sending confidential information through electronic mail (whether direct link, commercial service, or Internet).  Use of electronic mail will not affect the confidentiality of client communications under South Carolina Rule of Professional Conduct 1.6. . . . .  The Committee concludes, therefore, that communication via e-mail is subject to a reasonable expectation of privacy.  Because the expectation is no less reasonable that [sic] the expectation of privacy associated with regular mail, facsimile transmissions, or land-based telephone calls and because the interception of e-mail is now illegal under the Electronic Communications Privacy Act, 18 U.S.C. §§2701(a) and 2702(a), use of e-mail is proper under Rule 1.6.").
· North Dakota LEO 97-09 (9/4/97) ("More recent and, in the view of this Committee, more reasoned opinions, have concluded that a lawyer may communicate routine matters with clients, and/or other lawyers jointly representing clients, via unencrypted electronic mail (e‑mail) transmitted over commercial services . . . or the Internet without violating the aforesaid rule [1.6] unless unusual circumstances require enhanced security measures.").

· Philadelphia LEO 98-6 (3/1998) ("A thoughtful practitioner can communicate with persons on the Internet as the inquirer intends and steer clear of ethical violations as long as he or she is mindful of the rules.").

· District of Columbia LEO 281 (9/18/98) ("In most circumstances, transmission of confidential information by unencrypted electronic mail does not per se violate the confidentiality rules of the legal profession.  However, individual circumstances may require greater means of security.").

· Maine LEO 195 (6/30/08) ("The Commission concludes that, as a general matter and subject to appropriate safeguards, an attorney may utilize unencrypted e‑mail without violating the attorney's ethical obligation to maintain client confidentiality.").

In 1999, the ABA settled on this position.
· ABA LEO 413 (3/10/99) (lawyers may ethically communicate client confidences using unencrypted email sent over the Internet, but should discuss with their clients different ways of communicating client confidences that are "so highly sensitive that extraordinary measures to protect the transmission are warranted").
As technology improved, the risks of being overheard or intercepted diminished.  More importantly, the law caught up with the technology, and now renders illegal most interception of such electronic communications.  These changes have created a legal expectation of confidentiality, which renders ethically permissible the use of such communications.

After all, every state and bar has long held that lawyers normally can use the United States Postal Service to communicate client confidences ‑‑ yet anyone could steal an envelope from a mailbox and rip it open.

More recently, the analysis has shifted to newer forms of technology.  Not surprisingly, bars have warned about the danger of using various wireless technologies that might easily be intercepted. 

· California LEO 2010‑179 (2010) ("With regard to the use of a public wireless connection, the Committee believes that, due to the lack of security features provided in most public wireless access locations, Attorney risks violating his duties of confidentiality and competence in using the wireless connection at the coffee shop to work on Client's matter unless he takes appropriate precautions, such as using a combination of file encryption, encryption of wireless transmissions and a personal firewall.  Depending on the sensitivity of the matter, Attorney may need to avoid using the public wireless connection entirely or notify Client of possible risks attendant to his use of the public wireless connection, including potential disclosure of confidential information and possible waiver of attorney‑client privilege or work product protections, and seek her informed consent to do so." (footnote omitted)).

· ABA LEO 459 (8/4/11) (explaining that a lawyer representing an employee who might communicate with the lawyer using the employer's email system should warn the employee that the employer's policy might allow it to access such communications; noting that lawyers ordinarily should take the same step if they represent clients using library or hotel computers, or using a home computer that can be accessed by adverse family members; acknowledging that this disclosure duty arises "once the lawyer has reason to believe that there is a significant risk" that the client might communicate through means that third parties can access.).

A new wave of ethics opinions also deal with various forms of data storage, such as the "cloud."  Bars dealing with such storage do not adopt per se prohibitions.  Instead, they simply warn the users to be careful.
· New Jersey LEO 701 (4/24/06) (allowing law firms to keep their files in an electronic format as long as the law firm exercises reasonable care to preserve the confidences of its clients; "What the term 'reasonable care' means in a particular context is not capable of sweeping characterizations or broad pronouncements.  But it certainly may be informed by the technology reasonably available at the time to secure data against unintentional disclosure"; "when client confidential information is entrusted in unprotected form, even temporarily, to someone outside the firm, it must be under a circumstance in which the outside party is aware of the lawyer's obligation of confidentiality, and is itself obligated, whether by contract, professional standards, or otherwise, to assist in preserving it. Lawyers typically use messengers, delivery services, document warehouses, or other outside vendors, in which physical custody of client sensitive documents is entrusted to them even though they are not employed by the firm.  The touchstone in using 'reasonable care' against unauthorized disclosure is that: (1) the lawyer has entrusted such documents to an outside provider under circumstances in which there is an enforceable obligation to preserve confidentiality and security, and (2) use is made of available technology to guard against reasonably foreseeable attempts to infiltrate the data.  If the lawyer has come to the prudent professional judgment he has satisfied both these criteria, then 'reasonable care' will have been exercised.  In the specific context presented by the inquirer, where a document is transmitted to him by email over the Internet, the lawyer should password a confidential document (as is now possible in all common electronic formats, including PDF), since it is not possible to secure the Internet itself against third party access.").
· North Carolina LEO 2008-5 (7/18/08) (explaining that lawyers may store confidential client files in a website that can be accessed by the internet, but must be careful to protect confidentiality).

· Missouri LEO 127 (5/19/09) ("Rule 4-1.15(j) requires attorneys to maintain the file for a period of ten years, or for such other period as agreed upon with the client.  However, no rule or previous opinion addresses the issue of whether the file may be maintained in electronic form.").

· Arizona LEO 09-04 (12/2009) ("Lawyers providing an online file storage and retrieval system for client access of documents must take reasonable precautions to protect the security and confidentiality of client documents and information.  Lawyers should be aware of limitations in their competence regarding online security measures and take appropriate actions to ensure that a competent review of the proposed security measures is conducted.  As technology advances over time, a periodic review of the reasonability of security precautions may be necessary.").

· Alabama LEO 2010‑02 (2010) (analyzing various issues relating to client files; allowing lawyers to retain the client files in the "cloud" as long as they take reasonable steps to maintain the confidentiality of the data; "The Disciplinary Commission . . . has determined that a lawyer may use 'cloud computing' or third‑party providers to store client data provided that the attorney exercises reasonable care in doing so.").
· California LEO 2010‑179 (2010) ("Whether an attorney violates his or her duties of confidentiality and competence when using technology to transmit or store confidential client information will depend on the particular technology being used and the circumstances surrounding such use.  Before using a particular technology in the course of representing a client, an attorney must take appropriate steps to evaluate:  1) the level of security attendant to the use of that technology, including whether reasonable precautions may be taken when using the technology to increase the level of security; 2) the legal ramifications to a third party who intercepts, accesses or exceeds authorized use of the electronic information; 3) the degree of sensitivity of the information; 4) the possible impact on the client of an inadvertent disclosure of privileged or confidential information or work product; 5) the urgency of the situation; and 6) the client's instructions and circumstances, such as access by others to the client's devices and communications."; "Attorney takes his laptop computer to the local coffee shop and accesses a public wireless Internet connection to conduct legal research on the matter and email Client.  He also takes the laptop computer home to conduct the research and email Client from his personal wireless system."; "[A]n attorney should consider the following before using a specific technology: . . .  Whether reasonable precautions may be taken when using the technology to increase the level of security.  As with the above‑referenced views expressed on email, the fact that opinions differ on whether a particular technology is secure suggests that attorneys should take reasonable steps as a precautionary measure to protect against disclosure.  For example, depositing confidential client mail in a secure postal box or handing it directly to the postal carrier or courier is a reasonable step for an attorney to take to protect the confidentiality of such mail, as opposed to leaving the mail unattended in an open basket outside of the office door for pick up by the postal service.  Similarly, encrypting email may be a reasonable step for an attorney to take in an effort to ensure the confidentiality of such communications remain so when the circumstance calls for it, particularly if the information at issue is highly sensitive and the use of encryption is not onerous.  To place the risks in perspective, it should not be overlooked that the very nature of digital technologies makes it easier for a third party to intercept a much greater amount of confidential information in a much shorter period of time than would be required to transfer the same amount of data in hard copy format.  In this regard, if an attorney can readily employ encryption when using public wireless connections and has enabled his or her personal firewall, the risks of unauthorized access may be significantly reduced.  Both of these tools are readily available and relatively inexpensive, and may already be built into the operating system.  Likewise, activating password protection features on mobile devices, such as laptops and PDAs, presently helps protect against access to confidential client information by a third party if the device is lost, stolen or left unattended." (footnotes omitted); "The greater the sensitivity of the information, the less risk an attorney should take with technology.  If the information is of a highly sensitive nature and there is a risk of disclosure when using a particular technology, the attorney should consider alternatives unless the client provides informed consent.  As noted above, if another person may have access to the communications transmitted between the attorney and the client (or others necessary to the representation), and may have an interest in the information being disclosed that is in conflict with the client's interest, the attorney should take precautions to ensure that the person will not be able to access the information or should avoid using the technology.  These types of situations increase the likelihood for intrusion." (footnote omitted); "If use of the technology is necessary to address an imminent situation or exigent circumstances and other alternatives are not reasonably available, it may be reasonable in limited cases for the attorney to do so without taking additional precautions."; "With regard to the use of a public wireless connection, the Committee believes that, due to the lack of security features provided in most public wireless access locations, Attorney risks violating his duties of confidentiality and competence in using the wireless connection at the coffee shop to work on Client's matter unless he takes appropriate precautions, such as using a combination of file encryption, encryption of wireless transmissions and a personal firewall.  Depending on the sensitivity of the matter, Attorney may need to avoid using the public wireless connection entirely or notify Client of possible risks attendant to his use of the public wireless connection, including potential disclosure of confidential information and possible waiver of attorney‑client privilege or work product protections, and seek her informed consent to do so." (footnote omitted); "Finally, if Attorney's personal wireless system has been configured with appropriate security features, the Committee does not believe that Attorney would violate his duties of confidentiality and competence by working on Client's matter at home.  Otherwise, Attorney may need to notify Client of the risks and seek her informed consent, as with the public wireless connection." (footnotes omitted)).
· New York LEO 842 (9/10/10) ("A lawyer may use an online data storage system to store and back up client confidential information provided that the lawyer takes reasonable care to ensure that confidentiality will be maintained in a manner consistent with the lawyer's obligations under Rule 1.6.  In addition, the lawyer should stay abreast of technological advances to ensure that the storage system remains sufficiently advanced to protect the client's information, and should monitor the changing law of privilege to ensure that storing the information online will not cause loss or waiver of any privilege.").

· Florida LEO 10‑2 (9/24/10) ("The Professional Ethics Committee has been asked by the Florida Bar Board of Governors to write an opinion addressing the ethical obligations of lawyers regarding information stored on hard drives.  An increasing number of devices such as computers, printers, copiers, scanners, cellular phones, personal digital assistants ('PDAs'), flash drives, memory sticks, facsimile machines and other electronic or digital devices (collectively, 'Devices') now contain hard drives or other data storage media . . . (collectively, 'Hard Drives' or 'Storage Media') that can store information. . . .  Because many lawyers use these Devices to assist in the practice of law and in doing so intentionally and unintentionally store their clients' information on these Devices, it is important for lawyers to recognize that the ability of the Devices to store information may present potential ethical problems for lawyers."; "For example, when a lawyer copies a document using a photocopier that contains a hard drive, the document is converted into a file that is stored on the copier's hard drive.  This document usually remains on the hard drive until it is overwritten or deleted.  The lawyer may choose to later sell the photocopier or return it to a leasing company.  Disposal of the device without first removing the information can result in the inadvertent disclosure of confidential information."; "If a lawyer chooses to use these Devices that contain Storage Media, the lawyer has a duty to keep abreast of changes in technology to the extent that the lawyer can identify potential threats to maintaining confidentiality.  The lawyer must learn such details as whether the Device has the ability to store confidential information, whether the information can be accessed by unauthorized parties, and who can potentially have access to the information.  The lawyer must also be aware of different environments in which confidential information is exposed such as public copy centers, hotel business centers, and home offices.  The lawyer should obtain enough information to know when to seek protection and what Devices must be sanitized, or cleared of all confidential information, before disposal or other disposition.  Therefore, the duty of competence extends from the receipt, i.e., when the lawyer obtains control of the Device, through the Device's life cycle, and until disposition of the Device, including after it leaves the control of the lawyer."; "A lawyer has a duty to obtain adequate assurances that the Device has been stripped of all confidential information before disposition of the Device.  If a vendor or other service provider is involved in the sanitization of the Device, such as at the termination of a lease agreement or upon sale of the Device, it is not sufficient to merely obtain an agreement that the vendor will sanitize the Device upon sale or turn back of the Device.  The lawyer has an affirmative obligation to ascertain that the sanitization has been accomplished, whether by some type of meaningful confirmation, by having the sanitization occur at the lawyer's office, or by other similar means."; "Further, a lawyer should use care when using Devices in public places such as copy centers, hotel business centers, and outside offices where the lawyer and those under the lawyer's supervision have little or no control.  In such situations, the lawyer should inquire and determine whether use of such Devices would preserve confidentiality under these rules."; concluding that when a lawyer "chooses to use Devices that contain Storage Media such as printers, copiers, scanners, and facsimile machines must take reasonable steps to ensure that client confidentiality is maintained and that the Device is sanitized before disposition, including:  (1) identification of the potential threat to confidentiality along with the development and implementation of policies to address the potential threat to confidentiality; (2) inventory of the Devices that contain Hard Drives or other Storage Media; (3) supervision of nonlawyers to obtain adequate assurances that confidentiality will be maintained; and (4) responsibility of sanitization of the Device by requiring meaningful assurances from the vendor at the intake of the Device and confirmation or certification of the sanitization at the disposition of the Device.").
· District of Columbia LEO 357 (12/2010) ("As a general matter, there is no ethical prohibition against maintaining client records solely in electronic form, although there are some restrictions as to particular types of documents.  Lawyers and clients may enter into reasonable agreements addressing how the client's files will be maintained, how copies will be provided to the client if requested, and who will bear what costs associated with providing the files in a particular form; entering into such agreements is prudent and can help avoid misunderstandings.  Assuming no such agreement was entered into prior to the termination of the relationship, however, a lawyer must comply with a reasonable request to convert electronic records to paper form.  In most circumstances, a former client should bear the cost of converting to paper form any records that were properly maintained in electronic form.  However, the lawyer may be required to bear the cost if (1) neither the former client nor substitute counsel (if any) can access the electronic records without undue cost or burden; and (2) the former client's need for the records in paper form outweighs the burden on the lawyer of furnishing paper copies.  Whether (1) a request for electronic files to be converted to paper form is reasonable and (2) the former client's need for the files in paper form outweighs the lawyer's burden of providing them (such that the lawyer should bear the cost) should be considered both from the standpoint of a reasonable client and a reasonable lawyer and should take into account the technological sophistication and resources of the former client."; "Even if the lawyer must bear the cost of converting the electronic records to paper form, however, the lawyer may charge the former client for the reasonable time and labor expense associated with locating and reviewing the electronic records where such time and expense results from special instructions or requests from the former client.  See D.C. Legal Ethics Op. 283 (1998) ('review of the files is being undertaken for the benefit of the client and, like other forms of client services, may be compensated by a reasonable fee').").
· Vermont LEO 2010‑6 (2011) ("The Vermont Bar Association Professional Responsibility Section agrees with the consensus view that has emerged with respect to use of SaaS [Software as a Service].  Vermont lawyers' obligations in this area include providing competent representation, maintaining confidentiality of client information, and protecting client property in their possession.  As new technologies emerge, the meaning of 'competent representation' may change, and lawyers may be called upon to employ new tools to represent their clients.  Given the potential for technology to grow and change rapidly, this Opinion concurs with the views expressed in other States, that establishment of specific conditions precedent to using SaaS would not be prudent.  Rather, Vermont lawyers must exercise due diligence when using new technologies, including Cloud Computing.  While it is not appropriate to establish a checklist of factors a lawyer must examine, the examples given above are illustrative of factors that may be important in a given situation.  Complying with the required level of due diligence will often involve a reasonable understanding of:  (a) the vendor's security system; (b) what practical and foreseeable limits, if any, may exist to the lawyer's ability to ensure access to, protection of, and retrieval of the data; (c) the material terms of the user agreement; (d) the vendor's commitment to protecting confidentiality of the data; (e) the nature and sensitivity of the stored information; (f) notice provisions if a third party seeks or gains (whether inadvertently or otherwise) access to the data; and (g) other regulatory, compliance, and document retention obligations that may apply based upon the nature of the stored data and the lawyer's practice.  In addition, the lawyer should consider:  (a) giving notice to the client about the proposed method for storing client data; (b) having the vendor's security and access systems reviewed by competent technical personnel; (c) establishing a system for periodic review of the vendor's system to be sure the system remains current with evolving technology and legal requirements; and (d) taking reasonable measures to stay apprised of current developments regarding SaaS systems and the benefits and risks they present.").
· Pennsylvania LEO 2011‑200 (2011) (describing the steps that a lawyer should take when dealing with "cloud" computing, including detailed lists of required steps and descriptions of what other states have held on this issue; "If an attorney uses a Smartphone or an iPhone, or uses web‑based electronic mail (e‑mail) such as Gmail, Yahoo!, Hotmail or AOL Mail, or uses products such as Google Docs, Microsoft Office 365 or Dropbox, the attorney is using 'cloud computing.'  While there are many technical ways to describe cloud computing, perhaps the best description is that cloud computing is merely 'a fancy way of saying stuff's not on your computer.'"; "The use of 'cloud computing,' and electronic devices such as cell phones that take advantage of cloud services, is a growing trend in many industries, including law.  Firms may be eager to capitalize on cloud services in an effort to promote mobility, flexibility, organization and efficiency, reduce costs, and enable lawyers to focus more on legal, rather than technical and administrative issues.  However, lawyers must be conscientious about maintaining traditional confidentiality, competence, and supervisory standards."; "This Committee concludes that the Pennsylvania Rules of Professional Conduct require attorneys to make reasonable efforts to meet their obligations to ensure client confidentiality, and confirm that any third‑party service provider is likewise obligated."; "Accordingly, as outlined above, this Committee concludes that, under the Pennsylvania Rules of Professional Conduct an attorney may store confidential material in 'the cloud.'  Because the need to maintain confidentiality is crucial to the attorney‑client relationship, attorneys using 'cloud' software or services must take appropriate measures to protect confidential electronic communications and information.  In addition, attorneys may use email but must, under appropriate circumstances, take additional precautions to assure client confidentiality.").

· Oregon LEO 2011‑188 (11/2011) ("Lawyer may store client materials on a third‑party server so long as Lawyer complies with the duties of competence and confidentiality to reasonably keep the client's information secure within a given situation.  To do so, the lawyer must take reasonable steps to ensure that the storage company will reliably secure client data and keep information confidential.  Under certain circumstances, this may be satisfied though a third‑party vendor's compliance with industry standards relating to confidentiality and security, provided that those industry standards meet the minimum requirements imposed on the Lawyer by the Oregon RPC's.  This may include, among other things, ensuring the service agreement requires the vendor to preserve the confidentiality and security of the materials.  It may also require that vendor notify Lawyer of any nonauthorized third‑party access to the materials.  Lawyer should also investigate how the vendor backs up and stores its data and metadata to ensure compliance with the Lawyer's duties." (footnote omitted); "Although the third‑party vendor may have reasonable protective measures in place to safeguard the client materials, the reasonableness of the steps taken will be measured against the technology 'available at the time to secure data against unintentional disclosure.'  As technology advances, the third‑party vendor's protective measures may become less secure or obsolete over time.  Accordingly, Lawyer may be required to reevaluate the protective measures used by the third‑party vendor to safeguard the client materials." (footnotes omitted)).
· Washington LEO 2215 (2012) ("A lawyer may use online data storage systems to store and back up client confidential information as long as the lawyer takes reasonable care to ensure that the information will remain confidential and that the information is secure against risk of loss.").
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Inadvertent Transmission

This issue has vexed the ABA, state bars and state courts for many years.

ABA Approach

In the early 1990s, the ABA started a trend in favor of requiring the return of such documents, but then shifted course in 2002.  In 1992, the ABA issued a surprisingly strong opinion directing lawyers to return obviously privileged or confidential documents inadvertently sent to them outside the document production context.

In ABA LEO 368, the ABA indicated that

as a matter of ethical conduct contemplated by the precepts underlying the Model Rules, [the lawyer] (a) should not examine the materials ["that appear on their face to be subject to the attorney-client privilege or otherwise confidential"] once the inadvertence is discovered, (b) should notify the sending lawyer of their receipt and (c) should abide by the sending lawyer's instructions as to their disposition.

ABA LEO 368 (11/10/92).  
As explained below, many bars and courts took the ABA's lead in imposing some duty on lawyers receiving obviously privileged or confidential documents to return them forthwith.

However, ten years later the ABA retreated from this position.  As a result of the Ethics 2000 Task Force Recommendations (adopted in 2002), ABA Model Rule 4.4(b) now indicates that

[a] lawyer who receives a document relating to the representation of the lawyer's client and knows or reasonably should know that the document was inadvertently sent shall promptly notify the sender. 

ABA Model Rule 4.4(b) (emphasis added).

Comment [2] to this rule reveals that in its current form the ABA's approach is both broader and narrower than the ABA had earlier announced in its Legal Ethics Opinions.

ABA Model Rule 4.4(b) is broader because it applies to documents "that were mistakenly sent or produced by opposing parties or their lawyers," thus clearly covering document productions.  ABA Model Rule 4.4 cmt. [2] (emphasis added).

The rule is narrower than the earlier legal ethics opinion because it explains that:

If a lawyer knows or reasonably should know that such a document was sent inadvertently, then this Rule requires the lawyer to promptly notify the sender in order to permit that person to take protective measures.  Whether the lawyer is required to take additional steps, such as returning the original document, is a matter of law beyond the scope of these Rules, as is the question of whether the privileged status of a document has been waived.  Similarly, this Rule does not address the legal duties of a lawyer who receives a document that the lawyer knows or reasonably should know may have been wrongfully obtained by the sending person.

ABA Model Rule 4.4 cmt. [2] (emphasis added).

A comment to ABA Model Rule 4.4 contains a remarkable statement that would seem to allow lawyers to read inadvertently transmitted documents that they know were not meant for them.
Some lawyers may choose to return a document unread, for example, when the lawyer learns before receiving the document that it was inadvertently sent to the wrong address.
ABA Model Rule 4.4 cmt. [3] (emphasis added).

Thus, the ABA backed off its strict return requirement and now defers to legal principles stated by other bars or courts.

As a result of these changes in the ABA Model Rules, the ABA took the very unusual step of withdrawing the earlier ABA LEO that created the "return unread" doctrine.

Restatement
The Restatement would allow use of inadvertently transmitted privileged information under certain circumstances.

If the disclosure operates to end legal protection for the information, the lawyer may use it for the benefit of the lawyer's own client and may be required to do so if that would advance the client's lawful objectives . . . .  That would follow, for example, when an opposing lawyer failed to object to privileged or immune testimony . . . .  The same legal result may follow when divulgence occurs inadvertently outside of court . . . .  The receiving lawyer may be required to consult with that lawyer's client . . . about whether to take advantage of the lapse.  If the person whose information was disclosed is entitled to have it suppressed or excluded . . . , the receiving lawyer must either return the information or hold it for disposition after appropriate notification to the opposing person or that person's counsel.  A court may suppress material after an inadvertent disclosure that did not amount to a waiver of the attorney‑client privilege . . . .  Where deceitful or illegal means were used to obtain the information, the receiving lawyer and that lawyer's client may be liable, among other remedies, for damages for harm caused or for injunctive relief against use or disclosure.  The receiving lawyer must take steps to return such confidential client information and to keep it confidential from the lawyer's own client in the interim.  Similarly, if the receiving lawyer is aware that disclosure is being made in breach of trust by a lawyer or other agent of the opposing person, the receiving lawyer must not accept the information.  An offending lawyer may be disqualified from further representation in a matter to which the information is relevant if the lawyer's own client would otherwise gain a substantial advantage . . . .  A tribunal may also order suppression or exclusion of such information.

Restatement (Third) of Law Governing Lawyers § 60 cmt. m (2000).

State Bar Opinions
States began to adopt, adopt variations of, or reject the ABA Model Rule version of Rule 4.4(b).

States are moving at varying speeds, and (not surprisingly) taking varying approaches.
First, some states have simply adopted the ABA version.  See, e.g., Florida Rule 4‑4.4(b).

Second, some states have adopted a variation of the ABA Model Rule that decreases lawyers' responsibility upon receipt of an inadvertently transmitted communication or document.  For instance, as of January 1, 2010, Illinois adopted a version of Rule 4.4(b) that only requires the receiving lawyer to notify the sending lawyer if the lawyer "knows" of the inadvertence -- explicitly deleting the "or reasonably should know" standard found in the ABA Model Rule 4.4(b).

Third, some states have adopted the ABA Model Rule approach, but warn lawyers that case law might create a higher duty.  For instance, the New York state courts adopted the ABA version of Rule 4.4(b), but the New York State Bar adopted comments with such an explicit warning.

Fourth, some jurisdictions have explicitly retained a higher duty for the receiving lawyer.  For instance, Washington, D.C. Rule 4.4(b) uses only a "knows" and not a "knows or reasonably should know" standard ‑‑ but require receiving lawyers who know of the inadvertence to stop reading the document.  D.C. Rule 4.4(b) ("A lawyer who receives a writing relating to the representation of a client and knows, before examining the writing, that it has been inadvertently sent, shall not examine the writing, but shall notify the sending party and abide by the instructions of the sending party regarding the return or destruction of the writing.").

Fifth, some states have not adopted any variation of ABA Model Rule 4.4(b), and continue to address the issues through legal ethics opinions.  See, e.g., Virginia LEO 1702 (11/24/97) (adopting the reasoning of ABA LEO 368; explaining that once the lawyer recognizes a document as confidential, the lawyer "has an ethical duty to notify opposing counsel, to honor opposing counsel's instructions about disposition of the document, and not to use the document in contravention of opposing counsel's instructions"); Virginia LEO 1786 n.7 (12/10/04) (acknowledging that the ABA has changed its Model Rules to replace a "return unread" policy with a notice requirement, but reiterating Virginia's approach articulated in Virginia LEO 1702).
Courts' Approach
Court decisions have also reached differing conclusions. Some courts have allowed lawyers to take advantage of their adversary's mistake in transmitting privileged or confidential documents.  These courts normally do not even mention the ethics issues, but instead focus on attorney-client privilege or work product waiver issues.
Other decisions indicate that lawyers who fail to notify the adversary or return inadvertently transmitted privileged documents risk disqualification or sanctions.

· Greg Mitchell, E‑Mail "Oops" Ends With General Counsel Being Booted From Case, The Recorder, Jan. 4, 2011 ("Hagey represents a handful of engineers in Oakland who in September left engineering and design firm Arcadis to start their own shop.  Apparently worried their former employer would try to interfere, they hired Braun Hagey and later conferred by e‑mail ‑‑ with autocomplete inserting an old Arcadis address for one of the former employees.  So four message threads, including one attaching a draft declaration, were delivered to Arcadis, where an e‑mail monitoring system routed them to legal."; "In a declaration, Hagey said the plaintiffs didn't realize their e‑mails had been intercepted until lawyers at Gordon & Rees filed a counterclaim that references the day the former employees held a meeting ‑‑ a date, he said, Gordon & Rees could only have learned from the e‑mails.  Reached Wednesday, Hagey declined to comment publicly."; "In a declaration, Elizabeth Spangler, an in‑house lawyer at Arcadis, acknowledged receiving the threads and reviewing the draft complaint ‑‑ at which point she said she realized the material was probably privileged.  She said, however, that there were no great revelations in the material, and she didn't share it with anyone.  She did say, though, that she must have inadvertently given Gordon & Rees the date on which the exiting employees met.  She also said she later learned her boss, Arcadis' general counsel Steven Niparko, had also briefly reviewed the e‑mail."; "On December 17, United States District Judge Jeffrey White ordered that Arcadis replace Gordon & Rees with new, untainted counsel.  He also ordered Spangler off the case, and said the General Counsel must be 'removed from all aspects of the day‑to‑day management.'  And he ordered Arcadis to pay fees and costs of $40,000.").
· Rico v. Mitsubishi Motors Corp., 171 P.3d 1092, 1096, 1097, 1099, 1099-1100, 1100-01 (Cal. 2007) (upholding the disqualification of a plaintiff's lawyer who somehow came into possession of and then used notes created by defendant's lawyer to impeach defendant's expert; noting that defendant's lawyer claimed that plaintiff's lawyer took the notes from his briefcase while alone in a conference room, while the plaintiff's lawyer claimed that he received them from the court reporter -- although she had no recollection of that and generally would not have provided the notes to one of the lawyers; agreeing with the trial court that the notes were "absolutely privileged by the work product rule" because they amounted to "an attorney's written notes about a witness's statements"; "When a witness's statement and the attorney's impressions are inextricably intertwined, the work product doctrine provides that absolute protection is afforded to all of the attorney's notes."; explaining that "[t]he document is not a transcript of the August 28, 2002 strategy session, nor is it a verbatim record of the experts' own statements.  It contains Rowley's summaries of points from the strategy session, made at Yukevich's direction.  Yukevich also edited the document in order to add his own thoughts and comments, further inextricably intertwining his personal impressions with the summary."; not dealing with the attorney-client privilege protection; rejecting the argument that the notes amounted to an expert's report; "Although the notes were written in dialogue format and contain information attributed to Mitsubishi's experts, the document does not qualify as an expert's report, writing, declaration, or testimony.  The notes reflect the paralegal's summary along with counsel's thoughts and impressions about the case.  The document was absolutely protected work product because it contained the ideas of Yukevich and his legal team about the case."; adopting a rule prohibiting a lawyer from examining materials "where it is reasonably apparent that the materials were provided or made available through inadvertence"; acknowledging that the defense lawyer's notes were not "clearly flagged as confidential," but concluding that the absence of such a label was not dispositive; noting that the plaintiff's lawyer "admitted that after a minute or two of review he realized the notes related to the case and that Yukevich did not intend to reveal them"; ultimately adopting an objective rather than a subjective standard on this issue; also rejecting plaintiff's lawyer's argument that he could use the work product protected notes because they showed that the defense expert had lied; agreeing with the lower court and holding that "'once the court determines that the writing is absolutely privileged, the inquiry ends.  Courts do not make exceptions based on the content of the writing.'  Thus, 'regardless of its potential impeachment value, Yukevich's personal notes should never have been subject to opposing counsel's scrutiny and use.'"; also rejecting plaintiff's argument that the crime fraud exception applied, because the statutory crime fraud exception applies only in a law enforcement action and otherwise does not trump the work product doctrine).
· Conley, Lott, Nichols Mach. Co. v. Brooks, 948 S.W.2d 345, 349 (Tex. App. 1997) (although a lawyer's failure to return a purloined privileged document would not automatically result in disqualification, "what he did after he obtained the documents must also be considered"; disqualifying the lawyer in this case because his retention and use of the knowingly privileged documents amounted to "conduct [that] fell short of the standard that an attorney who receives unsolicited confidential information must follow").
· Am. Express v. Accu-Weather, Inc., Nos. 91 Civ. 6485 (RWS), 92 Civ. 705 (RWS), 1996 WL 346388 (S.D.N.Y. June 25, 1996) (imposing sanctions on a lawyer for what the court considered the unethical act of opening a Federal Express package and reviewing a privileged document after receiving a telephone call and letter advising that the sender had inadvertently included a privileged document in the package and asking that the package not be opened).

Thus, lawyers seeking guidance on the issue of inadvertently transmitted communications must check the applicable ethics rules, any legal ethics opinions analyzing those rules (remembering that some of the old legal ethics opinions might now be inoperative), and any case law applying the ethics rules, other state statutes, or any governing common law principles that supplement or even trump the ethics rules.  Lawyers should remember that many judges have their own view of ethics and professionalism ‑‑ and might well consider lawyers seeking to diligently represent their clients in reviewing inadvertently transmitted communications as stepping over the line and thus acting improperly.
The 1992 ABA ethics opinion articulating a "do not read" rule applied that principle only to materials "that appear on their face to be subject to the attorney-client privilege or otherwise confidential" privileged communications.  In contrast, ABA Model Rule 4.4(b) on its face applies to any document meeting the Rule 4.4(b) standard.  In other words, it is not limited to documents containing the other client's confidences, or to privileged communications between the other client and her lawyer.

Only one state has articulated a principle that probably most lawyers would not welcome ‑‑ that they have a duty to communicate with their client about how the lawyer should treat an inadvertently transmitted communication he or she receives.

· Pennsylvania LEO 2011‑010 (3/2/11) (addressing the following situation:  "You advised that during the course of settlement negotiations, opposing clients and opposing counsel have on several occasions copied you on e‑mails between them which related to the litigation matter.  You properly advised opposing counsel of these emails, and you erased them and asked him to advise his clients to stop copying you on emails."; noting that the lawyer properly complied with Rule 4.4(b) by advising the opposing lawyer of the inadvertence, but also finding that the lawyer was obligated to consult with his client about what steps to take; "You are required by PA rule of Professional Conduct ("RPC") 1.1 to represent your client effectively and competently.  In order to do so, you must evaluate the nature of the information received in the emails, the available steps to protect your client's interests in light of this information, and the advantages and disadvantages of disclosing this information to the client and utilizing the information."; "These rules require that you make the decision whether and how to use the information in the emails from opposing counsel in consultation with your client.  It is necessary to advise the client of the nature of the information, if not the specific content, in order to have that discussion." (emphasis added)).

No other state has taken this position, although it certainly seems consistent with lawyers' general duty of disclosure to their clients.

Under ABA Model Rule 1.4,

a lawyer shall . . . keep the client reasonably informed about the status of the matter.
ABA Model Rule 1.4(a)(3).  On the other hand, the version of ABA Model Rule 4.4 adopted in 2002 seems to give lawyer's discretion about how to proceed.

Where a lawyer is not required by applicable law to do so, the decision to voluntarily return such a document or delete electronically stored information is a matter of professional judgment ordinarily reserved to the lawyer.
ABA Model Rule 4.4 cmt. [3] (emphasis added).

If the client insists on his or her lawyer reading the inadvertently transmitted communication, the lawyer might try to talk the client out of such a hardline position.  Of course, clients probably would not be impressed with such a lawyer's argument that he or she might make the same mistake in the future and should build up sufficient "good will" with the adversary's lawyer in case the client's lawyer needs a similar favor in the future.  Many clients would dismiss such an argument, justifiably pointing out that in that circumstance the client can simply sue his or her lawyer for malpractice ‑‑ so the client does not need any "good will" from the adversary.

If the lawyer cannot dissuade the client from insisting that the lawyer read the inadvertently transmitted communication, the lawyer might withdraw from the representation.  Under ABA Model Rule 1.16(b)(4) the lawyer may withdraw even if the withdrawal will have a "material adverse effect on the interests of the client" if (among other things)

the client insists upon taking action that the lawyer considers repugnant or with which the lawyer has a fundamental disagreement.
ABA Model Rule 1.16(b)(4).  It is difficult to imagine a complete rupture of the relationship based on such a disagreement, but one is certainly theoretically possible.

Lawyers who accidentally transmit a communication to an adversary might have a duty to advise their client of the mistake.  Under ABA Model Rule 1.4,

[a] lawyer shall . . . keep the client reasonably informed about the status of the matter.
ABA Model Rule 1.4(a)(3).

Authorities generally agree that lawyers' duty of communication requires them to advise their clients of their possible malpractice to clients.
· In re Kieler, 227 P.3d 961, 962, 965 (Kan. 2010) (suspending for one year a lawyer who had not advised the client of the lawyer's malpractice in missing the statute of limitations; "'The Respondent told Ms. Irby that the only way she could receive any compensation for her injuries sustained in that accident was to sue him for malpractice.  He told her that it was "not a big deal," that he has insurance, and that is why he had insurance.  The Respondent was insured by The Bar Plan.'" (internal citation omitted); "In this case, the Respondent violated KRPC 1.7 when he continued to represent Ms. Irby after her malpractice claim ripened, because the Respondent's representation of Ms. Irby was in conflict with his own interests.  Though the Respondent admitted that Ms. Irby's malpractice claim against him created a conflict, he failed to cure the conflict by complying with KRPC 1.7(b).  Accordingly, the Hearing Panel concludes that the Respondent violated KRPC 1.7.").
· Texas LEO 593 (2/2010) (holding that a lawyer who has committed malpractice must advise the client, and must withdraw from the representation, but can settle the malpractice claim if the client has had the opportunity to seek independent counsel but has not done so; "Although Rule 1.06(c) provides that, if the client consents, a lawyer may represent a client in certain circumstances where representation would otherwise be prohibited, the Committee is of the opinion that, in the case of malpractice for which the consequences cannot be significantly mitigated through continued legal representation, under Rule 1.06 the lawyer‑client relationship must end as to the matter in which the malpractice arose."; "[A]s promptly as reasonably possible the lawyer must terminate the lawyer‑client relationship and inform the client that the malpractice has occurred and that the lawyer‑client relationship has been terminated."; "Once the lawyer has candidly disclosed both the malpractice and the termination of the lawyer‑client relationship to the client, Rule 1.08(g) requires that, if the lawyer wants to attempt to settle the client's malpractice claim, the lawyer must first advise in writing the now former client that independent representation of the client is appropriate with respect to settlement of the malpractice claim:  'A lawyer shall not . . . settle a claim for . . . liability [for malpractice] with an unrepresented client or former client without first advising that person in writing that independent representation is appropriate in connection therewith.'").
· California 12009-178 (2009) ("An attorney must promptly disclose to the client the facts giving rise to any legal malpractice claim against the attorney.  When an attorney contemplates entering into a settlement agreement with a current client that would limit the attorney's liability to the client for the lawyer's professional malpractice, the attorney must consider whether it is necessary or appropriate to withdraw from the representation.  If the attorney does not withdraw, the attorney must:  (1) [c]omply with rule 3-400(B) by advising the client of the right to seek independent counsel regarding the settlement and giving the client an opportunity to do so; (2) [a]dvise the client that the lawyer is not representing or advising the client as to the settlement of the fee dispute or the legal malpractice claim; and (3) [f]ully disclose to the client the terms of the settlement agreement, in writing, including the possible effect of the provisions limiting the lawyer's liability to the client, unless the client is represented by independent counsel."; later confirming that "[a] member should not accept or continue representation of a client without providing written disclosure to the client where the member has or had financial or professional interests in the potential or actual malpractice claim involving the representation."; "Where the attorney's interest in securing an enforceable waiver of a client's legal malpractice claim against the attorney conflicts with the client's interests, the attorney must assure that his or her own financial interests do not interfere with the best interests of the client. . . .  Accordingly, the lawyer negotiating such a settlement with a client must advise the client that the lawyer cannot represent the client in connection with that matter, whether or not the fee dispute also involves a potential or actual legal malpractice claim."; "A lawyer has an ethical obligation to keep a client informed of significant developments relating to the representation of the client. . . .  Where the lawyer believes that, he or she has committed legal malpractice, the lawyer must promptly communicate the factual information pertaining to the client's potential malpractice claim against the lawyer to the client, because it is a 'significant development.'"; "While no published California authorities have specifically addressed whether an attorney's cash settlement of a fee dispute that includes a general release and a section 1542 waiver of actual or potential malpractice claims for past legal services falls within the prescriptions of this rule, it is the Committee's opinion that rule 3-300 should not apply.").
· Minnesota LEO 21 (10/2/09) (a lawyer "who knows that the lawyer's conduct could reasonably be the basis for a non-frivolous malpractice claim by a current client" must disclose the lawyer's conduct that may amount to malpractice; citing several other states' cases and opinions; "See, e.g., Tallon v. Comm. on Prof'l Standards, 447 N.Y.S. 2d 50, 51 (App. Div. 1982) ('An attorney has a professional duty to promptly notify his client of his failure to act and of the possible claim his client may thus have against him.'); Colo. B. Ass'n Ethics Comm., Formal Op. 113 (2005) ('When, by act or omission, a lawyer has made an error, and that error is likely to result in prejudice to a client's right or claim, the lawyer must promptly disclose the error to the client.'); Wis. St. B. Prof'l Ethics Comm., Formal Op. E-82-12 ('[A]n attorney is obligated to inform his or her client that an omission has occurred which may constitute malpractice and that the client may have a claim against him or her for such an omission.'); N.Y. St. B. Ass'n Comm. on Prof'l Ethics, Op. 734 (2000); 2000 WL 33347720 (Generally, an attorney 'has an obligation to report to the client that [he or she] has made a significant error or omission that may give rise to a possible malpractice claim.'); N.J. Sup. Ct. Advisory Comm. on Prof'l Ethics, Op. 684 ('The Rules of Professional Conduct still require an attorney to notify the client that he or she may have a legal malpractice claim even if notification is against the attorney's own interest.')."; also explaining the factors the lawyer must consider in determining whether the lawyer may still represent the client; "Under Rule 1.7 the lawyer must withdraw from continued representation unless circumstances giving rise to an exception are present. . . .  Assuming continued representation is not otherwise prohibited, to continue the representation the lawyer must reasonably believe he or she may continue to provide competent and diligent representation. . . .  If so, the lawyer must obtain the client's 'informed consent,' confirmed in writing, to the continued representation. . . .  Whenever the rules require a client to provide 'informed consent,' the lawyer is under a duty to promptly disclose to the client the circumstances giving rise to the need for informed consent. . . .  In this circumstance, 'informed consent' requires that the lawyer communicate adequate information and explanation about the material risks of and reasonably available alternatives to the continued representation.").
· New York LEO 734 (11/1/00) (holding that the Legal Aid Society "has an obligation to report to the client that it has made a significant error or omission [missing a filing deadline] that may give rise to a possible malpractice claim"; quoting from an earlier LEO in which the New York State Bar "held that a lawyer had a professional duty to notify the client promptly that the lawyer had committed a serious and irremediable error, and of the possible claim the client may have against the lawyer for damages" (emphasis added)).
Given the hundreds (if not thousands) of judgment calls that lawyers make during an average representation, it might be very difficult to determine what sort of mistake rises to the level of such mandatory disclosure.  For instance, it is difficult to imagine that a lawyer might tell the client that the lawyer could have done a better job of framing one question during a discovery deposition.  However, it seems equally clear that a lawyer would have to advise his client if the lawyer accidentally transmitted to the adversary a document containing some critical litigation or settlement strategy.
N 1/13
Supervising Lawyers and Non-Lawyers

The ethics rules contain provisions that deal with lawyers supervising other lawyers and non-lawyers.

Not surprisingly, the ethics rules deal with a supervising lawyer's responsibilities.
A partner in a law firm, or a lawyer who individually or together with other lawyers possesses managerial authority in a law firm, shall make reasonable efforts to ensure that the firm has in effect measures giving reasonable assurance that all lawyers in the firm conform to the Rules of Professional Conduct.

ABA Model Rule 5.1(a).
Thus, lawyers who manage other lawyers must take reasonable steps to put in place "measures" that provide at least reasonable assurance that lawyers in the firm comply with the ethics rules.  Comment [2] to that rule mentions such "internal policies and procedures" as those designed to identify conflicts, assure that filing and other deadlines are met, provide for proper trust account processes, etc.  ABA Model Rule 5.1 cmt. [2].  Comment [3] explains that the measures lawyers may take to comply with this managerial responsibility can vary according to the size of the law firm.  

In a small firm of experienced lawyers, informal supervision and periodic review of compliance with the required systems ordinarily will suffice.  In a large firm, or in practice situations in which difficult ethical problems frequently arise, more elaborate measures may be necessary.  Some firms, for example, have a procedure whereby junior lawyers can make confidential referral of ethical problems directly to a designated senior partner or special committee. . . .  Firms, whether large or small, may also rely on continuing legal education in professional ethics.  In any event, the ethical atmosphere of a firm can influence the conduct of all its members, and the partners may not assume that all lawyers associated with the firm will inevitably conform to the Rules.

ABA Model Rule 5.1 cmt. [3].  

ABA Model Rule 5.1(b) applies to lawyers who have "direct supervisory authority" over another lawyer, and predictably require more immediate steps to assure that other lawyer's compliance with the ethics rules.

A lawyer having direct supervisory authority over another lawyer shall make reasonable efforts to ensure that the other lawyer conforms to the Rules of Professional Conduct.

ABA Model Rule 5.1(b).  

A different rule applies essentially the same standard to managers and direct supervisors of non-lawyers.
With respect to a non-lawyer employed or retained by or associated with a lawyer:

(a) a partner or a lawyer who individually or together with other lawyers possesses managerial authority in a law firm shall make reasonable efforts to ensure that the firm has in effect measures giving reasonable assurance that the person's conduct is compatible with the professional obligations of the lawyer; [and]

(b) a lawyer having direct supervisory authority over the non-lawyer shall make reasonable efforts to ensure that the person's conduct is compatible with the professional obligations of the lawyer.

ABA Model Rule 5.3.  It is not clear how far away from lawyer ethics rules a non-lawyer can stray and still be considered to have acted in a way "compatible" with the lawyer ethics rules.

The ethics rules explain the standard for holding a supervising lawyer responsible for a subordinate lawyer's ethics breach.

A lawyer shall be responsible for another lawyer's violation of the Rules of Professional Conduct if:

(1) the lawyer orders or, with knowledge of the specific conduct, ratifies the conduct involved; or

(2) the lawyer is a partner or has comparable managerial authority in the law firm in which the other lawyer practices, or has direct supervisory authority over the other lawyer, and knows of the conduct at a time when its consequences can be avoided or mitigated but fails to take reasonable remedial action.

ABA Model Rule 5.1(c).

Not surprisingly, the same basic rules apply to a supervising lawyer's responsibility for a non-lawyer's ethics breach.
[A] lawyer shall be responsible for conduct of such a person [non-lawyer employed or retained by or associated with a lawyer] that would be a violation of the Rules of Professional Conduct if engaged in by a lawyer if:

(1) the lawyer orders or, with the knowledge of the specific conduct, ratifies the conduct involved; or

(2) the lawyer is a partner or has comparable managerial authority in the law firm in which the person is employed, or has direct supervisory authority over the person, and knows or should have known of the conduct at a time when its consequences can be avoided or mitigated but fails to take reasonable remedial action.

ABA Model Rule 5.3(c).

Thus, lawyers can face bar discipline for ethical violations by their subordinates.  In most situations, lawyers will face such punishment only if they have some complicity, either before or after the wrongdoing.  However, the "should have known" standard could trigger a lawyer's discipline under what amounts to a negligence standard.

b 12/10; 10/14
Temporary Lawyers

The increasing proliferation of various categories of lawyers within law firms have complicated a conflicts of interest analysis.

ABA Model Rules

Interestingly, the ABA Model Rules do not deal directly with this issue.  Instead, the analysis begins with the general imputation rule ‑‑ and one word in particular.

While lawyers are associated in a firm, none of them shall knowingly represent a client when any one of them practicing alone would be prohibited from doing so by Rules 1.7 or 1.9 unless [some exception applies].

ABA Model Rule 1.10(a) (emphasis added).  Unfortunately, the ABA Model Rules do not define the term "associated."  The term "firm" has a fairly broad meaning.
"Firm" or "law firm" denotes a lawyer or lawyers in a law partnership, professional corporation, sole proprietorship or other association authorized to practice law; or lawyers employed in a legal services organization or the legal department of a corporation or other organization.

ABA Model Rule 1.0(c).  See also ABA Model Rule 1.10 cmt. [1].
The ABA provided guidance about this issue in a 1988 legal ethics opinion.  In ABA LEO 356 (12/16/88), the ABA indicated that the use of "temporary lawyers" had raised several questions.

The Committee has received a number of inquiries relating to the increasing use by law firms of temporary lawyers.  The temporary lawyer may work on a single matter for the firm or may work generally for the firm for a limited period, typically to meet temporary staffing needs of the firm or to provide special expertise not available in the firm and needed for work on a specific matter.  The temporary lawyer may work in the firm's office or may visit the office only occasionally when the work requires.  The temporary lawyer may work exclusively for the firm during a period of temporary employment or may work simultaneously on other matters for other firms.

ABA LEO 356 (12/16/88) (footnote omitted).

ABA LEO 346 then turned to some of the terms' definitions.

For purposes of this opinion, "firm" or "law firm" includes a sole practitioner and a corporate legal department.  See ABA Model Rules of Professional Conduct (1983, amended 1987), Terminology, Rule 1.10 Comment.  The term "temporary lawyer" means a lawyer engaged by a firm for a limited period, either directly or through a lawyer placement agency.  The term does not, however, include a lawyer who works part time for a firm or full time but without contemplation of permanent employment, who is nevertheless engaged by the firm as an employee for an extended period and does legal work only for that firm.  That person's relationship with the firm, during the period of employment, is more like the relationship of an associate of the firm, and the Model Rules or the predecessor Model Code of Professional Responsibility (1969, amended 1980) will govern the lawyer and the firm and their relationship as with any associate of the firm.  Similarly, "temporary lawyer" does not include a lawyer who has an "of counsel" relationship with a law firm or who is retained in a matter as independent associated counsel.

Id.

Not surprisingly, ABA LEO 356 first recognized that temporary lawyers may themselves be disqualified from adversity to their former clients ‑‑ just like full-time law firm lawyers.

It is clear that a temporary lawyer who works on a matter for a client of a firm with whom the temporary lawyer is temporarily associated, "represents" that client for purposes of Rules 1.7 and 1.9.  Thus, a temporary lawyer could not, under Rule 1.7, work simultaneously on matters for clients of different firms if the representation of each were directly adverse to the other (in the absence of client consent and subject to the other conditions set forth in the Rule).  Similarly, under Rule 1.9, a temporary lawyer who worked on a matter for a client of one firm could not thereafter work for a client of another firm on the same or a substantially related matter in which that client's interests are materially adverse to the interests of the client of the first firm (in the absence of consent of the former client and subject to the other conditions stated in the Rule).

Id. (footnote omitted).  This makes sense.  A temporary lawyer working for a client can learn just as many material confidences from or about that client as a lawyer working full time.

As ABA LEO 356 then recognized, the key issue is whether the law firm hiring such a temporary lawyer risks imputation of such an individual disqualification.

The basic question is under what circumstances a temporary lawyer should be treated as "associated in a firm" or "associated with a firm."  The question whether a temporary lawyer is associated with a firm at any time must be determined by a functional analysis of the facts and circumstances involved in the relationship between the temporary lawyer and the firm consistent with the purposes for the Rule.

Id. (footnote omitted) (emphasis added).  ABA LEO 356 focused on the temp lawyer's access to other client confidences.

Preserving confidentiality is a question of access to information.  Access to information, in turn, is essentially a question of fact in particular circumstances, aided by inferences, deductions or working presumptions that reasonably may be made about the way in which lawyers work together.  A lawyer may have general access to files of all clients of a law firm and may regularly participate in discussions of their affairs; it should be inferred that such a lawyer in fact is privy to all information about all the firm's clients.  In contrast, another lawyer may have access to the files of only a limited number of clients and participate in discussion of the affairs of no other clients; in the absence of information to the contrary, it should be inferred that such a lawyer in fact is privy to information about the clients actually served but not those of other clients.

Application of paragraphs (b) and (c) [of Rule 1.10] depends on a situation's particular facts.  In any such inquiry, the burden of proof should rest upon the firm whose disqualification is sought.

Id. (emphasis added).

ABA LEO 356 ultimately concluded that the temp lawyer's access to other clients' confidential information determined whether the temp lawyer should be considered "associated" with the firm.

Ultimately, whether a temporary lawyer is treated as being "associated with a firm" while working on a matter for the firm depends on whether the nature of the relationship is such that the temporary lawyer has access to information relating to the representation of firm clients other than the client on whose matters the lawyer is working and the consequent risk of improper disclosure of misuse of information relating to representation of other clients of the firm.  For example, a temporary lawyer who works for the firm, in the firm office, on a number of matters for different clients, under circumstances where the temporary lawyer is likely to have access to information relating to the representation of other firm clients, may well be deemed to be "associated with" the firm generally under Rule 1.10 as to all other clients of the firm, unless the firm, through accurate records or otherwise, can demonstrate that the temporary lawyer had access to information relating to the representation only of certain other clients.  If such limited access can be demonstrated, then the temporary lawyer should not be deemed to be "associated with" the firm under Rule 1.10.  Also, if a temporary lawyer works with a firm only on a single matter under circumstances like the collaboration of two independent firms on a single case, where the temporary lawyer has no access to information relating to the representation of other firm clients, the temporary lawyer should not be deemed "associated with" the firm generally for purposes of application of Rule 1.10.  This is particularly true where the temporary lawyer has no ongoing relationship with the firm and does not regularly work in the firm's office under circumstances likely to result in disclosure of information relating to the representation of other firm clients.

As the direct connection between the temporary lawyer and the work on matters involving conflicts of interest between clients of two firms becomes more remote, it becomes more appropriate not to apply Rule 1.10 to disqualify a firm from representation of its clients or to prohibit the employment of the temporary lawyer.  Whether Rule 1.10 requires imputed disqualification must be determined case by case on the basis of all relevant facts and circumstances, unless disqualification is clear under the Rules.

Id. (emphases added).
ABA LEO 356 recommended that a law firm hiring such a temp lawyer "screen" the lawyer from other clients' confidences.

For the reasons discussed above, in order to minimize the risk of disqualification, firms should, to the extent practicable, screen each temporary lawyer from all information relating to the clients for which the temporary lawyer does no work.  All law firms employing temporary lawyers also should maintain a complete and accurate record of all matters which each temporary lawyer works.  A temporary lawyer working with several firms should make every effort to avoid exposure within those firms to any information relating to clients on whose matters the temporary lawyer is not working.  Since a temporary lawyer has a coequal interest in avoiding future imputed disqualification, the temporary lawyer should also maintain a record of clients and matters worked on.

Id. (emphasis added).

Significantly, ABA LEO 356's recommendation of a screening preceded by twenty years the ABA Model Rules' adoption of a self-help screening to avoid imputation of a lawyer's individual disqualification.  The screening of temp lawyers would not avoid such imputation.  Instead, the screening would effectively prevent the temp lawyer from being "associated" with the law firm.  This step presumably would preclude the need for disclosure, consent or screening as part of a required consent.
The ABA also warned law firms that it would be "inadvisable" for a law firm to hire a temp lawyer who had worked on the other side of the case the firm was then handling.

The distinction drawn between when a temporary lawyer is or is not associated with a firm is only a guideline to the ultimate determination and not a set rule.  For example, if a temporary lawyer was directly involved in work on a matter for a client of a firm and had knowledge of material information relating to the representation of that client, it would be inadvisable for a second firm representing other parties in the same matter whose interests are directly adverse to those of the client of the first firm to engage the temporary lawyer during the pendency of the matter, even for work on other matters.  The second firm should make appropriate inquiry and should not hire the temporary lawyer or use the temporary lawyer on a matter if doing so would disqualify the firm from continuing its representation of a client on a pending matter.

Id.  ABA LEO 356 did not explain this warning.  Theoretically, a temp lawyer not "associated" with the new firm would not put that firm in harm's way ‑‑ even if the temp lawyer had worked on the other side of an active case the firm was handling.  However, such a hire would undoubtedly tempt the other side to seek the hiring law firm's disqualification ‑‑ thus forcing the hiring firm's fate to ride on the outcome of the "associated in a firm" analysis.

Interestingly, a different analysis determines whether the hiring law firm must disclose the temp lawyer's hiring to the client, as well as the law firm's ability to earn a profit on the temp lawyer's time without the client's consent after disclosure.

In addressing the law firm's disclosure obligations, ABA LEO 356 distinguished between temporary lawyers working under the "direct supervision" of the law firm and temporary lawyers who were not working in that way.

The Committee is of the opinion that where the temporary lawyer is performing independent work for a client without the close supervision of a lawyer associated with the law firm, the client must be advised of the fact that the temporary lawyer will work on the client's matter and the consent of the client must be obtained.  This is so because the client, by retaining the firm, cannot reasonably be deemed to have consented to the involvement of an independent lawyer.  On the other hand, where the temporary lawyer is working under the direct supervision of a lawyer associated with the firm, the fact that a temporary lawyer will work on the client's matter will not ordinarily have to be disclosed to the client.  A client who retains a firm expects that the legal services will be rendered by lawyers and other personnel closely supervised by the firm.  Client consent to the involvement of firm personnel and the disclosure to those personnel of confidential information necessary to the representation is inherent in the act of retaining the firm.

Id. (emphasis added).
Thus, under this analysis a temporary lawyer's imputation issues depend on the lawyer's access to confidential information, while the hiring law firm's disclosure obligations to the client will depend on whether a firm lawyer closely supervises the temporary lawyer.  So theoretically a temporary lawyer might receive close supervision from a firm lawyer, but not enjoy access to other clients' confidential information.

ABA LEO 356 later introduced yet another standard.

Turning to the issue of fees, ABA LEO 356 concluded that a law firm paying a temporary lawyer was not engaged in a fee-split that required client consent after disclosure.  

Rule 1.5(e), relating to division of a fee between lawyers, does not apply in this instance because the gross fee the client pays the firm is not shared with the temporary lawyer.  The payments to the temporary lawyer are like compensation paid to non-lawyer employees for services and could also include a percentage of firm net profits without violation of the Rules or the predecessor Code.  See ABA Informal Opinion 1440 (1979).

If, however, the arrangement between the firm and the temporary lawyer involves a direct division of the actual fee paid by the client, such as percentage division of a contingent fee, then Rule 1.5(e)(1) requires the consent of the client and satisfaction of the other requirements of the Rule regardless of the extent of the supervision.

Id.  ABA LEO 356 then explained that the fee-split rules do not apply ‑‑ because the temporary lawyer is not considered to be "outside the firm" for purposes of that analysis.

[W]here a temporary lawyer is working under the close firm supervision described above, such employment does not involve "association with a  lawyer outside the firm," within the meaning of this Ethical Consideration.  The underlying purposes of the Rule and Code provisions and their functional analyses are similar.  For the reasons set forth above, absent a division with the temporary lawyer of the actual fee paid by the client to the firm, the client need not be informed of the financial arrangement with the temporary lawyer under the Model Code since it does not involve a division of the gross fee between lawyers.

Id. (emphasis added).
Thus, a law firm can add a profit to a temporary lawyer's billing rate without complying with the fee-split rules ‑‑ because the temp lawyer is not practicing "outside the firm."  ABA LEO 356 therefore analyzed three standards:  (1) whether temp lawyers have broad access to client confidences (which determines whether such lawyers are "associated" with the firm for disqualification imputation purposes); (2) whether temp lawyers work under a firm lawyer's close supervision (which determines whether the law firm may earn a profit on temp lawyers' work without advising clients); (3) whether the temp lawyer practices "outside the firm" (which determines the fee-split rules' applicability).

Law firms hoping to avoid the imputed disqualification problem can fairly easily avoid giving temporary lawyers general access to firm clients' confidences.  A common practice involves housing temporary lawyers in a remote (generally less expensive) location where they can conduct privilege reviews or other similar tasks.  Such temporary lawyers generally do not need, and therefore do not receive, access to the hiring law firm's computer system.  This effectively screens those temporary lawyers from any confidential information beyond that required to conduct a privilege review or other task.

This scenario precludes an individual temp lawyer's disqualification from being imputed to the entire law firm.  To be extra careful, law firms might (1) seek individually disqualified temp lawyers' former clients' consent ‑‑ as when law firms hire individually disqualified lateral hires; or (2) pass over a temp lawyer whose services are offered by a staffing agency, if a quick conflicts check reveals some previous work that might cause a problem for the hiring law firm.

Restatement

Surprisingly, the Restatement does not devote much discussion to temporary lawyers, and generally takes an approach that is different from the ABA Model Rules.

The basic Restatement imputation rule uses the same term as the ABA Model Rules, impute a lawyer's individual disqualification to 

other affiliated lawyers who . . . are associated with that lawyer in rendering legal services to others through a law partnership, professional corporation, sole proprietorship, or similar association.

Restatement (Third) of Law Governing Lawyers § 123(1) (2000) (emphasis added).

However, the Restatement provides only what could be seen as an off-handed comment about temporary lawyers.

A form of lawyer-employee is the lawyer temporary ‑‑ a lawyer who temporarily works for a firm needing extra professional help.  The rules barring representation adverse to a former client . . . and imputing conflicts to all lawyers associated in a firm generally apply to such lawyer temporaries.

Restatement (Third) of Law Governing Lawyers § 123 cmt. c(i) (2000).  However, the preceding paragraph emphasizes the role of access to client confidences.

The rule of imputation applies to both owner-employer and associate-employees of a sole-proprietorship law practice, to partners and associates in a partnership for the practice of law, and to shareholder-principals and nonequity lawyer employees of a professional corporation or similar organization conducting a law practice.  The lawyers in all such organizations typically have similar access to confidential client information.  Owners, partners, and shareholder-principals have a shared economic interest.  Associates and nonequity lawyer employees have both a stake in the continued viability of their employer and an incentive to keep the employer's good will.

Id.  Thus, the Restatement presumably would reach the same conclusion as ABA LEO 356 (12/16/88) if it had analyzed the varying degrees of access that temp lawyers might have to law firm clients.

It is also worth noting the Restatement's provision dealing with office-sharing ‑‑ which again emphasizes access to client confidences as the dispositive factor in analyzing imputation of a lawyer's individual disqualification.  The Restatement's general imputation rule explains that a lawyer's individual disqualification will be imputed to

other affiliated lawyers who . . . share office facilities without reasonably adequate measures to protect confidential client information so that it will not be available to other lawyers in the shared office.

Restatement (Third) of Law Governing Lawyers § 123(3) (2000).  To the extent that a temp lawyer could be seen as "office sharing" with other law firm lawyers, the law firm presumably can avoid imputation of a lawyer's individual disqualification by taking "reasonably adequate measures" to assure that the other firm lawyers' confidential client information is unavailable to the temp lawyer.
Thus, the Restatement does not on its face parallel the ABA's approach to the temp lawyer issue, but elsewhere provides the building blocks for the same conclusion.
State Ethics Opinions

State ethics opinions generally follow this approach as well.

In 2010, the District of Columbia Bar dealt with this issue in some detail.  In District of Columbia LEO 352 (2/2010).
  The Bar explained that a temp lawyer's individual disqualification's imputation to a hiring firm depended on the temp lawyer's role in the new firm.

The District of Columbia Bar first described such a temp lawyer's intimate involvement in firm matters, which would result in such an imputation.

[A] temporary contract lawyer who is located in a firm's office space, works simultaneously on multiple projects for the firm, is listed on the firm's website or other directories, and has access to the firm's e-mail system and electronic documents would be 'associated with' the contracting firm.

Id.  The District of Columbia Bar contrasted that situation with temp lawyers' physical and electronic isolation from other firm lawyers.

The temporary contract lawyer would work solely on a single matter for Law Firm B, performing tasks such as digesting transcripts and reviewing discovery documents for responsiveness and privilege.  The temporary contract lawyer works through a number of temporary service agencies that have an arrangement under which Law Firm B pays for the temporary contract lawyer's services. . . .  [T]he temporary contract lawyer does not have a past or ongoing association with Law Firm B.  Law Firm B hired him to work on one project of limited duration.  He will work in a separate location away from the firm's office space or in a segregated area within the firm.  His electronic access to the firm and the confidential information of its clients is confined to the specific project on which he is working.  We think that in this circumstance the temporary contract lawyer would not be 'associated with' the hiring firm (Law Firm B), and thus, his conflicts would not be imputed to Law Firm B under D.C. Rule 1.10(b).  Accordingly, the hiring firm must conduct a conflict check only for the matters on which the temporary contract lawyer will be working for the firm.

Id.

In 1999, the Colorado Bar dealt with the issue in more detail.  In Colorado LEO 105 (5/22/99), the Colorado Bar followed the ABA in confirming that a temp lawyer will be individually disqualified based on client confidences that the temp lawyer obtains during a representation ‑‑ just like a permanent firm employee.

The Colorado Bar then recognized that 

The more difficult conflict question involves other clients of the engaging firm or lawyer for whom the temporary lawyer provides no services.  Colo. RPC 1.10(a) provides:  "While lawyers are associated in a firm, none of them shall knowingly represent a client when any one of them practicing alone would be prohibited from doing so by Rules 1.7, 1.8(c), 1.9 or 2.2."  The key question is whether a temporary lawyer is "associated in a firm."  If yes, then the rule of imputation set forth in Colo. RPC 1.10(a) applies, and all of the clients (and conflicts) of the lawyer or firm employing the temporary lawyer are deemed to be the temporary lawyer's clients (and conflicts), and vice versa.  If the temporary lawyer is not associated in a firm under Colo. RPC 1.10(a), then the firm's other present or former clients for whom the temporary lawyer has not performed work are not deemed to be present or former clients of the temporary lawyer, and conflicts are not imputed one to the other.

Colorado LEO 105 (5/22/99).

The Colorado Bar agreed with ABA LEO 356's approach, which focused on the temp lawyer's access to the hiring law firms' other clients.

This Committee concurs with the ABA opinion's "functional analysis." . . .  The Committee agrees with the ABA opinion that the temporary lawyer's access to information regarding the firm's other clients is the key factor in determining whether the temporary lawyer is associated with the firm under Colo. RPC 1.10(a).

Temporary lawyer and firms that wish to avoid imputation of conflicts, and minimize the risk of disqualification, should screen temporary lawyers from all information relating to other firm clients for whom the temporary lawyer is not working.  In particular, the temporary lawyer should not have access to the firm's files for other clients, should not have access to the firm's computer network unless documents related to other clients are password‑protected, and should not be exposed to meetings, discussions or other communications where matters or other clients are discussed.  To position themselves to defend claims of imputed disqualification, temporary lawyers and firms should maintain accurate records of all clients for whom the temporary lawyer has performed work, and of the measures taken to ensure that the temporary lawyer has not had access to information relating to other clients of the firm.

Id.

The Colorado Bar added another factor ABA LEO 356 did not address ‑‑ the hiring law firm's characterization of the temp lawyer in marketing and other "holding out" contexts.

Beyond the question of access to information regarding other clients of the firm, this Committee believes that the manner in which the temporary lawyer is presented to and perceived by clients, courts and third‑parties is another important factor in determining whether the temporary lawyer is associated with the firm under Colo. RPC 1.10(a).  Specifically, if a temporary lawyer is expressly or implicitly identified as "an associate" or "employee" of the firm ‑‑ whether in correspondence to the client or third‑parties, in pleadings, during depositions or hearings, or otherwise ‑‑ that designation will tend to indicate that the temporary lawyer is associated with the firm, even if the firm has adequately screened the temporary lawyer from information regarding its other clients. . . .  By contrast, where the firm discloses that the temporary lawyer is an independent contractor working for the firm on a limited basis, that disclosure will further help avoid imputation.

Id. (footnote omitted).

In 2012, another bar took the same approach.

· Virginia LEO 1866 (7/26/12) (a lawyer will not be deemed "associated" with the firm for imputation or conflicts purposes "if the lawyer's access to information is restricted solely to those matters on which he or she is working on a temporary or occasional basis.").

In contrast, at least one bar's legal ethics opinion applied the standard imputed disqualification rules to temporary lawyers.

· Georgia LEO 05-9 (4/13/06) (analyzing a lawyer's retention of a temporary lawyer; "One of the most difficult issues involving conflict of interest in the employment of temporary lawyers is imputed disqualification issues.  In other words, when would the firm or legal department be vicariously disqualified due to conflict of interest with respect to the temporary lawyer?  Since a temporary attorney is considered to be an associate of the particular firm or corporate law department for which he or she is temporarily working, the normal rules governing imputed disqualification apply." (emphasis added); "If a temporary attorney is directly supervised by an attorney in a law firm, that arrangement is analogous to fee splitting with an associate in a law firm, which is allowed by Rule 1.5(e).  Thus, in that situation there is no requirement of consent by the client regarding the fee.  Nevertheless, the ethically proper and prudent course is to seek consent of a client under all circumstances in which the temporary lawyer's assistance will be a material component of the representation.  The fee division with a temporary attorney is also allowed even if there is no direct supervision if three criteria are met:  (1) the fee is in proportion to the services performed by each lawyer; (2) the client is advised of the fee splitting situation and consents; and (3) the total fee is reasonable."; "In that the agency providing the temporary lawyer is not authorized to practice law, any sharing of fees with such an agency would be in violation of Rule 5.4(a).  Therefore, while it is perfectly permissible to compensate an agency for providing a temporary lawyer, such compensation must not be based on a portion of client fees collected by the firm or the temporary lawyer."; "[E]mployment as a temporary lawyer and use of temporary lawyers are proper when adequate measures, consistent with the guidance offered in this opinion, are employed by the temporary lawyer and the employing firm or corporate law department.  These measures respond to the unique problems created by the use of temporary lawyers, including conflicts of interest, imputed disqualification, confidentiality, fee arrangements, use of placement agencies, and client participation.  Generally, firms employing temporary lawyers should:  (1) carefully evaluate each proposed employment for conflicting interests and potentially conflicting interests; (2) if conflicting or potentially conflicting interests exist, then determine if imputed disqualification rules will impute the conflict to the firm; (3) screen each temporary lawyer from all information relating to clients for which a temporary lawyer does not work, to the extent practicable; (4) make sure the client is fully informed as to all matters relating to the temporary lawyer's representation; and (5) maintain complete records on all matters upon which each temporary lawyer works.").
Even if a temp lawyer works on only one project, his or her intimate involvement with other law firm lawyers and access to the firm's network and client confidences could mean that the temp lawyer is "associated" with the firm for imputation purposes.

A temp lawyer's work (especially off-site) and lack of access to the firm's computer network and client confidences normally means that such a temp lawyer normally will not be construed to be "associated" with the firm.  However, the firm presumably would have to assure that such a temp lawyer does not gain client confidences in some other way ‑‑ such as chatting with supervising lawyers about their work for other clients, receiving internal client newsletters, attending client lunches at which lawyers discuss other clients, etc.

B 11/14

Outsourcing

For domestic outsourcing, it makes sense to apply the same standards for imputed disqualification as most bars follow in the case of temp lawyers.  That standard looks at whether a temp lawyer is "associated" with the firm ‑‑ which in turn depends on whether the temp lawyer has general access to the firm's other clients' confidential information.

In 2012, a court applied this standard ‑‑ declining to impute to an entire law firm the individual disqualification of a lawyer working out of her home on specific matters for a law firm.

· Brown v. Fla. Dep't of Highway Safety & Motor Vehicles, Case No. 4:09‑cv‑171‑RS‑CAS, 2012 U.S. Dist. LEXIS 145159, at *3-4, *6-7, *7-8, *7-9, *9 (N.D. Fla. Oct. 5, 2012) (because a lawyer's individual disqualification is only imputed to a law firm if the lawyer is "associated" with the law firm, individual disqualification of a lawyer working for the law firm in an outsourcing arrangement is not imputed to the whole firm; explaining the factual context; "Ms. Moore left employment at the OAG to work at Sniffen & Spellman, P.A.  For personal and family reasons, Ms. Moore resigned her associate position with the Sniffen firm and went to work instead for the firm of Marie A. Mattox, P.A.  The relationship was not a typical associate relationship.  Ms. Moore was to work from home preparing summary‑judgment responses on specific cases as assigned.  There was some prospect that in the future Ms. Moore might also draft complaints.  Ms. Moore was to be paid a set hourly rate without the health and retirement benefits available to attorneys employed at the firm's offices.  The firm and Ms. Moore did not address how long the relationship would last and did not define the relationship with precision.  This was a relationship of indefinite duration, terminable at will by either side, with no exception that Ms. Moore would ever have client contact or responsibility for cases beyond drafting papers for review by another attorney.  There was no expectation that Ms. Moore would advance to a different or higher position with the firm."; "Under the plain language of Rule 4‑1.10(b), the Mattox firm is disqualified if Ms. Moore became 'associated' with the firm.  The meaning of 'associated' is not completely clear.  But one thing is clear:  not every lawyer who is paid by a law firm to do work of a legal nature is 'associated' with the firm.  Thus, for example, a firm can outsource research or other support services so long as the firm complies with any applicable requirements on billing and on disclosures to the client. . . .  An attorney to whom work is outsourced -- for example, an attorney who contracts to do research or draft pleadings from the attorney's own premises on the attorney's own schedule -- ordinarily is not an associate."; "Determining whether an attorney is associated or unassociated requires an analysis of all the circumstances.  No one factor is determinative in every case.  Here Ms. Moore works only from home, does only work for review by another attorney of a kind that can properly be outsourced, has no client contact or expectation of advancement, and does not receive the health and retirement benefits the firm makes available to associates.  Ms. Moore works only for the Mattox firm -- it can provide as much work as she currently wishes to do so -- but Ms. Moore is free to do contract work for others as well, if at any time she chooses to do so.  In substance, this is an outsourcing relationship.  The Rule 4‑1.10 imputed‑disqualification provision does not apply."; "In reaching this conclusion, I have not overlooked two additional considerations.  First, some superficial indicia cut the other way.  Ms. Moore obtained a Mattox‑firm email address, called herself an associate and used the firm's physical address when she updated her Florida Bar filing, and received a first paycheck that treated her as an employee, not as an independent contractor."; "Second, Defendant's lay representation are concerned that Ms. Moore sat in on confidential discussions and now has a relationship with the plaintiff's law firm.  The concern is understandable.  But Ms. Moore has an obligation to maintain the defendant's confidences.  For all that appears in this record, Ms. Moore has complied with her obligation and will continue to do so.  This order mandates it.").

In another domestic outsourcing situations, a court declined to disqualify a vendor working for both sides of a case.

· Victor Li, Judge Refuses to Disqualify Electronic Data Discovery Vendor for Playing Both Sides, Law Tech. News, July 16, 2013 ("Kaleida Health isn't taking a May decision by United States Magistrate Judge Leslie Foschio (Western District, New York) lying down. Foschio refused to disqualify e-discovery vendor D4 Discovery."; "On Friday, Kaleida, the largest non-profit health care provider in Western New York, filed papers with the United States District Court in Buffalo reaffirming its stance that Foschio erred and D4 should have been disqualified.  Kaleida had originally hired D4 in 2010 after Kaleida was sued by a group of employees in a wage-and-hour class action alleging that they were owed regular and overtime wages.  According to Foschio's opinion, Kaleida did not retain D4 for its e-discovery consulting services.  Instead, Kaleida's attorneys at Nixon Peabody had decided to use predictive coding to go through its gigantic cache of 300,000 to 400,000 emails, and had hired D4 to provide scanning and coding services.  In 2011, D4 entered into a contract to provide e-discovery consulting services to the plaintiffs.  Despite D4's representation that its consultants had not been involved in the project for Nixon Peabody, Kaleida and Nixon Peabody objected."; "According to Foschio, there was no conflict of interest because D4's involvement with Kaleida was limited to scanning and coding documents and that Kaleida failed to show that D4 had access to any confidential information.  Foschio drew a distinction between D4's duties to Kaleida, which he called 'a routine clerical function' and similar to photocopying documents, and the consulting services D4 provided to the plaintiffs, which Foschio described as 'requiring expert knowledge or skills.'  Foschio held that D4 had not provided expert services to Kaleida, merely routine clerical work.  As such, Foschio ruled that there was no conflict of interest when its consultants signed up to provide expert services to the plaintiffs."; "Foschio also found that Nixon Peabody's exposure to D4 was extremely limited.  D4 had only been hired to code objective information into assigned fields and was not asked to identify substantive case issues or make subjective decisions about the documents.  Foschio also noted that D4's was even more minimal since it had actually subcontracted its work for Kaleida to Infovision 21, Law 360's interface in Ohio.  Additionally, Foschio pointed out that Nixon Peabody had utilized other companies, such as the Ricoh Company and Pangea 3 to provide other e-discovery services, as well as its own in-house e-discovery services."; "E-discovery consultant George Socha told Law Technology News that it is extremely rare to see an e-discovery vendor on both sides of the same case. Socha says that the Electronic Discovery Reference Model Code of Conduct, which he helped draft, encourages vendors to avoid these types of situations.  'It's never been my view that that's appropriate,' says Socha.  'If you are working for me on a matter as a e-discovery provider, what I'm looking for from your is your advice and counsel.  That means you're on my team.'").

Both of these fact-intensive analyses presumably would apply to overseas outsourcing as well ‑‑ with the almost inevitable result that the overseas outsourcing arrangement involves a much more tenuous relationship with the hiring law firm.

Surprisingly, the several ethics opinions dealing with outsourcing do not extensively address conflicts of interest.  All of them address the lawyer's duty of diligence in selecting the service provider, obligation to assure that the service provider provides confidentiality, and (with differing results) the lawyer's possible duty to disclose to the client that the lawyer has engaged in offshore outsourcing.  However, the ethics opinions do not address a basic question ‑‑ does a lawyer arranging for offshore outsourcing have to confirm that the service provider is not simultaneously (1) working for the other side on the same matter, or (2) not working for one of the lawyer's client's other adversaries in an unrelated matter.

New York City LEO 2006-3 (8/2006) contained the following discussion under the heading "The Duty to Check Conflicts when Outsourcing Overseas."

DR 5‑105(E) requires a law firm to maintain contemporaneous records of prior engagements and to have a system for checking proposed engagements against current and prior engagements.  N.Y. State Opinion 720 (1999) concluded that a law firm must add information to its conflicts‑checking system about the prior engagements of lawyers who join the firm.  In N.Y. State Opinion 774 (2004), that Committee subsequently concluded that this same obligation does not apply when non‑lawyers join a firm, but noted that there are circumstances under which it is nonetheless advisable for a law firm to check conflicts when hiring a non‑lawyer, such as when the non‑lawyer may be expected to have learned confidences or secrets of a client's adversary.

As a threshold matter, the outsourcing New York lawyer should ask the intermediary, which employs or engages the overseas non‑lawyer, about its conflict‑checking procedures and about how it tracks work performed for other clients.  The outsourcing New York lawyer should also ordinarily ask both the intermediary and the non‑lawyer performing the legal support whether either is performing, or has performed, services for any parties adverse to the lawyer's client.  The outsourcing New York lawyer should pursue further inquiry as required, while also reminding both the intermediary and the non‑lawyer, preferably in writing, of the need for them to safeguard the confidences and secrets of their other current and former clients.
New York City LEO 2006‑3 (8/2006) (emphasis added).

Unfortunately, the legal ethics opinion did not explain what the lawyer should do with the information once the lawyer has obtained it.

It seems very unlikely that lawyers working for an overseas service provider would be considered "associated" with the law firm that hired them.  When applied to temp lawyers, that status normally requires that the temporary lawyer have access to other law firm clients' confidences.  ABA Model Rule 1.10(a); ABA LEO 356 (12/16/88).

Treating the lawyers working overseas as temp lawyers, it would seem that the lawyers would not be "associated" with the law firm that arranged for their involvement.

In contrast, to the extent that an overseas service provider is considered a "law firm" ‑‑ rather than a collection of temp lawyers ‑‑ for conflicts analysis, any individual lawyer's disqualification might be imputed to the entire operation overseas.  That would prevent the service provider from assisting both sides of the same case.

Of course, every bar recognizes that a temporary lawyer's own involvement in a matter might result in the temp lawyer's acquisition of client confidences ‑‑ resulting in his or her individual disqualification.  That would prevent the same overseas lawyer from working on both sides of the same case.  However, it would seem that the overseas service provider could establish a screen between two groups of lawyers working on opposite sides of the same case.  However, such a tactic could would create an enormous risk, because a court or bar might find it almost inevitable that such an internal screen would not be effective (especially with no daily oversight from the lawyers in the United States handling the matter).
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Imputation When Hiring Non-Lawyers

Although the imputed disqualification rules governing lateral lawyer hires can be complicated, hiring non-lawyers can involve even more subtle issues ‑‑ many of which are unfortunately addressed only in legal ethics opinions rather than black letter rules or in comments.
The authorities (such as the ABA Model Rules) generally reflect a counterintuitive approach to the "Typhoid Mary" effect of hiring non-lawyers with material confidential information that the hiring firm could use against its adversaries.

At first blush, one would think that firms would face greater risks when hiring non-lawyers than when hiring lawyers.  After all, non-lawyers at law firms clearly have as much (if not more) material confidential information about clients than lawyers possess.  Perhaps more importantly non-lawyers (1) might not understand the remarkably stringent rules prohibiting disclosure of such information to anyone outside the law firm where they were working at the time they acquired the information, and (2) do not risk losing their ability to work if they violate such stringent rules (although they might face civil or even criminal sanctions, they do not risk loss of a bar license and their livelihood).  Thus, the factors would seem to weigh in favor of a greater application of the "Typhoid Mary" imputation effect when hiring non-lawyers.

ABA Model Rules and Restatement

However, the ABA Model Rules take exactly the opposite approach.

A comment to the ABA Model Rules explicitly indicates that a non-lawyer's individual disqualification is not imputed to the entire law firm.

The [automatic imputed disqualification] rule in paragraph (a) also does not prohibit representation by others in the law firm where the person prohibited from involvement in a matter is a non-lawyer, such as a paralegal or legal secretary.  Nor does paragraph (a) prohibit representation if the lawyer is prohibited from acting because of events before the person became a lawyer, for example, work that the person did as a law student.  Such persons, however, ordinarily must be screened from any personal participation in the matter to avoid communication to others in the firm of confidential information that both the non-lawyers and the firm have a legal duty to protect.

ABA Model Rule 1.10 cmt. [4] (emphases added).  The comment's reference to paralegals and legal secretaries makes it clear that this general principle applies even to folks who have as much (if not more) confidential information about clients than lawyers possess.  In other words, this approach does not apply just to mail clerks, accounts receivable folks, etc. ‑‑ who might not possess material client confidences.

Significantly, the ABA comment also does not condition the non-imputation on any type of screening.  Instead, the comment merely indicates that hiring law firms "ordinarily" must screen individually disqualified non-lawyers.

The Restatement takes the same basic approach.  Restatement § 123 describes the general imputation principle as applying only to lawyers.

A comment bluntly states that the imputation principle simply does not apply to non-lawyers.

Non-lawyer employees of a law office owe duties of confidentiality by reason of their employment. . . .  However, their duty of confidentiality is not imputed to others so as to prohibit representation of other clients at a subsequent employer.  Even if the person learned the information in circumstances that would disqualify a lawyer and the person has become a lawyer, the person should not be regarded as a lawyer for purposes of the imputation rules of this Section.

Restatement (Third) of Law Governing Lawyers § 123 cmt. f (2000) (emphasis added).

A Reporter's Note applies this approach to law firm subsidiaries' non-lawyer employees, but also warning that one might expect challenges to its logic.

One would expect a less sharp line to be drawn between lawyers and non-lawyers for purposes of imputed prohibition if the law firm in question has one or more non-law-firm subsidiaries as part of its overall organizations.  Because of the significant incentive to make improper use of the information, one would expect to see efforts to disqualify law firms, for example, if their affiliated consulting organization earlier acquired confidential information from the current opponent in litigation.  Pending such development of the law, however, the legal rule is as described.

The Restatement (Third) of Law Governing Lawyers § 123 reporter's note cmt. f (2000).

A comment next provides a lengthy explanation of this difference.

Some risk is involved in a rule that does not impute confidential information known by non-lawyers to lawyers in the firm.  For example, law students might work in several law offices during their law-school careers and thereby learn client information at Firm A that could be used improperly by Firm B.  Experienced legal secretaries and paralegal personnel similarly often understand the significance and value of confidential material with which they work.  Incentives exist in many such cases for improper disclosure or use of the information in the new employment.  

On the other hand, non-lawyers ordinarily understand less about the legal significance of information they learn in a law firm than lawyers do, and they are often not in a position to articulate to a new employer the nature of the information gained in the previous employment.  If strict imputation were applied, employers could protect themselves against unanticipated disqualification risks only by refusing to hire experienced people.  Further, non-lawyers have an  independent duty as agents to protect confidential information, and firms have a duty to take steps designed to assure that the non-lawyers do so. . . .  Adequate protection can be given to clients, consistent with the interest in job mobility for non-lawyers, by prohibiting the non-lawyer from using or disclosing the confidential information . . . but not extending the prohibition on representation to lawyers in the new firm or organization.  If a non-lawyer employee in fact conveys confidential information learned about a client in one firm to lawyers in another, a prohibition on representation by the second firm would be warranted.

Id. (emphasis added).

This analysis does not make much sense.  Many non-lawyers possess just as much protected client information as lawyers.  And they are not as likely to understand the critical importance of confidentiality.  Perhaps even more importantly, they do not risk losing their professional license if they violate their confidentiality duty.

State Approaches

Unfortunately for anyone seeking certainty in the hiring process, states have taken widely varying approaches to lawyers' risks when hiring non-lawyers.

Some courts hold that paralegals are subject to the same rules governing imputed disqualification as are lawyers.  In jurisdictions that do not recognize screening devices as adequate protection against a lawyer's potential conflict in a new law firm, neither a 'cone of silence' nor any other screening device will be recognized as a proper or effective remedy where a paralegal who has switched firms possesses material and confidential information.

ABA Model Guidelines for Paralegals, cmt. to Guideline 7.  And to make matters more complicated and difficult to assess, states' guidance normally appears in legal ethics opinions rather than in ethics rules.

Interestingly, no state seems to follow the ABA Model Rules or Restatement approach, which suggests but does not require hiring firms to screen non-lawyers with material confidential information ‑‑ or else risk disqualification based on their imputed disqualification to the firm.

Instead, most states focus on one or both of two factors ‑‑ (1) non-lawyers' acquisition of material protected client information while working at the old firm (with presumptions about whether that has occurred or not), and (2) lateral non-lawyer hires' disclosure of material protected client information to his or her new colleagues at the hiring law firm (including various presumptions that such disclosure has occurred or not).  The ABA Model Guidelines for Paralegals addresses these two settings.

Disqualification is mandatory where the paralegal gained information relating to the representation of an adverse party while employed at another law firm and has revealed it to lawyers in the new law firm, where screening of the paralegal would be ineffective, or where the paralegal would be required to work on the other side of the same or substantially related matter on which the paralegal had worked while employed at another firm.  When a paralegal moves to an opposing firm during ongoing litigation, courts have held that a rebuttable presumption exists that the paralegal will share client confidences.

ABA Model Guidelines for Paralegals, cmt. to Guideline 7.

Despite this uncertainty, the stakes can be high.

In one interesting case (reported in a newspaper but not in any case law), a large law firm threatened to disqualify another firm that was planning to hire one of its paralegals.

· Nathan Carlile, Holland & Knight Sued for Tortious Interference, Legal Times, Jan. 4, 2008 (reporting that a paralegal who had committed to leave Holland & Knight and join Hughes, Hubbard & Reed had filed a lawsuit against her former firm Holland & Knight after Hughes Hubbard withdrew its employment offer after Holland & Knight had raised the possibility of a conflict caused by her move; explaining that Hughes Hubbard was representing a plaintiff in a lawsuit against a Spanish government involved in an oil spill off the Spanish coast, and that the paralegal had billed approximately 15 hours while at Holland & Knight working for its client (Spain) in that litigation; quoting the paralegal as arguing that she "did not participate in legal strategy, had no direct contact or communications with the client, and had no involvement with the preparation of court filings, case chronologies or deposition outlines"; also quoting Holland & Knight as arguing that the paralegal "worked on a matter in which both firms were engaged as counsel," and that "because of knowledge she gained there was the possibility of a breach in client confidentiality"; also noting that a Holland & Knight partner told a Hughes Hubbard lawyer during a deposition in the case that Holland might try to disqualify Hughes Hubbard if the paralegal began working there).

It is worth addressing some of these various state permutations ‑‑ in order of increasing risk for the hiring law firm.

First, some states permit self-help screening of non-lawyer lateral hires despite prohibiting such self-help screening in the case of lawyer lateral hires.

· Texas Rule 1.06 cmt [19] ("A law firm is not prohibited from representing a client under paragraph (f) merely because a non-lawyer employee of the firm, such as a paralegal or legal secretary, has a conflict of interest arising from prior employment or some other source.  Nor is a firm prohibited from representing a client merely because a lawyer of the firm has a conflict of interest arising from events that occurred before the person became a lawyer, such as work that the person did as a law clerk or intern.  But the firm must ordinarily screen the person with the conflict from any personal participation in the matter to prevent the person's communicating to others in the firm confidential information that the person and the firm have a legal duty to protect.  See Rule 5.03; see also MODEL RULES PROF'L CONDUCT r. 1.10 cmt. 4 (AM. BAR. ASS'N 1983); RESTATEMENT (THIRD) OF THE LAW GOVERNING LAWYERS § 123 cmt. f (AM. LAW INST. 2000).").

· USA Recycling Inc. v. Baldwin Endico Realty, No. 305816-2013, slip op. at 2-3, 12, 13, 15, 15-16 (N.Y. Sup. Ct. July 2, 2015) (disqualifying a lawyer based on his hiring of a paralegal who had previously worked for the adversary; "This motion was brought on by [an] order to show cause by Baldwin on November 3, 2014 seeking a stay of this proceeding, including a stay of the stipulation of settlement, and consolidation of this proceeding with three other proceedings pending in the Supreme Courts of Bronx County and Westchester County.  Defendants also seek disqualification of the plaintiff's counsel Rocco F. D'Agostino Esq. upon the grounds that he had access to confidential information from a newly-hired paralegal, one James Monteleon, who had formerly been employed by, or concerned in the affairs of, attorneys representing Baldwin, its principals, and related entities controlled by the late Michael Endico. Defendant contends that Mr. Monteleon's familiarity with the affairs of the late Mr. Endico, and his attorneys, was subject to being improperly utilized in Mr. D'Agostino's prosecution and settlement of this action."; "Where the employer firm takes appropriate measures to isolate the new employee from the case in issue, disqualification will not lie.  For example, the retention of a legal secretary/paralegal by plaintiff's counsel, who had worked on 'scores' of cases while employed by the defendant's firm including the case at bar, did not provide grounds for disqualification where plaintiff's counsel demonstrated that it did a satisfactory job of ensuring that its employee was and continued to be isolated from the former employer's case."; "A law firm which hires a secretary, paralegal or other non-lawyer employee who has previously worked at another firm must adequately supervise the non-lawyer not to disclose protected information obtained at the former law firm.  This supervision may include instructing the non-lawyer not to disclose protected information or not to exploit such information.  It is advisable that the firm conduct an inquiry, or comprehensive conflict check based on the non-lawyer's prior employment."; "There is simply no excuse for the failure of Mr. D'Agostino to make inquiry of his new employee and ascertain whether he should be shielded from participation in this suit, or whether, in the alternative, the consent of his adversary could be obtained to Mr. Monteleon's participation."; "The Court finds that Mr. Monteleon's extensive and unusual involvement in the affairs of the defendants, and his employment by attorneys representing the defendants, their corporations, and Mr. Endico's Estate necessitates disqualification.  Although the distinction between a law school graduate awaiting admission and an attorney admitted to practice is not without significance, under the unusual circumstances of this case, given the extraordinary nature and extent of Mr. Monteleon's involvement, the impact on the defendant's expectation of confidentiality is real and substantial.  Due to this appearance of impropriety, the disqualification of Mr. D'Agostino as the counsel for plaintiff USA Recycling Inc. is mandated."  (emphases added)).

· Texas LEO 650 (05/2015) (analyzing the following situation:  "Firm A is a law firm representing the plaintiff, and Firm B is a law firm representing the defendant in a lawsuit.  While the lawsuit is pending, Firm A hires a marketing assistant who had been previously employed as a marketing assistant at Firm B.  Firm A seeks to determine whether it must withdraw from representing the plaintiff in the lawsuit, and if not, whether it must utilize screening procedures to prevent the new employee from being involved in the representation of the plaintiff and from sharing confidential information concerning the defendant with anyone in Firm A."; "Under the Texas Disciplinary Rules of Professional Conduct, a law firm representing a party in a lawsuit that hires an employee who is not a lawyer, paralegal or secretary but who was previously employed by the law firm that represents the opposing party in the lawsuit may in some circumstances be required to withdraw from the representation.  The hiring law firm will be required to withdraw from the representation if the employee in question had in the prior employment worked on the lawsuit or otherwise had access to information concerning the prior employer’s representation of the opposing party in the lawsuit and the hiring law firm fails to take effective steps, which normally would include screening the newly hired employee, to prevent the employee from disclosing or using in the hiring law firm confidential information related to the lawsuit.  In all other circumstances, the hiring law firm will not be required to withdraw from the representation unless, regardless of the hiring law firm’s attempts to prevent improper disclosure or use of any confidential information relating to the lawsuit acquired by the employee in the prior law firm, the employee actually discloses or uses such confidential information in the hiring law firm.  Because issues of disqualification are determined by the courts based on standards that are not necessarily identical with the requirements of the Texas Disciplinary Rules of Professional Conduct, in some circumstances a law firm may be held to be disqualified from a representation even if there has been full compliance by the law firm with the requirements of the Texas Disciplinary Rules concerning successive employment of non-lawyer employees.").

· Ullman v. Denco, Inc., Case No. 2:14-cv-843 SMV/GBW, 2015 U.S. Dist. LEXIS 179860, at *17-18, *19, *19-21, *22 (D.N.M. Apr. 22, 2015) (disqualifying a law firm which hired a paralegal who had worked on the other side of the case the law firm was handling; acknowledging that non-lawyers can be screened to avoid imputations of their individual disqualification, but finding that the hiring law firm did not impose timely and effective screens; "Certain relevant factors have been identified by other courts to determine the effectiveness of a screen, including:  '(1) the substantiality of the relationship between the former and current matters, (2) the time elapsed between the matters, (3) the size of the firm, (4) the number of individuals presumed to have confidential information, (5) the nature of their involvement in the former matters, (6) the timing and features of any measures taken to reduce the danger of disclosure, and (7) whether the old firm and the new firm represent adverse parties in the same proceedings, rather than in different proceeding because inadvertent disclosure by the non-lawyer employee is more likely in the former situation.' [Liebowitz v. Eighth Judicial Dist. Court, 78 P.3d 515, 521 (Nev. 2003)].";  "The first factor weighs heavily against a finding of effectiveness.  The matter on which HMM [Holt Mynatt Martinez] (with Gonzales as their screened employee) seeks to represent Defendants is the same matter on which Gonzales worked while with Plaintiffsʹ counsel.  Similarly, the second factor weighs heavily against effectiveness.  No time has elapsed between the matters because they are identical.  In fact, less than a week transpired between the end of Gonzales’ employment with Plaintiffs’ counsel and her first day with HMM.  The third factor also weighs against a finding of effectiveness.  HMM is a relatively small firm comprised of nine attorneys, three of which are in a 'senior' status. . . .  Three of the non-senior attorneys have entered their appearance in the instant case.  Moreover, all attorneys and support staff for HMM work in the same building. . . .  HMM’s small size is highlighted by the fact that it needed Gonzales to start as soon as possible rather than being able to wait just over three weeks until after the scheduled mediation."; "The fourth factor weighs in favor of an effectiveness finding.  Only one person -- Gonzales -- possesses the confidential information and needs to be screened.  The fifth factor weighs strongly against an effectiveness finding.  It is undisputed that Gonzales was heavily involved in the matter, both quantitatively and qualitatively, when she was employed by Plaintiffsʹ counsel.  She worked extensively on the case, was involved in interviews of Plaintiffs, participated in litigation and settlement strategy meetings with Furth [plaintiff's lead lawyer], and knows Plaintiffs' 'bottom line' settlement numbers.  The sixth factor is evenly balanced.  The proposed screening rules are comprehensive.  Indeed they mirror and, sometimes exceed, screens approved in other cases. . . .  On the other hand, the confidential information possessed by Gonzales is particularly sensitive and susceptible to disclosure given how easily and quickly it could be revealed.  Moreover, the Court notes the gap, albeit short, between the implementation of the screening procedures and HMMʹs contact with Gonzales.  The seventh factor weighs heavily against a finding of effectiveness.  Plaintiffs’ counsel and HMM represent adverse parties in the same proceeding, rather than in different proceedings, making inadvertent disclosure by Gonzales significantly more likely." (footnote omitted); "Considering the factors as a whole, and the balance of interests the factors represent, I conclude that Defendants have failed to meet the burden of proving that the screen will be effective."  (emphases added)).

· In re Johnston, 872 N.W.2d 300, 302, 303 (N.D. 2015) (reprimanding a lawyer for hiring a paralegal from an opposing law firm but not screening him; "In January 2011, the Johnston Law Office hired Chrzanowski as a paralegal.  Johnston made no effort to screen Chrzanowski from the West [Johnston's client] matter, despite his prior work on the Hansons' [Farroh's client] behalf as attorney Farroh's paralegal.  Rather, Chrzanowski worked directly on West's case against Hanson, serving as a primary contact with West, meeting and exchanging emails with West, discussing litigation strategy, and drafting pleadings that were subsequently signed by Johnston."; "The hearing panel found Johnston violated N.D.R. Prof. Conduct 5.3(a), (b), and (c) by failing to adequately supervise paralegal Chrzanowski when Johnston failed to screen Chrzanowski from Johnston's litigation on behalf of West involving the same or a substantially related matter in violation of N.D.R. Prof. Conduct 1.7(a) and (c), and 1.9; and when Johnston purportedly held Chrzanowski out as a lawyer and turned West's legal matter over to Chrzanowski in violation of N.D.R. Prof. Conduct 5.5(a) and (d).  The hearing panel also found Johnston violated N.D.R. Prof. Conduct 1.5(a) by charging an unreasonable fee in the unsuccessful attempt to recover the client's investment from an insolvent individual.  Johnston objected and raises three main issues to this Court in response to the Board's recommendations.").

· Hodge v. Urfa-Sexton, LP, 758 S.E.2d 314, 317, 319, 321-22, 322, 323 (Ga. 2014) (holding that a law firm hiring a non-lawyer can avoid disqualification by screening the non-lawyer, but remanding for determination whether the law firm followed the proper procedures; "We granted certiorari in this case to determine whether the Court of Appeals correctly held that a conflict of interest involving a non-lawyer can be remedied by implementing proper screening measures in order to avoid disqualification of the entire law firm.  For the reasons set forth below, we hold that a non-lawyer's conflict of interest can be remedied by implementing proper screening measures so as to avoid disqualification of an entire law firm.  In this particular case, we find that the screening measures implemented by the non-lawyer's new law firm were effective and appropriate to protect against the non-lawyer's disclosure of confidential information.  However, we remand this case to the trial court for a hearing to determine whether the new law firm promptly disclosed the conflict." (emphasis added) (footnote omitted); "There is a split of authority among the courts on this issue.  The minority approach, which is what Hodge argues we should apply here, is to treat non-lawyers the same way we treat lawyers.  Under this approach, when a non-lawyer moves to another firm to work for opposing counsel, the non-lawyer's conflict of interest is imputed to the rest of the firm, thereby disqualifying opposing counsel. . . .  URFA-Sexton argues that we should adopt the majority approach and treat non-lawyers differently from lawyers.  Under this approach, rather than automatic imputation and disqualification of the new firm, lawyers hiring the non-lawyer can implement screening measures to protect any client confidences that the non-lawyer gained from prior employment. . . .  After reviewing both approaches, we join today with 'the majority of professional legal ethics commentators, ethics tribunals, and courts[, which] have concluded that non-lawyer screening is a permissible method to protect confidences held by non-lawyer employees who change employment.'" (emphasis added) (citation omitted); "Accordingly, as a matter of first impression, we set forth the following guidance for disqualification of a law firm based on a non-lawyer's conflict of interest.  Once the new firm knows of the non-lawyer's conflict of interest, the new firm must give prompt written notice to any affected adversarial party or their counsel, stating the conflict and the screening measures utilized. . . .  The adversarial party may give written consent to the new firm's continued representation of its client with screening measures in place." (emphasis added); "Absent written consent, the adversarial party may move to disqualify the new firm.  The adversarial party must show that the non-lawyer actually worked on a same or substantially related matter involving the adversarial party while the non-lawyer was employed at the former firm.  If the moving party can show this, it will be presumed that the non-lawyer learned confidential information about the matter. . . .  This prevents the non-lawyer from having to disclose the very information that should be protected." (footnote omitted); "Once this showing has been made, a rebuttable presumption arises that the non-lawyer has used or disclosed, or will use or disclose, the confidential information to the new firm. . . .  The new firm may rebut this by showing that it has properly taken effective screening measures to protect against the non-lawyer's disclosure of the former client's confidential information. . . .  If the new firm can sufficiently rebut the presumption and show that it promptly gave written notice of the non-lawyer's conflict, then disqualification is not required." (emphasis added); "The firm administrator immediately implemented and confirmed electronic screening measures with Bussey, including taking steps to restrict Bussey's access to any information about the Williams case, implementing security measures to prevent Bussey from accessing any computerized information maintained by Insley & Race regarding the Williams case, and testing the security measures he implemented to ensure their success.  Since October 5, Bussey has been unable to access the case management system used by Insley & Race for the Williams matter, including any calendar events, contact information, documents, and billing information for the Williams case.  Additionally, the physical file was removed from the general file room and securely placed in the office of an associate.").

· In re Guar. Ins. Servs., Inc., 343 S.W.3d 130, 134 (Tex. 2011) (reversing disqualification of a law firm based on its hiring of a paralegal, and failure to properly screen the paralegal; explaining the Texas approach:  "If the lawyer works on a matter, there is an irrebuttable presumption that the lawyer obtained confidential information during the representation. . . .  When the lawyer moves to another firm and the second firm represents an opposing party to the lawyer's former client, a second irrebuttable presumption arises ‑‑ that the lawyer has shared the client's confidences with members of the second firm. . . .  The effect of this second presumption is the mandatory disqualification of the second firm."; "But the rule is different for non-lawyers.  A non-lawyer who worked on a matter at a prior firm is also subject to a conclusive presumption that confidences were obtained. . . .  However, the second presumption [‑‑] that confidences were shared with members of the second firm [‑‑] may be rebutted where non-lawyers are concerned." (emphasis added; emphasis in original indicated by italics); explaining that the law firm did not properly screen the paralegal at first, but took remedial steps on finding the issue; explaining that the firm overcame the presumption that the paralegal had shared confidences with the new firm).

· Mississippi LEO 258 (12/1/11) (allowing screening of a paralegal hiree to avoid imputed disqualification; "The Ethics Committee of the Mississippi Bar has been asked to render an opinion on the following question:  A paralegal worked for approximately six years at Firm 1.  Corporation A was one of numerous Defendants in a lawsuit in which Firm 1 represented Corporation A as local counsel.  The paralegal's involvement in the lawsuit was minimal with the total time spent being approximately fifteen (15) hours and consisting primarily of filing documents with the Court for Corporation A's national counsel.  The paralegal never met with representatives of Corporation A.  Corporation A settled the lawsuit with the Plaintiff approximately two years ago.  Firm 2 and other firms represent the Plaintiff in the lawsuit against the remaining Defendants.  The paralegal has now joined Firm 2.  Under the Mississippi Rules of Professional Conduct, does the paralegal's employment at Firm 2, wherein she would assist counsel for the Plaintiff in the lawsuit against the remaining Defendants, constitute an ethical violation due to her involvement with Firm 1, who defended Corporation A in the same lawsuit."; "It is the opinion of the Ethics Committee that disqualification of a paralegal is not imputed to the firm so long as the non‑lawyer is screened to protect confidential information.  The screening process of a non‑lawyer should involve the supervisory lawyer cautioning the non‑lawyer (1) not to disclose any information relating to the representation of a client of the former employer; and (2) that the employee should not work on any matter in which the employee worked for the prior employer or respecting which the employee has information relating to the representation of the client of the former employer.  When the new firm becomes aware of such matters, the employing firm must also take reasonable steps to ensure that the employee takes no action and does no work in relation to matters on which the non‑lawyer worked in the prior employment absent written consent from the prior client." (emphasis added); "Sometimes a firm may be disqualified from representing a client when the firm employs a non‑lawyer who formerly was employed by another firm.  These circumstances are present either (1) where information relating to the representation of an adverse party gained by the non‑lawyer while employed in another firm has been revealed to lawyers or other personnel in the new firm; or (2) where screening would be ineffective or the non‑lawyer necessarily would be required to work on the other side of the same or a substantially related matter on which the non‑lawyer or respecting which the non‑lawyer has gained information relating to the representation of the opponent while in the former employment.").
· In re Columbia Valley Healthcare Sys., L.P., 320 S.W.3d 819, 822, 823, 824, 826, 827, 828, 829 (Tex. 2010) (analyzing the ethics implications of a paralegal joining a law firm representing the opposite side of the paralegal's former firm; ultimately disqualifying the law firm; "In this original mandamus proceeding, we must determine whether a law firm should be disqualified from the underlying suit on the basis of a legal assistant's work on the matter after previously having worked on the same matter while employed by opposing counsel.  We have previously held that a firm can usually avoid disqualification when hiring an assistant who previously worked on a matter for opposing counsel if the firm (1) instructs the assistant not to work on the matter, and (2) takes other reasonable steps to shield the assistant from working in connection with the matter.  In re Am. Home Prods. Corp., 985 S.W.2d 68, 75 (Tex. 1998).  We have not, however, set forth the types of 'other reasonable steps' that are required, nor have we addressed whether disqualification is required when an assistant actually works on the matter for the second firm."; "Because the legal assistant's employer did not take effective reasonable steps to shield the assistant from working on the case, and the assistant actually worked on the case at her employer's directive, we hold that disqualification is required and direct the trial court to grant the defendant's motion to disqualify and recuse plaintiffs' counsel."; "Despite the oral instructions from Magallanes, Rodriquez had contact with the Leal file on a few occasions while working at Magallanes & Hinojosa.  According to Rodriquez, her contact consisted of the following:  (1) filing correspondence related to the Leal case; (2) rescheduling a docket control conference; (3) preparing an order and sending correspondence to counsel concerning a docket control conference; (4) calling Gault's legal assistant regarding the docket control conference; (5) calendaring dates regarding the case on Magallanes' calendar; and (6) making a copy of a birth certificate and social security card in the case at Magallanes' directive on one occasion.  When Magallanes learned that Rodriguez had scheduled the docket control conference, he again orally instructed her not to work on the case, and held a meeting where he informed both Rodriguez and Castro that they would be dismissed if this happened again."; "[U]nlike with attorneys, a non-lawyer is not generally subject to an irrebuttable presumption of having shared confidential information with members of the new firm. . . .  Instead, this second presumption can be overcome, but only by a showing that:  (1) the assistant was instructed not to perform work on any matter on which she worked during her prior employment, or regarding which the assistant has information related to her former employer's representation, and (2) the firm took 'other reasonable steps to ensure that the [assistant] does not work in connection with matters on which the [assistant] worked during the prior employment, absent client consent.'" (emphasis added); "With these principles in mind, we conclude that a simple informal admonition to a non-lawyer employee not to work on a matter on which the employee previously worked for opposing counsel, even if repeated twice and with threat of termination, does not satisfy the 'other reasonable measures' a firm must take to properly shield an employee from the litigation.  Instead, the other reasonable measures must include, at a minimum, formal, institutionalized screening measures that render the possibility of the non-lawyer having contact with the file less likely." (emphasis added); "Despite the screening measures used, if the employee actually works on the case at her employer's directive, as happened here, and the employer reasonably should know about the conflict of interest, then the presumption of shared confidences must become conclusive."; "In summary, when considering a motion to disqualify on the basis of a firm's employment of a non-legal employee who previously worked on the same or a substantially related matter for opposing counsel, the trial court must consider whether the hiring firm has rebutted the presumption of shared confidences.  To rebut this presumption, the hiring firm must demonstrate that (1) the employee was instructed not to work on any matter which she worked on during her prior employment, or regarding which the employee has information related to her former employer's representation, and (2) the firm took other reasonable steps to ensure that the employee does no work in connection with matters on which the employee worked during the prior employment, absent client consent.  These other reasonable steps must include, at a minimum, formal, institutional measures to screen the employee from the case." (emphasis added); "We finally note that these requirements apply only to non-lawyer employees who have access to material information relating to the representation of clients, as well as agents who technically may be independent contractors, such as investigators." (emphasis added); "Magallanes asked Rodriguez to make copies for the Leal case on one occasion.  Making copies is perhaps a simple, clerical matter, yet the message sent not only to Rodriguez but other employees at the firm was that Magallanes & Hinojosa was not serious about guarding against conflicts of interest.").

· Hamilton v. Dowson Holding Co., Civ. No. 2008/02 & 2008/10, 2009 U.S. Dist. LEXIS 57715, at *14-15 (D. V.I. July 2, 2009) ("In this jurisdiction, where a non-lawyer employee has learned the confidences of an adversary, a rebuttable presumption arises that the non-lawyer employee will disclose the confidential information to the new employer. . . .  Once the presumption arises, it must be rebutted by competent evidence that the non-lawyer employee has not shared any confidential evidence with the new firm.").

· Virginia LEO 1832 (5/10/07) (explaining that although not bound by lawyers' ethics rules, law firms' secretaries must maintain the confidentiality of information they learn; warning that a secretary who receives confidential information from a prospective client whom the law firm does not represent (because it wishes to or already does represent the prospective client's adversary) must maintain the confidentiality of that information; explaining that lawyers in that firm can avoid disqualification from representing the adversary if the lawyers screen the secretary from the matters, instruct the secretary "that she cannot reveal to the lawyer any confidential information obtained from Ms. X [the prospective client]," and use another staff person to work on the matter; also noting that the law firm "should send a written communication to Ms. X or her lawyer that these measures have been taken."; ultimately such screens do not prevent imputed disqualification involving an individually disqualified lawyer, but can successfully avoid imputation of a non-lawyer’s individual disqualification; warning that the firm may have to withdraw from representing the adversary if the screen is breached; recommending that "the firm train non-lawyer support staff to minimize confidential information obtained from prospective clients before they can perform the necessary conflicts analysis."
· New York LEO 774 (3/23/04) ("When a law firm hires a secretary, paralegal, or other non-lawyer who has previously worked at another law firm, the law firm must adequately supervise the conduct of the non-lawyer.  Supervisory measures may include i) instructing the non-lawyer not to disclose protected information acquired at the former law firm and ii) instructing lawyers not to exploit such information if proffered.  In some circumstances, it is advisable that the law firm inquire whether the non-lawyer acquired confidential information from the former law firm about a current representation of the new firm or conduct a more comprehensive conflict check based on the non-lawyer's prior work.  The results of such an inquiry will help determine whether the new firm should take further steps, such as seeking the opposing party's consent and/or screening the non-lawyer."; "Occasionally, however, a law firm will conclude that screening the non-lawyer will not adequately protect an opposing party's confidences and secrets.  For example, if the non-lawyer had substantial exposure to relevant confidential information at the old firm and will now be working closely with the lawyers who are handling the opposite side of the same matter, or where the structure and practices of the firm make it difficult to isolate a non-lawyer from confidential conversations or documents pertaining to a given matter, a law firm may be obliged to adopt measures more radical than screening" such as "[o]btaining consent from the opposing law firm's client," "[t]erminating the non-lawyer," or "[w]ithdrawing from the matter in question.  Concluding that ("[w]hen a New York law firm hires a non-lawyer who has previously worked at another law firm, the hiring firm must, as part of its supervisory responsibilities under DR 1‑104(C) and DR 4‑101(D), exercise adequate supervision to ensure that the non-lawyer does not reveal any confidences or secrets that the non-lawyer acquired while working at the other law firm. . . .  If a law firm learns that a non-lawyer did acquire information protected by DR 4‑101(B) that is material to a matter in which the adversary is represented by the non-lawyer's former employer, the law firm should adopt appropriate measures to guard against improper disclosure of protected information.").New York LEO 774 (3/23/04) ("When a New York law firm hires a non-lawyer who has previously worked at another law firm, the hiring firm must, as part of its supervisory responsibilities under DR 1‑104(C) and DR 4‑101(D), exercise adequate supervision to ensure that the non-lawyer does not reveal any confidences or secrets that the non-lawyer acquired while working at the other law firm. . . .  If a law firm learns that a non-lawyer did acquire information protected by DR 4‑101(B) that is material to a matter in which the adversary is represented by the non-lawyer's former employer, the law firm should adopt appropriate measures to guard against improper disclosure of protected information."; explaining that the appropriate steps the law firm might take include screening of the non-lawyer or "measures more radical than screening" such as: "[o]btaining consent from the opposing law firm's client," "[t]erminating the non-lawyer," or "[w]ithdrawing from the matter in question").

· In re Mitcham, 133 S.W.3d 274, 276 (Tex. 2004) (assessing the imputed disqualification impact of a paralegal (who later obtained a law degree) moving from firm to firm; "[W]e have recognized different standards for attorneys and their assistants.  For attorneys, there is an irrebut[t]able presumption they gained confidential information on every case at the firm where they work (whether they work on them or not), . . . and an irrebuttable presumption they share that information with the members of a new firm . . . .  For legal assistants, there is an irrebut[t]able presumption they gain confidential information only on cases on which they work, and a rebuttable presumption they share that information with a new employer. . . .  The last presumption is rebutted not by denials of disclosure, but by prophylactic measures assuring that legal assistants do not work on matters related to their prior employment."; holding that a law firm's contractual agreement not to bring certain lawsuits because of the paralegal's employment had no time limit and required the new firm's disqualification even after the paralegal/lawyer had left that firm).

· Virginia LEO 1800 (10/8/04) (explaining that a two-member law firm hiring a secretary who until the previous week was the only secretary at another two-member law firm representing a litigation adversary will not be disqualified from the case, as long as the new firm: warns the secretary not to reveal or use any client confidences acquired at the old firm; advises all lawyers and staff not to discuss the matter with the new secretary; screens the new secretary from the litigation matter (including the new firm's files on the matter); recommending that the new firm "develop a written policy statement" regarding such situations, and note the need for confidentiality "on the cover of the file in question.").

· In re TXU US Holdings Co., 110 S.W.3d 62, 65 (Tex. App. 2002) (explaining that "[a] different rule applies to a firm which hires a non-lawyer who previously worked for opposing counsel. . . .  If the former client establishes that the non-lawyer worked on its case, a conclusive presumption exists that the client's confidences were imparted to the non-lawyer. . . .  Unlike the irrebuttable presumption which exists for a disqualified attorney however, a rebuttable presumption exists that a non-lawyer has shared the confidences of a former client with his new employer. . . .  The presumption may be rebutted 'only by establishing that "sufficient precautions have been taken to guard against any disclosure of confidences."'" (citation omitted); explaining that "non-lawyers are treated differently because of 'a concern that the mobility of a non-lawyer could be unduly restricted'" (citation omitted); applying the irrebuttable presumption because the person who moved from firm to firm had been a non-lawyer at one firm but gained her law degree and moved to another firm as a lawyer; conditionally granting a writ of mandamus and disqualifying the law firm she joined from representing plaintiffs in asbestos actions).

Second, some states allow the screening of non-lawyer lateral hires to avoid imputed disqualification ‑‑ essentially paralleling the rule that those states also follow when hiring lawyers.

· Fedora v. Werber, 84 A.3d 812, 814 (R.I. 2013) (treating a paralegal who moved to another law firm in the same way as a lawyer; declining to disqualify the law firm to which the paralegal moved, because she was screened when she joined the other law firm, but concluding that the new law firm had not adequately provided notice to the former client; "Here, Ms. Jardon began her employment with D&W [DeLuca & Weizenbaum] on September 14, 2009, and D&W did not provide notice of its screening measures to GSM until December 7, 2009, nearly three months later.  Furthermore, as the trial justice noted, notice was not independently provided; rather, it was incorporated into plaintiff's objection to defendant's motion to disqualify D&W.  Ms. Jardon was employed by D&W for roughly six weeks while Dr. Moulton's case was pending.  We are satisfied, therefore, that the trial justice did not abuse her discretion when she determined that D&W's actions failed to constitute prompt notice under Rule 1.10(c)(2).").

· Pennsylvania LEO 98-75 (12/4/98) ("Lawyers are forbidden to represent a client if that representation will be adverse to another client.  Rule 1.7.  Rule 1.10 imputes the disqualification of a lawyer in a law firm to the other lawyers when any one of them has a prohibited conflict of interest.  The principles of these sections have been extended to non-lawyer assistants.  Their conflicts of interest can be charged to their employing lawyer or law firm.  But a non-lawyer assistant who arrives with a disqualifying conflict of interest may be employed if the sanitizing procedure of Rule 1.10(b) is followed:  She must be screened and the client must be notified.").

· North Carolina RPC 176 (7/21/94) ("The imputed disqualification rules contained in Rule 5.11 of the Rules of Professional Conduct do not apply to non-lawyers.  However, Attorney B must take extreme care to ensure that Paralegal is totally screened from participation in the case even if Paralegal's involvement in the case while employed by Attorney A was negligible.  See RPC 74.  This requirement is consistent with a lawyer's duty, pursuant to Rule 3.3(b), to make reasonable efforts to ensure that the conduct of a non-lawyer over whom the lawyer has direct supervisory authority is compatible with the professional obligations of the lawyer including the obligation to avoid conflicts of interest and to preserve the confidentiality of client information.").

Third, some courts have not allowed screening of non-lawyer lateral hires, thus imputing such a lateral hire's individual disqualification to the entire hiring firm ‑‑ as those states do with lawyers.

· In re Complex Asbestos Litig., 283 Cal. Rptr. 732 (Cal. Ct. App. 1991) (disqualifying a plaintiff's asbestos law firm which hired a paralegal who had been involved in defending asbestos case at another firm).

Fourth, at least one bar indicated that paralegals should be treated like lawyers under that state's imputed disqualification rules, while non-lawyers other than paralegals should be treated differently (implicitly allowing their screening to avoid any imputed disqualification).

· Los Angeles County LEO 524 (5/16/11) (explaining the imputed disqualification rules for non-lawyer employees; not including paralegals "as paralegals are subject to the same confidentiality requirements as attorneys under the provisions of Business & Professions Code Section 6453."; "The Committee believes that it is the obligation of the hiring firm, before hiring a non-lawyer employee who has worked on matters at another firm, to conduct a reasonable investigation into whether the proposed employee has been exposed to or acquired confidential information during prior employment relevant to legal matters which may arise  in the course of the new employment.  The hiring firm should in particular ascertain whether the proposed employee's former firm is or has been opposing counsel to the hiring firm on any current cases, to determine whether the proposed employee has been exposed to confidential information of an adverse party or witness regarding those cases.  However, the hiring firm must not attempt to delve into the substance of any information the non-lawyer may have acquired.  It is the obligation of the hiring firm to instruct the non-lawyer employee, once hired, as to his or her confidentiality obligations, and, absent first obtaining the consent of the former employer or the affected client of the former employer, to promptly screen the non-lawyer employee from involvement in particular matters if the non-lawyer is in possession of confidential information which is materially related to matters in which the hiring firm represents an adversary party."; "Elements of an adequate screen include written notification to all legal staff to isolate the screened employee from communication regarding the matter, prevention of the screened employee's access to the relevant files, admonishment of the employee not to discuss the prior matter with the new firm, and a search of the firm's records to ensure that all cases on which the new employee's former firm is opposing counsel are identified. . . .  The Committee believes that electronic security is also an important element of an effective screen.  Electronic files should be password‑protected and the password withheld from screen employees.  Effective practices may also include documenting the continued existence and impermeability of the screen, for example by periodic electronic or written reminders to all staff or by requiring periodic certification by screened staff that they have not breached the screen.").

Some of these cases and ethics opinions focus on the timing and elements of an effective screen, which of course arises in the lawyer context as well.

· Hodge v. Urfa-Sexton, LP, 758 S.E.2d 314, 317, 319, 321-22, 322, 323 (Ga. 2014) (holding that a law firm hiring a non-lawyer can avoid disqualification by screening the non-lawyer, but remanding for determination whether the law firm followed the proper procedures; "We granted certiorari in this case to determine whether the Court of Appeals correctly held that a conflict of interest involving a non-lawyer can be remedied by implementing proper screening measures in order to avoid disqualification of the entire law firm.  For the reasons set forth below, we hold that a non-lawyer's conflict of interest can be remedied by implementing proper screening measures so as to avoid disqualification of an entire law firm.  In this particular case, we find that the screening measures implemented by the non-lawyer's new law firm were effective and appropriate to protect against the non-lawyer's disclosure of confidential information.  However, we remand this case to the trial court for a hearing to determine whether the new law firm promptly disclosed the conflict." (footnote omitted); "There is a split of authority among the courts on this issue.  The minority approach, which is what Hodge argues we should apply here, is to treat non-lawyers the same way we treat lawyers.  Under this approach, when a non-lawyer moves to another firm to work for opposing counsel, the non-lawyer's conflict of interest is imputed to the rest of the firm, thereby disqualifying opposing counsel. . . .  URFA-Sexton argues that we should adopt the majority approach and treat non-lawyers differently from lawyers.  Under this approach, rather than automatic imputation and disqualification of the new firm, lawyers hiring the non-lawyer can implement screening measures to protect any client confidences that the non-lawyer gained from prior employment. . . .  After reviewing both approaches, we join today with 'the majority of professional legal ethics commentators, ethics tribunals, and courts[, which] have concluded that non-lawyer screening is a permissible method to protect confidences held by non-lawyer employees who change employment.'" (citation omitted); "Accordingly, as a matter of first impression, we set forth the following guidance for disqualification of a law firm based on a non-lawyer's conflict of interest.  Once the new firm knows of the non-lawyer's conflict of interest, the new firm must give prompt written notice to any affected adversarial party or their counsel, stating the conflict and the screening measures utilized. . . .  The adversarial party may give written consent to the new firm's continued representation of its client with screening measures in place." (emphasis added); "Absent written consent, the adversarial party may move to disqualify the new firm.  The adversarial party must show that the non-lawyer actually worked on a same or substantially related matter involving the adversarial party while the non-lawyer was employed at the former firm.  If the moving party can show this, it will be presumed that the non-lawyer learned confidential information about the matter. . . .  This prevents the non-lawyer from having to disclose the very information that should be protected."; "Once this showing has been made, a rebuttable presumption arises that the non-lawyer has used or disclosed, or will use or disclose, the confidential information to the new firm. . . .  The new firm may rebut this by showing that it has properly taken effective screening measures to protect against the non-lawyer's disclosure of the former client's confidential information. . . .  If the new firm can sufficiently rebut the presumption and show that it promptly gave written notice of the non-lawyer's conflict, then disqualification is not required."; "The firm administrator immediately implemented and confirmed electronic screening measures with Bussey, including taking steps to restrict Bussey's access to any information about the Williams case, implementing security measures to prevent Bussey from accessing any computerized information maintained by Insley & Race regarding the Williams case, and testing the security measures he implemented to ensure their success.  Since October 5, Bussey has been unable to access the case management system used by Insley & Race for the Williams matter, including any calendar events, contact information, documents, and billing information for the Williams case.  Additionally, the physical file was removed from the general file room and securely placed in the office of an associate.").

· Fedora v. Werber, 84 A.3d 812, 814 (R.I. 2013) (treating a paralegal who moved to another law firm in the same way as a lawyer; declining to disqualify the law firm to which the paralegal moved, because she was screened when she joined the other law firm, but concluding that the new law firm had not adequately provided notice to the former client; "Here, Ms. Jardon began her employment with D&W [DeLuca & Weizenbaum] on September 14, 2009, and D&W did not provide notice of its screening measures to GSM until December 7, 2009, nearly three months later.  Furthermore, as the trial justice noted, notice was not independently provided; rather, it was incorporated into plaintiff's objection to defendant's motion to disqualify D&W.  Ms. Jardon was employed by D&W for roughly six weeks while Dr. Moulton's case was pending.  We are satisfied, therefore, that the trial justice did not abuse her discretion when she determined that D&W's actions failed to constitute prompt notice under Rule 1.10(c)(2)." (emphasis added)).

· Los Angeles County LEO 524 (5/16/11) (explaining the imputed disqualification rules for non-lawyer employees; not including paralegals "as paralegals are subject to the same confidentiality requirements as attorneys under the provisions of Business & Professions Code Section 6453."; "The Committee believes that it is the obligation of the hiring firm, before hiring a non-lawyer employee who has worked on matters at another firm, to conduct a reasonable investigation into whether the proposed employee has been exposed to or acquired confidential information during prior employment relevant to legal matters which may arise  in the course of the new employment.  The hiring firm should in particular ascertain whether the proposed employee's former firm is or has been opposing counsel to the hiring firm on any current cases, to determine whether the proposed employee has been exposed to confidential information of an adverse party or witness regarding those cases.  However, the hiring firm must not attempt to delve into the substance of any information the non-lawyer may have acquired.  It is the obligation of the hiring firm to instruct the non-lawyer employee, once hired, as to his or her confidentiality obligations, and, absent first obtaining the consent of the former employer or the affected client of the former employer, to promptly screen the non-lawyer employee from involvement in particular matters if the non-lawyer is in possession of confidential information which is materially related to matters in which the hiring firm represents an adversary party."; "Elements of an adequate screen include written notification to all legal staff to isolate the screened employee from communication regarding the matter, prevention of the screened employee's access to the relevant files, admonishment of the employee not to discuss the prior matter with the new firm, and a search of the firm's records to ensure that all cases on which the new employee's former firm is opposing counsel are identified. . . .  The Committee believes that electronic security is also an important element of an effective screen.  Electronic files should be password‑protected and the password withheld from screen employees.  Effective practices may also include documenting the continued existence and impermeability of the screen, for example by periodic electronic or written reminders to all staff or by requiring periodic certification by screened staff that they have not breached the screen." (emphasis added)).

B 11/14; B 12/16
Fee-Split Rules

Lawyers in different firms generally can share fees, as long as they follow the ethical guidelines.

Co-counsel who bill by the hour generally do not deal with such fee-splitting provisions.  Each of the firms normally bills for their own time.  In contrast, law firms handling work on a contingent fee basis or under a fixed fee must carefully comply with the fee-splitting provisions ‑‑ because they are dividing a set amount that the client has agreed to pay both of them.
ABA Model Rules

The ABA Model Rules permit fee sharing under certain circumstances.

A division of a fee between lawyers who are not in the same firm may be made only if:  (1) the division is in proportion to the services performed by each lawyer or each lawyer assumes joint responsibility for the representation; (2) the client agrees to the arrangement, including the share each lawyer will receive, and the agreement is confirmed in writing; and (3) the total fee is reasonable.

ABA Model Rules 1.5(e).  A comment provides an additional explanation.

A division of fee is a single billing to a client covering the fee of two or more lawyers who are not in the same firm.  A division of fee facilities association of more than one lawyer in a matter in which neither alone could serve the client as well, and most often is used when the fee is contingent and the division is between a referring lawyer and a trial specialist.  Paragraph (e) permits the lawyers to divide a fee either on the basis of the proportion of services they render or if each lawyer assumes responsibility for the representation as a whole.  In addition, the client must agree to the arrangement, including the share that each lawyer is to receive, and the agreement must be confirmed in writing.  Contingent fee agreements must be in writing signed by the client and must otherwise comply with paragraph (c) of this Rule.  Joint responsibility for the representation entails financial and ethical responsibility for the representation as if the lawyers were associated in a partnership.  A lawyer should only refer a matter to a lawyer whom the referring lawyer reasonably believes is competent to handle the matter.  See Rule 1.1.

ABA Model Rules 1.5 cmt. [7].

Restatement 

The Restatement takes essentially the same approach.

A division of fees between lawyers who are not in the same firm may be made only if:

(1) (a) the division is in proportion to the services performed by each lawyer or (b) by agreement with the client, the lawyers assume joint responsibility for the representation; 

(2) the client is informed of and does not object to the fact of division, the terms of the division, and the participation of the lawyers involved; and (3) the total fee is reasonable.

Restatement (Third) of Law Governing Lawyers § 47 (2000).  A comment explains the basis for this rule.

The traditional prohibition of fee-splitting among lawyers is justified primarily as preventing one lawyer from recommending another to a client on the basis of the referral fee that the recommended lawyer will pay, rather than that lawyer's qualifications.  The prohibition has also been defended as preventing overcharging that may otherwise result when a client pays two lawyers and only one performs services.  Beyond that, the prohibition reflects a general hostility to commercial methods of obtaining clients.

Those grounds do not warrant a complete ban on fee-splitting between lawyers.  It is often desirable for one lawyer to refer a client to another, either because the services of two are appropriate or because the second lawyer is more qualified for the work in question.  Allowing the referring lawyer to receive reasonable compensation encourages such desirable referrals.  Lawyers are more able than other referral sources to identify other lawyers who will best serve their client.  Even if a referring lawyer is compensated for the referral, that lawyer has several reasons to refer the client to a good lawyer rather than a bad one offering more pay.  The referring lawyer will wish to satisfy the client, will to an extent remain responsible for the work of the second lawyer . . . , and, because fee-splitting arrangements most commonly occur in representations in which only a contingent fee is charged, will usually receive no fee at all unless the second lawyer helps the client to prevail.  The reasonable-fee requirement of Subsection (3), moreover, reduces the likelihood that fee-splitting will lead to client overcharging.  The balance between the dangers and advantages of fee-splitting is sufficiently close that informed clients should be able to agree to it, provided the safeguards specified in this Section are followed.

Restatement (Third) of Law Governing Lawyers § 47 cmt. b (2000).

The Restatement provides additional guidance on a number of issues that might come up in fee-sharing arrangements.

First, the Restatement explains that a fee-sharing arrangement can either be based on the proportion of the work performed by each lawyer, or on assumption of responsibility by each lawyer.

There are two bases on which fee division is permissible. The division recognized by Subsection (1)(a) requires that each lawyer who participates in the fee have performed services beyond those involved in initially being engaged by the client.  The lawyers' own agreed allocation of the fee at the outset of the representation will be upheld if it reasonably forecasts the amount and value of effort that each would expend.  If allocation is not made until the end of the representation, it must reasonably correspond to services actually performed.

Restatement (Third) of Law Governing Lawyers § 47 cmt. c (2000).

The second basis for fee‑splitting . . . allows fee‑splitting between lawyers in any agreed proportion when each agrees with the client to assume responsibility for the representation.  (Some jurisdictions may impose an upper limit on the total fee, absent explicit client consent.)  That means that each lawyer can be held liable in a malpractice suit and before disciplinary authorities for the others' acts to the same extent as could partners in the same traditional partnership participating in the representation . . . .  Such assumption of responsibility discourages lawyers from referring clients to careless lawyers in return for a large share of the fee.

Restatement (Third) of Law Governing Lawyers § 47 cmt. d (2000).  A comment explains that

[i]n the large majority of jurisdictions permitting, as an alternative method of validating a fee-splitting arrangement, that the lawyers allocate the fee in proportion to the services each provides, a much-litigated issue is the extent of proportionality required and the means of testing it.

Restatement (Third) of Law Governing Lawyers § 47 cmt. c, reporter's note (2000).  The next comment explains the other possibility.

Almost every jurisdiction permits assumption of joint responsibility as an alternative basis on which a permissible fee-splitting arrangement can be made with another lawyer.

Restatement (Third) of Law Governing Lawyers § 47 cmt. d, reporter's note (2000).

Second, the Restatement emphasizes lawyers' obligation to explain the arrangement to the client.

Because of the hazards of fee-splitting arrangements, they are not permissible unless the client consents as provided in subsection (1)(a) to joint responsibility of the lawyers when the division is not in proportion to the services each lawyer performs, and unless the client is informed and does not object to the fact and terms of the division and the participation of the lawyers involved as provided in Subsection (2).  On the lawyer's duty to respond to client inquiries, see § 20.  If disclosure and client consent do not occur at the outset of the representation, a fee-splitting arrangement constitutes a mid-representation fee agreement subject to § 18(1)(a).

Restatement (Third) of Law Governing Lawyers § 47 cmt. e (2000).  A comment explains that

[a] substantial majority of jurisdictions, following the ABA Model Rules of Professional Conduct (1983), require disclosure to the client only of the participation of all the lawyers involved.

Restatement (Third) of Law Governing Lawyers § 47 cmt. e, reporter's note (2000).

Third, the Restatement highlights the requirement (found elsewhere in the Restatement) that all fees must be reasonable ‑‑ including fees shared by lawyers.

Under § 34, a lawyer's compensation for any representation must be reasonable.  Under this Section, the total fee for all lawyers involved in a fee-splitting arrangement, not just the individual fee of each lawyer, must be reasonable.  That requirement discourages fee-splitting arrangements that increase what the client must pay.  It follows that what is a reasonable fee should be determined without reference to the value of the referring lawyer's services as a broker.  Time devoted to conferences between the lawyers may be taken into account to the extent the case reasonably required the consultation.  Even after applying those safeguards, it is still possible that the total fee under a fee-splitting arrangement will be larger than what the client might have had to pay to a single lawyer handling the same matter, since there will usually be a range of total fees satisfying the reasonableness requirements of § 34 and this Section.  The remedy of the client, who must be informed of fee-splitting arrangements . . . , lies in rejecting the arrangement and retaining a single lawyer at a lower fee.  As with other fee arrangements, fees agreed to by clients sophisticated in entering into such arrangements should almost invariably be found reasonable.

Restatement (Third) of Law Governing Lawyers § 47 cmt. f (2000).

Fourth, the Restatement analyzes fee sharing in what it calls "[b]orderline arrangements."

Many arrangements between lawyers are similar to but diverge to some extent from the usual fee-splitting arrangement.  Whether this Section applies to them depends on whether they pose the dangers that the Section is meant to address.  When a client discharges one lawyer and retains another who is not recommended by the first, the danger of biased referral is absent, and any danger of excessive fees results from the substitution rather than from any referral agreement between the lawyers.  An agreement in which the lawyers settle what part of the client's fee each will receive is therefore not forbidden by this Section, and may serve the useful purpose of resolving fee disputes between them that could delay and burden the client.  The client is entitled to disclosure of such agreements between past and present counsel . . . , and the client's own liability for legal fees cannot be increased by an agreement to which the client is not a party. . . .

In class actions, a court usually awards attorney fees and other expenses to the prevailing plaintiff class.  When lawyers from different firms work together to represent the interests of the class, those lawyers often agree who will perform certain services or advance required funds, subject to payment if the action succeeds.  Such arrangements ordinarily do not violate this Section.  Likewise, agreements governing how any fee award will be divided ordinarily do not violate this Section, provided that the division is in proportion to the services performed by each firm or each firm assumes joint responsibility for the representation.  When an agreement provides for payments that are disproportionate to the services performed or funds advanced, or for a distribution differing from the tribunal's award, it should be disclosed to the tribunal, which may invalidate it in whole or in part if it undermines the proper representation of the class and its members.  A tribunal considering whether to do so should consider the justifications for the arrangement, the probable effects on the independent professional judgment of the lawyers involved, and the timeliness of disclosure to the tribunal.

Restatement (Third) of Law Governing Lawyers § 47 cmt. h (2000).

After analyzing the basic rule and all of these complicated factors, the Restatement discusses the lawyer's liability for any misconduct in this context, and the enforceability of such arrangements.

A fee-splitting agreement that violates this Section renders the participating lawyers subject to professional discipline . . . .  It also cannot be enforced against the client, may lead to partial or total forfeiture of the lawyers' fee claim . . . , and may form the basis for a claim by the client of restitution of the portion of the fee paid to the forwarding lawyer . . . .  Some urge that lawyers who enter into an improper fee-splitting arrangement should be able to enforce it against each other, reasoning that neither may charge the other with an impropriety to which both agreed, and that the prohibition on fee-splitting protects clients rather than lawyers.  Enforcement, however, encourages lawyers to continue entering into improper fee-splitting agreements.  Accordingly, a lawyer who has violated a regulatory rule or statute by entering into an improper fee-splitting arrangement should not obtain a tribunal's aid to enforce that arrangement, unless the other lawyer is the one responsible for the impropriety.  On the other hand, although most lawyer codes on the subject require that a fee-splitting agreement be in writing (and the absence of a writing is a disciplinary violation), when the fact of such agreement is clearly established, the absence of a writing by itself should not affect the rights of the lawyers between themselves.

It is appropriate for the tribunal in which is pending either a separate suit between the lawyers or a suit to which the fee dispute is ancillary . . . to require notification to the client so that the client, if so disposed, may assert a claim to a refund of all or part of the fee.

Restatement (Third) of Law Governing Lawyers § 47 cmt. i (2000).

Ethics rules address the meaning of the phrase "joint responsibility."

The ABA explains that

[j]oint responsibility for the representation entails financial and ethical responsibility for the representation as if the lawyers were associated in a partnership.

ABA Model Rule 1.5 cmt. [7] (emphasis added).

Similarly, the Restatement explains that the phrase

means that each lawyer can be held liable in a malpractice suit and before disciplinary authorities for the others' acts to the same extent as could partners in the same traditional partnership participating in the representation.

Restatement (Third) of Law Governing Lawyers § 47 cmt. d (2000) (emphasis added).

Legal ethics opinions highlight some disagreement about whether "joint responsibility" necessarily involves substantial involvement.  Most opinions follow the ABA Model Rules and Restatement approach finding such involvement unnecessary.
· Arizona LEO 10-04 (6/2010) (explaining that in Arizona the term "joint responsibility" does not necessarily require "substantive involvement in a matter").

· Samuel v. Druckman & Sinel, LLP, 906 N.E.2d 1042, 1045 (N.Y. 2009) (upholding a fee-split agreement in a medical malpractice case, under which the original law firm was to receive one third of the ultimate legal fee recovered; explaining that it "is of no moment" that the law firm "did not contribute to that part of the work that resulted in the award of the enhanced fee").
· Arizona LEO 04‑02 (3/2004) ("The 'joint responsibility' that a referring lawyer must assume in order to share a single fee is not limited merely by the duties to refer matters only to another lawyer believed to be competent and to take appropriate steps if the referring lawyer learns the other lawyer has violated the ethical rules.  These obligations, after all, would exist whether or not the referring lawyer also assumed 'joint responsibility' for the ongoing representation."; "Other jurisdictions disagree whether 'joint responsibility' must entail substantive involvement by the referring attorney, such as supervision of the other lawyer's work, or merely financial responsibility.  Compare ABA Informal OP. 85‑1514, supra; McFarland v. George, 316 S.W. 2d 662, 671‑72 (Mo. Ct. App. 1958) ('responsibility' under Missouri's ethical rules means substantive involvement); Ohio Bd. Comm'rs of Grievance and Discipline Op. 2003‑3 (concluding that 'responsibility' means referring lawyer must be available to other lawyer and client throughout the representation and remain knowledgeable about progress of matter); Wis. State Bar, Formal Op. E‑00‑01 (same, with Aiello v. Adar, 750 N.Y.S. 2d at 465 [750 N.Y.S.2d 457 (N.Y. Sup. Ct. 2002)] (joint responsibility is synonymous with joint and several liability; vicarious liability for any act of malpractice is sufficient assumption of responsibility).  See also N.Y. County Lawyers' Association Comm. Professional Ethics Opinion 715 (1996) (referring attorney who assumes joint responsibility in exchange for legal fees is ethically obligated to accept vicarious liability for any act of malpractice that occurs during the course of the representation, but not required to supervise the activities of the receiving lawyer); Ill. Jud. Ethics Comm. Op. 94‑16 ('acceptance of legal responsibility' required by Illinois professional ethics rule 'consists solely of potential financial responsibility for any malpractice action against the recipient of the referral'); Chicago Bar Association Professional Responsibility Comm. Op. 87‑2 at 4 (same)." (first emphasis added); "Under Arizona's recently revised ER 1.5(e), the requisite 'joint responsibility' exists if the referring attorney assumes financial responsibility for any malpractice that occurs during the course of the representation.  This conclusion comports with the amendments to ER 1.5(e), which delete the prior reference in the comments to ER 5.1 and do not otherwise suggest that a referring attorney must have a relationship comparable to a 'partnership' with the recipient of the referral.  It also would be somewhat illogical to require a referring attorney to 'supervise' the handling of a matter by another attorney believed to be more experienced or capable in a particular area.  See Aiello, 750 N.Y.S. 2d at 465.  Interpreting 'joint responsibility' as synonymous with joint liability allows flexibility in structuring the relationship among the attorneys and client involved.  A referred attorney may, but is not necessarily required, to have ongoing supervisory responsibilities or other substantive involvement in the matter.'").
The requirement in the ABA Model Rules and the Restatement that lawyers sharing their fees actually provide services or (in the alternative) assume "joint responsibility" for the matter generally precludes lawyers from earning what could be called a pure "referral fee."

Under a pure "referral-fee" arrangement, a lawyer retained by a client hands off the client to another lawyer without taking on any of the work, and without assuming any ethical or other responsibility for the matter.

Some states reject such arrangements.

· Washington LEO 2189 (2008) ("Paying a pure referral fee to anyone is generally prohibited by RPC 7.2(b).  Also, because the referral fee proposed by the inquirer is not in proportion to services rendered, and the referring lawyer is not assuming any responsibility for the representation, payment and receipt of the fee is prohibited under RPC 1.5(e).  As Professor Robert Aronson noted when the RPCs were first adopted in Washington, 'Unless another lawyer is not considered "a person," then pure referral fees are impermissible under RPC 7.2(c) [now subsection (b)], even if not barred by RPC Rule 1.5(e)(2).'" (citation omitted).)
· Arizona LEO 04‑02 (3/2004) ("Arizona, unlike some other states, does not allow a lawyer to be paid a fee merely for recommending another lawyer or referring a case.  Instead, Arizona allows 'referral fees' only in the sense that lawyers who are not in the same firm may divide a fee as provided in ER 1.5(e).  That rule allows lawyers to divide a single billing to a client if three conditions are met:  (1) each lawyer receiving any portion of the fee assumes joint responsibility for the representation; (2) the client agrees, in a signed writing, to the participation of all the lawyers involved; and (3) the total fee is reasonable.  'Joint responsibility; requires, at the least, that the referring attorney accept vicarious liability for any malpractice that occurs in the representation.  Although the client must consent to the respective roles of the lawyers in the ongoing representation, ER 1.5(e) does not require that the client consent to the particular division of the total fee among the lawyers.").

Although generally not using the phrase "referral fee," some states' ethics rules implicitly permit referral fees by not requiring that lawyers provide services or assume "joint responsibility" for a case.

· Va. Rule 1.5 Committee Commentary ("Paragraph (e) eliminates the requirement in the Virginia Code that each lawyer involved in a fee-splitting arrangement assume full responsibility to the client, regardless of the degree of the lawyer's continuing participation.  The requirement in the Virginia Code was deleted to encourage referrals under appropriate circumstances by not requiring the lawyer making the referral to automatically assume ethical responsibility for all of the activities of the other lawyers involved in the arrangement.  However, such an arrangement is acceptable only if the client consents after full disclosure, which must include a delineation of each lawyer's responsibilities to the client.").

B 10/14
Paralegals:  General Rules

Lawyers' reliance on paralegals implicates unauthorized practice of law and other ethics rules ‑‑ as well as statutes, regulations, and common law principles.

Lawyers obviously can ‑‑ and do ‑‑ rely on nonlawyer subordinates.

The ABA Model Rules acknowledge that lawyers may rely on paralegals when they practice law.

The definition of the practice of law is established by law and varies from one jurisdiction to another.  Whatever the definition, limiting the practice of law to members of the bar protects the public against rendition of legal services by unqualified persons.  This Rule does not prohibit a lawyer from employing the services of paraprofessionals and delegating functions to them, so long as the lawyer supervises the delegated work and retains responsibility for their work.

ABA Model Rule 5.5 cmt. [2].

However, the ABA Model Rules also explicitly indicate that:

A lawyer shall not practice law in a jurisdiction in violation of the regulation of the legal profession in that jurisdiction, or assist another in doing so.

ABA Model Rule 5.5(a) (emphasis added).

The Restatement also acknowledges that lawyers can rely on nonlawyers to help them practice law.

For obvious reasons of convenience and better service to clients, lawyers and law firms are empowered to retain nonlawyer personnel to assist firm lawyers in providing legal services to clients.  In the course of that work, a nonlawyer may conduct activities that, if conducted by that person alone in representing a client, would constitute unauthorized practice.  Those activities are permissible and do not constitute unauthorized practice, so long as the responsible lawyer or law firm provides appropriate supervision . . . and so long as the nonlawyer is not permitted to own an interest in the law firm, split fees, or exercise management powers with respect to a law-practice aspect of the firm . . . .

Restatement (Third) of Law Governing Lawyers § 4 cmt. g (2000) (emphases added).

However, it can be difficult to precisely define the line between such nonlawyers' permissible and impermissible activities.

Source of Paralegals' Ethics Guidance

As with lawyers, each state takes a different approach to handling paralegals.  In doing so, states rely on laws, ethics rules, legal ethics opinions and other regulations.

No state requires paralegals to be licensed.  New Jersey rejected a license requirement in 1999, and Wisconsin rejected a mandatory regulation plan on April 7, 2008.

On the other hand, various states have enacted regulations defining the type of training and experience paralegals must possess before holding themselves out to the public as having some special recognition or skill.

For instance, in 2004 California enacted a law that defines the term "paralegal," describes the activities that paralegals can and cannot engage in, and sets educational qualifications for paralegals.  Cal. [Bus. & Prof.] Code §§ 6450 et seq. (2004).

More recently, Florida has adopted amendments to its supreme court rules, establishing a Florida Registered Paralegal Program.  The new program became effective March 1, 2008.

Other states have taken the same approach.  For instance, Texas, Ohio, and North Carolina have adopted voluntary certification programs.

Unlike mandatory licensing plans, this approach requires those wishing to call themselves "registered" (or "certified") paralegals to comply with certain minimum standards.  This approach does not prohibit others from engaging in what amounts to paralegal activities, as long as they do not call themselves "registered" or "certified" paralegals.

The ABA has issued ethics guidelines for paralegals.
  Paralegals may also look to ethics guidelines issued by several national voluntary associations.

Paralegals' UPL Issues

Paralegals may not engage in the practice of law
 -- an axiom that is easier to state than to apply.

Paralegals' duty to avoid unauthorized practice of law violations focuses on three issues:  (1) how paralegals "hold themselves out"; (2) prohibited activities; and (3) permitted activities.

"Holding Out" Issues.  Because paralegals work so closely with lawyers, they must be careful to avoid "holding themselves out" as lawyers -- either intentionally or unintentionally.

· ABA Model Guidelines for Paralegals, Guideline 4 ("A lawyer is responsible for taking reasonable measures to ensure that clients, courts, and other lawyers are aware that a paralegal, whose services are utilized by the lawyer in performing legal services, is not licensed to practice law.").

· ABA Model Guidelines for Paralegals, cmt. to Guideline 4 ("Since in most instances, a paralegal is not licensed as a lawyer, it is important that those with whom the paralegal communicates are aware of that fact.  The National Federation of Paralegal Associations, Inc. ('NFPA'), Model Code of Professional Ethics and Responsibility and Guidelines for Enforcement, EC 1.7(a)-(c) requires paralegals to disclose their status.  Likewise, NALA Canon 5 requires a paralegal to disclose his or her status at the outset of any professional relationship.  While requiring the paralegal to make such disclosure is one way in which the lawyer's responsibility to third parties may be discharged, the Standing Committee is of the view that it is desirable to emphasize the lawyer's responsibility for the disclosure under Model Rule 5.3 (b) and (c).  Lawyers may discharge that responsibility by direct communication with the client and third parties, or by requiring the paralegal to make the disclosure, by a written memorandum, or by some other means.  Several state guidelines impose on the lawyer responsibility for instructing a paralegal whose services are utilized by the lawyer to disclose the paralegal's status in any dealings with a third party.").

· ABA Model Guidelines for Paralegals, cmt. to Guideline 4 ("The most common titles are 'paralegal' and 'legal assistant' although other titles may fulfill the dual purposes noted above.  The titles 'paralegal' and 'legal assistant' are sometimes coupled with a descriptor of the paralegal's status, e.g., 'senior paralegal' or 'paralegal coordinator,' or of the area of practice in which the paralegal works, e.g., 'litigation paralegal' or 'probate paralegal.'  Titles that are commonly used to identify lawyers, such as 'associate' or 'counsel,' are misleading and inappropriate.").

· ABA Model Guidelines for Paralegals, cmt. to Guideline 4 ("Most state guidelines specifically endorse paralegals signing correspondence so long as their status as a paralegal is clearly indicated by an appropriate title.  See ABA Informal Opinion 1367 (1976).").

· Rule Regulating the Florida Bar 20-7.1(a) ("A Florida Registered Paralegal shall disclose his or her status as a Florida Registered Paralegal at the outset of any professional relationship with a client, attorneys, a court or administrative agency or personnel thereof, and members of the general public.").

· NALA Model Standards, Guideline 1; NFPA Model Code, EC 1.7(b), (c); AAPI Code ¶ 4.

Prohibited Activities.  States' analyses of prohibited activities by paralegals tend to focus on certain key prohibited activities, and specific types of interaction with a lawyer's clients that involve the greatest risk of engaging in the unauthorized practice of law.

Paralegals should not engage in the following activities:  

Providing legal advice

· ABA Model Guidelines for Paralegals, Guideline 3 ("A lawyer may not delegate to a paralegal:  (A) responsibility for establishing an attorney-client relationship[;] (B) responsibility for establishing the amount of a fee to be charged for a legal service[;] (C) responsibility for a legal opinion rendered to a client.").

· ABA Model Guidelines for Paralegals, cmt. to Guideline 3 ("Clients are entitled to their lawyers' professional judgment and opinion.  Paralegals may, however, be authorized to communicate a lawyer's legal advice to a client so long as they do not interpret or expand on that advice.  Typically, state guidelines phrase this prohibition in terms of paralegals being forbidden from 'giving legal advice' or 'counseling clients about legal matters.'").

· NALA Model Standards, Guideline 2 ("Paralegals should not . . . give legal opinions or advice; or represent a client before a court, unless authorized to do so by said court; nor engage in, encourage, or contribute to any act which could constitute the unauthorized practice [of] law.").

· Rule Regulating the Florida Bar 20-7.1(d)(1) & (5) ("A Florida Registered Paralegal should not . . . give legal opinions or advice, or . . . act in matters involving professional legal judgment.").

Establishing a lawyer-client relationship

· ABA Model Guidelines for Paralegals, Guideline 3 ("A lawyer may not delegate to a paralegal:  (A) responsibility for establishing an attorney-client relationship[;] (B) responsibility for establishing the amount of a fee to be charged for a legal service[;] (C) responsibility for a legal opinion rendered to a client.").

· NALA Model Standards, Guideline 2 ("Paralegals should not . . . [e]stablish attorney-client relationships . . . nor engage in, encourage, or contribute to any act which could constitute the unauthorized practice [of] law.").

· Rule Regulating the Florida Bar 20-7.1(d)(1) ("A Florida Registered Paralegal should not . . . establish attorney-client relationships" or "accept cases.").

Making fee arrangements

· ABA Model Guidelines for Paralegals, Guideline 3 ("A lawyer may not delegate to a paralegal:  (A) responsibility for establishing an attorney-client relationship[;] (B) responsibility for establishing the amount of a fee to be charged for a legal service[;] (C) responsibility for a legal opinion rendered to a client.").

· ABA Model Guidelines for Paralegals, cmt. to Guideline 3 ("Fundamental to the lawyer-client relationship is the lawyer's agreement to undertake representation and the related fee arrangement.  The Model Rules and most states require lawyers to make fee arrangements with their clients and to clearly communicate with their clients concerning the scope of the representation and the basis for the fees for which the client will be responsible.  Model Rule 1.5 and Comments.  Many state guidelines prohibit paralegals from 'setting fees' or 'accepting cases.'  See, e.g., Pennsylvania Eth. Op. 98-75, 1994 Utah Eth. Op. 139.  NALA Canon 3 states that a paralegal must not establish attorney-client relationships or set fees.").

· NALA Model Standards, Guideline 2 ("Paralegals should not . . . set legal fees . . . .").

· Rule Regulating the Florida Bar 20-7.1(d)(1) ("A Florida Registered Paralegal should not . . .  set legal fees . . . .").

Maintaining a direct client relationship

· ABA Model Guidelines for Paralegals, cmt. to Guideline 3 ("Model Rule 1.4 and most state codes require lawyers to communicate directly with their clients and to provide their clients information reasonably necessary to make informed decisions and to effectively participate in the representation.  While delegation of legal tasks to nonlawyers may benefit clients by enabling their lawyers to render legal services more economically and efficiently, Model Rule 1.4 and Ethical Consideration 3-6 under the Model Code emphasize that delegation is proper only if the lawyer 'maintains a direct relationship with his client, supervises the delegated work and has complete professional responsibility for the work product.'").

Appearing before tribunals

· ABA Model Guidelines for Paralegals, cmt. to Guideline 2 ("As a general matter, most state guidelines specify that paralegals may not appear before courts, administrative tribunals, or other adjudicatory bodies unless the procedural rules of the adjudicatory body authorize such appearances.").

· Rule Regulating the Florida Bar 20-7.1(d)(1) ("A Florida Registered Paralegal should not . . . represent a client before a court or other tribunal, unless authorized to do so by the court or tribunal.").

Permitted Activities.  Defining the type of permitted activities in which paralegals may engage presents the same line-drawing difficulties.

The basic theme is the need for paralegals to act under the direct supervision of a lawyer.

· ABA Model Guidelines for Paralegals, Guideline 2 ("Provided the lawyer maintains responsibility for the work product, a lawyer may delegate to a paralegal any task normally performed by the lawyer except those tasks proscribed to a nonlawyer by statute, court rule, administrative rule or regulation, controlling authority, the applicable rule of professional conduct of the jurisdiction in which the lawyer practices, or these guidelines.").

National organizations have defined some permitted activities.

· See, e.g., NALA Model Standards, Guideline 5 ("Except as otherwise provided by statute, court rule or decision, administrative rule or regulation, or the attorney's rules of professional responsibility, and within the preceding parameters and proscriptions, a paralegal may perform any function delegated by an attorney, including, but not limited to the following:  Conduct client interviews and maintain general contact with the client after the establishment of the attorney-client relationship, so long as the client is aware of the status and function of the paralegal, and the client contact is under the supervision of the attorney[; l]ocate and interview witnesses, so long as the witnesses are aware of the status and function of the legal assistant[; c]onduct investigations and statistical and documentary research for review by the attorney[; c]onduct legal research for review by the attorney[; d]raft legal documents for review by the attorney[; d]raft correspondence and pleadings for review by and signature of the attorney[; s]ummarize depositions, interrogatories and testimony for review by the attorney[; a]ttend executions of wills, real estate closings, depositions, court or administrative hearings and trials with the attorney[; a]uthor and sign letters providing the paralegal's status is clearly indicated and the correspondence does not contain independent legal opinions or legal advice.").

State bars take the same approach.

· New Jersey LEO 720 & UPL Op. 46 (3/23/11) ("The Committees find that the Rules of Professional Conduct do not prohibit paralegals from signing routine, non‑substantive correspondence to clients, adverse attorneys, and courts, provided supervising attorneys are aware of the exact nature of the correspondence.  As noted above, the correspondence must reflect the identity and non‑attorney status of the paralegal and include the name of the responsible attorney in the matter.").

· Conn. law firm uses former restaurant drive‑thru, Associated Press (Oct. 21, 2010) ("Legal service at one Connecticut firm can now be as easy to get as a hamburger and fries."; "The Kocian Law Group has opened a drive‑through office in a building that once housed a former Kenny Rogers Roasters."; "Attorney Nick Kocian tells WVIT‑TV that clients can use the drive‑through at the law firm's Manchester, Conn., site to drop off and pick up documents."; "A paralegal works at the window, handing out documents and answering questions."; "Consultations and meetings with lawyers will still be scheduled for the office.").

· North Carolina LEO 13 (10/20/06) ("[I]f exigent circumstances require the signing of a pleading in the lawyer's absence, a lawyer may delegate this task to a paralegal or other nonlawyer staff only if 1)  the signing of a lawyer's signature by an agent of the lawyer does not violate any law, court order, local rule, or rule of civil procedure, 2) the responsible lawyer has provided the appropriate level of supervision under the circumstances, and 3) the signature clearly discloses that another has signed on the lawyer's behalf."; "A paralegal or paraprofessional may never sign and file court documents in her own name.  To do so violates the statutes prohibiting the unauthorized practice of law.").

· North Carolina LEO 2002-9 (1/24/03) (superseding several older legal ethics opinions, and taking a fact-intensive approach to whether a lawyer must be present at a real estate closing, or whether the lawyer can allow a paralegal to conduct the closing; "When and how to communicate with clients in connection with the execution of the closing documents and the disbursement of the proceeds are decisions that should be within the sound legal discretion of the individual lawyer.  Therefore, the requirement of the physical presence of the lawyer at the execution of the documents, as promulgated in Formal Ethics Opinions 99-13, 2001-4, and 2001-8, is hereby withdrawn.  A nonlawyer supervised by the lawyer may oversee the execution of the closing documents and the disbursement of the proceeds even though the lawyer is not physically present.  Moreover, the execution of the documents and the disbursement of the proceeds may be accomplished by mail, by e-mail, by other electronic means, or by some other procedure that would not require the lawyer and the parties to be physically present at one place and time.  Whatever procedure is chosen for the execution of the documents, the lawyer must provide competent representation and adequate supervision of any nonlawyer providing assistance.  Rule 1.1, Rule 5.3, and Rule 5.5." (footnote omitted); "In considering this matter, the State Bar received strong evidence that it is in the best interest of the consumer (the borrower) for the lawyer to be physically present at the execution of the documents.  This ethics opinion should not be interpreted as implying that the State Bar disagrees with that evidence." (footnote omitted)).

· North Carolina LEO 2000-10 (7/27/01) ("[W]hen a lawyer has a conflicting commitment to appear in another court or when another legitimate conflict prohibits a lawyer's appearance in court for a client, the lawyer may send a nonlawyer employee to the court to inform the court of the situation.  This is not assisting in the unauthorized practice of law.  In response to information about a lawyer's availability, the court may, on its own motion, determine that a continuance or other action is appropriate." (footnote omitted); "A lawyer should rely on a nonlawyer to notify the court of a scheduling conflict only when necessary.  Moreover, Rule 5.3 requires a lawyer who supervises a non-lawyer assistant to make reasonable efforts to ensure that the non-lawyer's conduct is compatible with the professional obligations of the lawyer.  If a nonlawyer is present in court to provide information about the lawyer's scheduling conflict, the duty of supervision includes insuring that the assistant complies with court rules on decorum and attire.").

· Virginia UPL Op. 191 (10/28/96; revised and reissued 4/15/98; approved by Supreme Court 9/29/98) (describing the permitted activities as follows:  "[A] non-lawyer employee working under the direct supervision of a Virginia attorney may participate in gathering information from a client during an initial interview . . . provided that this involves nothing more than the gathering of factual data and the non-lawyer renders no legal advice.").

· Virginia UPL Op. 147 (4/19/91) (indicating that a "paralegal company" may gather necessary real estate documents, complete non-legal documents, and arrange for the necessary signatures and relaying of documents required for real estate closings).

· Virginia UPL Op. 129 (2/22/89) (indicating that paralegals employed by a non-profit organization may provide "services to and under the supervision of attorneys on behalf of the organization").

Some laws, rules or regulations specifically allow paralegals to engage in what otherwise would be the unauthorized practice of law:  "jailhouse" legal advisors, in‑house legal advice, etc.

Sanctions for Paralegals

Paralegals who engage in the unauthorized practice of law are theoretically subject to criminal charges in most states.

Most sanctions involve injunctive or monetary relief ‑‑ rather than criminal punishment.

· Mont. Supreme Court Comm'n on Unauthorized Practice of Law v. O'Neil, 147 P.3d 200 (Mont. 2006) (holding that a paralegal violated Montana's UPL statutes by drafting pleadings, providing legal advice and appearing in court with customers), cert. denied, 549 U.S. 1282 (2007).

· State ex rel. Ind. State Bar Ass'n v. Diaz, 838 N.E.2d 433 (Ind. 2005) (enjoining a notary from assisting immigration clients, but allowing her to offer translations and other routine services).

· Dayton Bar Ass'n v. Addison, 837 N.E.2d 367 (Ohio 2005) (enjoining a paralegal from preparing wills or other documents, and fining him $10,000; noting that he had never been a lawyer and was engaged in the unauthorized practice of law).

· United States v. Johnson, 327 F.3d 554 (7th Cir. 2003) (recognizing a court's inherent power to punish UPL activities by an organization of paralegals called the National Legal Professional Associates, which improperly advertised for and provided legal services to prisoners).

· Sussman v. Grado, 746 N.Y.S.2d 548, 549, 552-53 (N.Y. Dist. Ct. 2002) (holding that an "independent paralegal" who was the president and sole shareholder of a "Consulting Group" had engaged in the unauthorized practice of law by preparing an order involving two bank accounts; finding that the legal assistant "crossed the line between filling out forms [which would have been acceptable] and engaging in the practice of law by rendering legal services" because she "tried to create a legal document without the required knowledge, skill or training"; awarding plaintiff $135.00 in damages, but referring the matter to the New York State Attorney General's Office for possible action against the paralegal).

Not surprisingly, most of these cases involve what could be called "storefront" paralegals ‑‑ those who have set up an operation without a lawyer's involvement.
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Requirement of a Relationship with the Lawyer's Home State:  State Variations

Some states have not adopted any variation of the ABA Model Rule in their ethics rules.  Notably, California has not done so, despite having moved on November 1, 2018 to the ABA Model Rules format.

A lawyer admitted to practice law in California shall not:  (1) practice law in a jurisdiction where to do so would be in violation of reguations of the profession in that jurisdiction; or (2) knowingly assist a person in the unauthorized practice of law in that jurisdiction.

California Rule 5.5(a).

A comment provides some meager guidance

Paragraph (b)(1) prohibits lawyers from practicing law in California unless otherwise entitled to practice law in this state by court rule or other law.  (See, e.g., Bus. & Prof. Code, § 6125 et seq.; see also Cal. Rules of Court, rules 9.40 [counsel pro hac vice], 9.41 [appearances by military counsel], 9.42 [certified law students], 9.43 [out-of-state attorney arbitration counsel program], 9.44 [registered foreign legal consultant], 9.45 [registered legal services attorneys], 9.46 [registered in-house counsel], 9.47 [attorneys practicing temporarily in California as part of litigation], 9.48 [non-litigating attorneys temporarily in California to provide legal services].

California Rule 5.5(a) cmt.  California deals with litigators' temporary practice in California in Cal. Rule of Court 9.47, and transactional lawyers' temporary practice in California in Cal. Rule of Court 9.48.

Other states have made the same decision to leave the issue open.

· Hawaii Rule 5.5 ("A lawyer shall not:  (a) practice law in a jurisdiction where doing so violates the regulation of the legal profession in that jurisdiction; or (b) assist a person who is not a member of the bar in the performance of activity that constitutes the unauthorized practice of law; or (c) allow any person who has been suspended or disbarred and who maintains a presence in an office where the practice of law is conducted by the lawyer to have any contact with the clients of the lawyer either in person, by telephone, or in writing or to have contact with persons who have legal dealings with the office either in person, by telephone, or in writing.").

Out-of-state lawyers wondering what they may legally do in these and other similar states have no guidance.  And they must worry both about what those states might do to them and what their home states might do to them.

· In re Velahos, Dkt. No. DRB 15-109, at 6 (N.J. Sup. Ct. Disciplinary Review Bd. May 23, 2016) (suspending for six months a lawyer for various ethics violations; noting the disciplinary review board's findings from 3/23/16; "In fact, respondent represented clients in multiple matters in jurisdictions in which he was not authorized to practice, without the assistance of local counsel.  Respondent conducted no less than eighteen mortgage modifications in the States of Georgia, Washington, New York, Pennsylvania, Virginia, Maryland, Connecticut, Texas, or Florida.  Respondent misrepresented to several of these out-of-state clients in the fee agreements that FLA 'has been retained as 'Of Counsel' to Loan Law Center.'  Moreover, respondent engaged in credit and debt adjustment services in Maryland over a two-year period, even after the Commissioner of Financial Regulation for the State of Maryland issued a summary order, followed by a final order to Cease and Desist.  When questioned by the OAE about the orders, respondent denied that he had 'taken any money' from Maryland.  However, the OAE's review of respondent's records disclosed that, during that period, respondent actively represented several Maryland clients in that state and collected fees from them.  Respondent's conduct in this respect violated RPC 1.16(a)(1), RPC 5.5(a), RPC 8.1(a), RPC 8.4(c), and RPC 8.4(d)." (emphasis added), aff'd, 137 A.3d 500 (N.J. May 25, 2016)).

ABA Model Rules

ABA Model Rule 5.5 allows lawyers admitted in a United States jurisdiction to practice law in another United States jurisdiction under certain conditions.

A lawyer admitted in another United States jurisdiction, and not disbarred or suspended from practice in any jurisdiction, may provide legal services on a temporary basis in this jurisdiction that:

(1) are undertaken in association with a lawyer who is admitted to practice in this jurisdiction and who actively participates in the matter;

(2) are in or reasonably related to a pending or potential proceeding before a tribunal in this or another jurisdiction, if the lawyer, or a person the lawyer is assisting, is authorized by law or order to appear in such proceeding or reasonably expects to be so authorized;

(3) are in or reasonably related to a pending or potential arbitration, mediation, or other alternative dispute resolution proceeding in this or another jurisdiction, if the services arise out of or are reasonably related to the lawyer's practice in a jurisdiction in which the lawyer is admitted to practice and are not services for which the forum requires pro hac vice admission; or

(4) are not within paragraphs (c)(2) or (c)(3) and arise out of or are reasonably related to the lawyer's practice in a jurisdiction in which the lawyer is admitted to practice.

ABA Model Rule 5.5(c).

This hypothetical deals with the requirement that the temporary legal services "arise out of or are reasonably related to the lawyer's practice" in the lawyer's home state.

A comment shows just how broadly the ABA interprets this provision.

Paragraph (c)(4) permits a lawyer admitted in another jurisdiction to provide certain legal services on a temporary basis in this jurisdiction that arise out of or are reasonably related to the lawyer's practice in a jurisdiction in which the lawyer is admitted but are not within paragraphs (c)(2) or (c)(3).  These services include both legal services and services that non-lawyers may perform but that are considered the practice of law when performed by lawyers.

ABA Model Rule 5.5 cmt. [13] (emphasis added).  

The next comment takes a remarkably broad view of what type of "relationship" to the lawyer's home state suffices under this catch-all provision.  

Paragraph (c)(3) (c)(4) require that the services arise out of or be reasonably related to the lawyer's practice in a jurisdiction in which the lawyer is admitted.  A variety of factors evidence such a relationship.  The lawyer's client may have been previously represented by the lawyer, or may be resident in or have substantial contacts with the jurisdiction in which the lawyer is admitted.  The matter, although involving other jurisdictions, may have a significant connection with that jurisdiction.  In other cases, significant aspects of the lawyer's work might be conducted in that jurisdiction or a significant aspect of the matter may involve the law of that jurisdiction.  The necessary relationship might arise when the client's activities or the legal issues involve multiple jurisdictions, such as when the officers of a multinational corporation survey potential business sites and seek the services of their lawyer in assessing the relative merits of each.  In addition, the services may draw on the lawyer's recognized expertise developed through the regular practice of law on behalf of clients in matters involving a particular body of federal, nationally-uniform, foreign, or international law.  Lawyers desiring to provide pro bono legal services on a temporary basis in a jurisdiction that has been affected by a major disaster, but in which they are not otherwise authorized to practice law, as well as lawyers from the affected jurisdiction who seek to practice law temporarily in another jurisdiction, but in which they are not otherwise authorized to practice law, should consult the [Model Court Rule on Provision of Legal Services Following Determination of Major Disaster.]

ABA Model Rule 5.5 cmt. [14] (emphases added).

Thus, the client does not have to be based in the lawyer's home jurisdiction ‑‑ as long as the client has "substantial contacts" with that jurisdiction.  

In fact, the client does not have to have any connection to the lawyer's home jurisdiction ‑‑ it is enough that the "matter" has a "significant connection" to the home jurisdiction, even if it involves other jurisdictions.  All in all, the ABA's catch-all provision permits nearly any conceivable type of "temporary" provision of legal services in other states.

Restatement

The Restatement takes a similarly broad approach.

A lawyer currently admitted to practice in a jurisdiction may provide legal services to a client . . . at a place within a jurisdiction in which the lawyer is not admitted to the extent that the lawyer's activities arise out of or are otherwise reasonably related to the lawyer's practice [where the lawyer is admitted].

Restatement (Third) of Law Governing Lawyers § 3(3) (2000).  Thus, the Restatement uses the same basic "reasonably related to" standard as the ABA Model Rules.

The Restatement's comments match the ABA's expansive comments.

When other activities of a lawyer in a non-home state are challenged as impermissible for lack of admission to the state's bar, the context in which and purposes for which the lawyer acts should be carefully assessed.  Beyond home-state activities, proper representation of clients often requires a lawyer to conduct activities while physically present in one or more other states.  Such practice is customary in many areas of legal representation.  As stated in Subsection (3), such activities should be recognized as permissible so long as they arise out of or otherwise reasonably relate to the lawyer's practice in a state of admission.  In determining that issue, several factors are relevant, including the following:  whether the lawyer's client is a regular client of the lawyer or, if a new client, is from the lawyer's home state, has extensive contacts with that state, or contacted the lawyer there; whether a multistate transaction has other significant connections with the lawyer's home state; whether significant aspects of the lawyer's activities are conducted in the lawyer's home state; whether a significant aspect of the matter involves the law of the lawyer's home state; and whether either the activities of the client involve multiple jurisdictions or the legal issues involved are primarily either multistate or federal in nature.

Restatement (Third) of Law Governing Lawyers § 3 cmt. e (2000) (emphasis added).

The Restatement's approach essentially mirrors the ABA Model Rules approach, but contains a number of factors that reflect an even more liberal approach than the ABA Model Rules.  

· First, one Restatement factor in determining the "relationship" to a lawyer's home state is whether the prospective client "contacted the lawyer there."  That provision (which does not appear in ABA Model Rule 5.5 cmt. [14]), would dramatically expand a lawyer's freedom to temporarily practice in other states.

· Second, the Restatement's focus on legal issues includes a reference to legal issues that "are primarily either multistate or federal in nature."  ABA Model Rule 5.5 cmt. [14] uses a slightly different term:  "a particular body of federal, nationally-uniform, foreign or international law."  At least on its face, the Restatement seems to take a broader approach ‑‑ legal issues can be "multistate" even if they do not involve "nationally-uniform" law.  However, ABA Model Rule 5.5 cmt. [14] also explains that lawyers may assist corporate clients "when the client's activities or the legal issues involve multiple jurisdictions" ‑‑ which presumably could include "multistate" legal issues that are not nationally uniform.

The Restatement also deals with lawyers engaged in multistate type practices ‑‑ paralleling the ABA Model Rules approach.

Particularly in the situation of a lawyer representing a multistate or multinational organization, the question of geographical connection may be difficult to assess or establish.  Thus, a multinational corporation wishing to select a location in the United States to build a new facility may engage a lawyer to accompany officers of the corporation to survey possible sites in several states, perhaps holding discussions with local governmental officers about such topics as zoning, taxation, environmental requirements, and the like.  Such occasional, temporary in-state services, when reasonable and appropriate in performing the lawyer's functions for the client, are a proper aspect of practice and do not constitute impermissible practice in the other state.

Id.

ACTEC

The ACTEC Commentaries also take a very broad approach.

Subject to the "temporary basis" threshold requirement, under paragraph (c)(4), a lawyer may provide legal services in a non‑admitted jurisdiction that arise out of or are reasonably related to the lawyer's practice in an admitted jurisdiction.  Comment 14 states that a variety of factors may establish that the services performed are reasonably related to the lawyer's practice in the admitted jurisdiction.  For example, a lawyer provides estate planning services for a client in the lawyer's admitted jurisdiction.  The client then moves to a non‑admitted jurisdiction.  The lawyer may continue to provide estate planning services for the client.  Similarly, where a client retains the lawyer to represent the client in a fiduciary administration and the admitted jurisdiction is the natural situs for administration, the lawyer could provide legal services for ancillary administrations in non‑admitted jurisdictions.

American College of Trust & Estate Counsel, Commentaries on the Model Rules of Professional Conduct, Commentary on MRPC 5.5, at 203 (5th ed. 2016).

The ACTEC Commentaries also point to the ABA's "catch-all" provision. 

While the language of paragraph (c) appears to state all of the exceptions available to a lawyer seeking to practice law in a non‑admitted jurisdiction on a "temporary basis," Comment 5 specifically provides:  "The fact that conduct is not [stated in (c)(1) through (4)] does not imply that the conduct is or is not authorized" (Comment 5 to MRPC 5.5, emphasis added).  Given the diversity of legal services that can be offered in estate planning and administration matters, there may be other situations in which a lawyer may provide legal services in a non‑admitted jurisdiction or concerning the laws of a non‑admitted jurisdiction not expressly covered in paragraphs (c)(1) through (4).  In analyzing whether the lawyer may act on a "temporary basis" with regard to the requested services, the lawyer should consider whether or not the "circumstances . . . create an unreasonable risk to the interests of their clients, the public or the courts" (Comment 5 to MRPC 5.5).  If the lawyer can demonstrate that there is no unreasonable risk, the lawyer may proceed with the requested representation on a "temporary basis."  In the event, the lawyer should consider seeking an opinion of the non‑admitted jurisdiction's bar counsel.

American College of Trust & Estate Counsel, Commentaries on the Model Rules of Professional Conduct, Commentary on MRPC 5.5, at 204 (5th ed. 2016). 
Most jurisdictions have adopted ABA Model Rule 5.5 or a variation of that rule.  An ABA Ethics 20/20 Commission Report described the current status of states' adoption of ABA Model Rule 5.5.

Forty-four United States jurisdictions now have some form of Model Rule 5.5. . . .  Fourteen jurisdictions have adopted a rule identical to the ABA Model Rule, and thirty jurisdictions have adopted a rule similar to ABA Model Rule 5.5.  Of the thirty jurisdictions that have adopted a rule similar to ABA Model Rule 5.5, some of the differences between what has been adopted and the ABA Model Rule are as follows:

Eight jurisdictions (CT, ID, KY, ME, NJ, NC, SC, and TN) require that the temporary legal services provided in the host jurisdiction be reasonably related to the representation of an existing client in the jurisdiction where the lawyer is licensed.  The Model Rule provides that the services need only be reasonably related to the lawyer's practice in the jurisdiction where the lawyer is licensed.

Six jurisdictions (DE, DC, FL, GA, PA, and VA) expressly allow temporary practice by foreign (non-U.S.) lawyers. In addition, North Carolina's rule appears to permit such temporary practice by omitting reference to the words "U.S. jurisdiction." 

Four jurisdictions (CT, NV, NJ, and SC) require out-of state lawyers to register in the host jurisdiction and pay a fee. 

Two jurisdictions (NM and ND) require the out-of-state lawyer to associate with an in-state lawyer in transactions involving issues specific to the host jurisdiction's law. 

Two jurisdictions (MN and WI) provide that the lawyer would not be disciplined in the state in which the lawyer is licensed for engaging in conduct in the host jurisdiction that is permitted in the home jurisdiction. 

One jurisdiction (SD) requires the out-of-state lawyer to obtain a sales tax license and to pay applicable taxes. 

Of the remaining jurisdictions, two states have declined to adopt Model Rule 5.5; one state has a recommendation pending to adopt a version of Rule 5.5 that does not authorize multijurisdictional practice; and four states are still studying whether to adopt a version of Rule 5.5 that authorizes multijurisdictional practice.

Am. Bar Ass'n Comm'n on Ethics 20/20, Issues Paper Concerning Multijurisdictional Practice, at 3 n.7 (Mar. 29, 2011).
Ironically, one of the last states to adopt explicit multijurisdictional practice provisions was New York State.  As of December 30, 2015 New York essentially used the ABA Model Rule 5.5 approach, but placed the provisions in its judiciary law rather than its ethics rules.  22 NYCRR §522 mirrors ABA Model Rule 5.5.  Reports at the time indicated that New York was the forty-seventh state to adopt a variation of ABA Model Rule 5.5.  ABA/BNA Manual on Professional Conduct, Vol. 31, No. 26 (12/30/15).  
Some states' Rule 5.5 and related rules or regulations take a remarkably narrow view.

In 2012 a New Jersey unauthorized practice of law opinion dealt with this issue.
  After analyzing the unique New Jersey version of Rule 5.5(b)(3)(i), the New Jersey Bar took the majority view of what out-of-state transactional lawyers could do in New Jersey.

Rule of Professional Conduct 5.5(b)(3)(i) permits an out‑of‑state lawyer to 'negotiat[e] the terms of a transaction' when the lawyer represents 'an existing client in a jurisdiction where the lawyer is admitted to practice and the transaction originates in or is otherwise related to a jurisdiction in which the lawyer is admitted to practice.'  Inquirer stated that the out‑of‑state purchaser of the New Jersey real estate is a developer.  Presumably, the transaction relates to the developer's out‑of‑state business; the out‑of‑state lawyer is licensed in the jurisdiction where the developer and its business are located; and the developer is an 'existing client' of the out‑of‑state lawyer.  Therefore, the out‑of‑state lawyer may represent this developer in a limited role, to negotiate the terms of the New Jersey real estate transaction.
Id.  (emphases added).

But then the New Jersey Bar surprisingly indicated that out-of-state lawyers could not write up what they had negotiated.

Notably, however, Rule of Professional Conduct 5.5(b)(3)(i) does not further authorize the out‑of‑state lawyer to prepare the contract of sale or other pertinent legal documents.

Id.  The New Jersey Bar also reminded the out-of-state lawyer of another surprising requirement.

The out‑of‑state lawyer . . . must 'register' with the Clerk of the Court and pay the annual assessment pursuant to Rule of Professional Conduct 5.5(c).

New Jersey UPL Op. 49 (10/3/12).  
New Jersey is not alone in taking such a narrow approach to out-of-state lawyers temporarily practicing within its boarders.

More recently, the Minnesota Supreme Court reprimanded a Colorado lawyer for exchanging "approximately two dozen emails" with a Minnesota lawyer to assist his Minnesota in-laws in a $2,368.13 Minnesota dispute.

Among other things, the Minnesota Supreme Court rejected the Colorado lawyer's argument that his temporary virtual practice in Minnesota had a sufficient connection with his home state of Colorado to satisfy Minnesota Rule 5.5's exception for temporary practice if the lawyer's services "arise out of or are reasonably related to the lawyer's practice in a jurisdiction in which the lawyer is admitted to practice."

· In re Charges of Unprofessional Conduct in Panel File No. 39302, 884 N.W.2d 661, 663, 663-64, 664, 665, 666, 666-67, 667, 667-68, 668, 668-69, 672, 672-73, 673 (Minn. 2016) (privately reprimanding a Colorado lawyer for assisting his in-laws in a Minnesota dispute; "We hold that engaging in e-mail communications with people in Minnesota may constitute the unauthorized practice of law in Minnesota, in violation of Minn. R. Prof. Conduct 5.5(a), even if the lawyer is not physically present in Minnesota. . . .  Appellant represented a Minnesota couple with respect to a Minnesota judgment and attempted to negotiate, via e-mail, the satisfaction of that judgment with a Minnesota lawyer, and was not authorized to practice law in Minnesota temporarily.  We further conclude that the appropriate disposition for this misconduct is an admonition."; "Appellant is an attorney licensed to practice law in the state of Colorado, where he maintains an office and has been practicing environmental law since 1986."; "Appellant's mother-and father-in-law live in Minnesota.  They contacted appellant in May 2014 to obtain assistance regarding a judgment entered against them in conciliation court in Minnesota for $2,368.13 in favor of their condominium association, Voyager Condominium Homeowners' Association, Inc. (VCHA).  The couple told appellant that VCHA's attorney, D.R., a Minnesota-based lawyer and the complainant in this case, was harassing them with telephone calls attempting to collect on the judgment.  The couple asked appellant for his assistance in negotiating with D.R. regarding payment of the outstanding judgment."; "Appellant sent an e-mail to D.R. in late May 2014, informing D.R. that he was representing his in-laws and instructing D.R. to direct all future communications to him instead.  Appellant and D.R. exchanged approximately two dozen e-mails between May 2014 and September 2014.  In his first responsive e-mail to appellant, D.R. asked whether appellant was licensed to practice law in Minnesota.  Appellant replied that he was not licensed in Minnesota and that if he needed to file suit in Minnesota he would hire local counsel."; "Nothing in the record shows that appellant researched whether his activities constituted the unauthorized practice of law under the Minnesota Rules of Professional Conduct.  When asked by the Panel at the evidentiary hearing whether he researched the rules in Minnesota, appellant said that he did not recall.  Appellant admitted that he had not researched Minnesota law on foreclosure and how it would apply to his in-laws' case.  Appellant also admitted that when he considered the relevant law and the rules of professional conduct, he was more familiar with the laws and rules in Colorado."; concluding that the lawyer practiced law in Minnesota despite not having been physically present there; "Appellant contends that he did not violate Rule 5.5(a) because he did not practice law in Minnesota."; "Other courts have addressed the issue of whether an attorney practices law in a jurisdiction even though the attorney was not physically present in that jurisdiction."; "[W]e conclude that the Panel did not clearly err by finding that appellant practiced law in Minnesota, in violation of Minn. R. Conduct 5.5(a).  Appellant contacted D.R., a Minnesota lawyer, and stated that he represented Minnesota clients in a Minnesota legal dispute.  This legal dispute was not interjurisdictional; instead, it involved only Minnesota residents and a debt arising from a judgment entered by a Minnesota court.  Appellant instructed D.R. to refer all future correspondence to him, and he continued to engage in correspondence and negotiations with D.R. over the course of several months.  Appellant requested and received financial documents from his Minnesota clients and advised them on their legal options.  By multiple e-mails sent over several months, appellant advised Minnesota clients on Minnesota law in connection with a Minnesota legal dispute and attempted to negotiate a resolution of that dispute with a Minnesota attorney.  Appellant had a clear, ongoing attorney-client relationship with his Minnesota clients, and his contacts with Minnesota were not fortuitous or attenuated.  Thus, there is ample support for the Panel's finding that appellant practiced law in Minnesota." (footnote omitted); "Next, we turn to appellant's claim that even if the Panel did not err in determining that he was practicing law in Minnesota in violation of Minn. R. Prof. Conduct 5.5(a), his conduct was permitted under one of the exceptions in Minn R. Prof. Conduct 5.5(c).  Appellant argues that Rule 5.5(c)(2) authorized his conduct because he reasonably believed that he would be able to associate with local counsel and be admitted pro hac vice if necessary.  Appellant further claims that Rule 5.5(c)(4) authorized his conduct because his in-laws reached out to him for assistance on a matter within his expertise; thus the matter 'arose out of [Appellant's] law practice.'"; also finding that he could not rely on the exception finding temporary practice in Minnesota to a lawyer who expects to be admitted in litigation there; "Under Minnesota Rules of Professional Conduct 5.5(c)(2), a lawyer admitted in another jurisdiction may provide legal services in Minnesota on a temporary basis if the lawyer's services are reasonably related to a pending or potential proceeding before a tribunal and the lawyer reasonably expects to be authorized by law to appear in the proceeding.  Comment 10 explains that a lawyer rendering services in Minnesota on a temporary basis is permitted to engage in conduct in anticipation of a proceeding or hearing in which the lawyer reasonably expects to be admitted pro hac vice."; "Rule 5.5(c)(2), by its plain language, requires more than an attorney's speculation that the attorney can find local counsel and be admitted pro hac vice.  Appellant's e-mail correspondence does not indicate that he took steps to secure local counsel or investigate the possibility of pro hac vice admission.  Thus, we conclude there is no support for appellant's claim that his conduct was authorized by Rule 5.5(c)(2)."; also finding that there was no connection between the Minnesota matter and his home state of Colorado; "Under Minnesota Rules of Professional Conduct 5.5(c)(4), a lawyer admitted in another jurisdiction may provide legal services in Minnesota on a temporary basis if the lawyer's services are not covered by paragraphs (c)(2) and (c)(3) and 'arise out of or are reasonably related to the lawyer's practice in a jurisdiction in which the lawyer is admitted to practice.'  Appellant contends that his services arose out of or were reasonably related to his practice in Colorado because the clients are his relatives who 'reached out to him for assistance' and appellant's environmental and personal-injury practice involves debt collection."; "The legal services appellant provided to his in-laws were unrelated to his environmental and personal-injury practice in Colorado."; "Moreover, appellant's representation of his in-laws did not 'arise out of' or 'reasonably relate' to his practice in Colorado simply because his in-laws contacted him in Colorado or appellant has done collections work in Colorado.  As the Director notes, appellant's in-laws were not long-standing clients; nor was there any connection between the in-laws' case and the state or laws of Colorado.  And while appellant's Colorado practice may involve judgment collections work, nothing in the record establishes that this work was based on a body of federal or nationally uniform law.  To the contrary, appellant's clients were Minnesota residents with a debt that arose in Minnesota that they owed to a Minnesota resident and that was governed by Minnesota law.  Accordingly, Rule 5.5(c)(4) does not apply to appellant's conduct."; in dissent, three judges found a sufficient connection between the Minnesota temporary practice and Colorado; "[T]he clients' relationship to appellant, including their familial connection and the clients' contacts with appellant in his home state, should be considered in the 'reasonable relationship' analysis.  The comments to the Restatement advise that, in determining whether an out-of-state lawyer's activities 'reasonably relate' to the lawyer's practice in a state of admission, 'several factors are relevant, including the following: . . .  [Whether the client] is from the lawyer's home state, has extensive contacts with that state, or contacted the lawyer there,' Restatement (Third) of the Law Governing Lawyers § 3 cmt. e (emphasis added).  Here, the clients contacted their son-in-law, appellant, in his home state of Colorado."; "[A]nalogous support is provided in comment 14 to Rule 5.5(c)(4), which states that one factor to consider is whether the 'lawyer's client may have been previously represented by the lawyer.'  Minn. R. Prof. Conduct 5.5(c)(4) cmt. 14.  Although the record does not indicate whether appellate ever previously represented his parents-in-law, the principle underlying this comment – a relationship of trust and familiarity with the lawyer's capabilities – is applicable here.  The recognition that a sustained lawyer-client relationship would allow an attorney to perform legal work for the client in other jurisdictions, based on confidence and trust, is reflected in the ABA's recommendation for the proposed Model Rule 5.5."; also finding that as a policy matter the private admonition was improper; "[A]s a policy matter, the implications of the court's decision are troubling and counterproductive. . . .  Today's decision represents a step backwards.  By the court's reasoning, when family members or friends – an abundant source of clients – email or call a practitioner admitted in another state, seeking assistance in areas in which the practitioner is experienced and competent, relying on a relationship of trust and confidence, they must be turned away.  Those potential clients must then expend unnecessary time and resources to research and hire local counsel – even for minor, temporary services in which the out-of-state lawyer could have provided efficient, inexpensive, and competent service.  Simply put, the court's decision is contrary to the principles and policy goals intended by Rule 5.5(c)."; "In sum, this case involves clients contacting an attorney, their son-in-law, in his home state of Colorado, to request his assistance regarding a small collection matter – an area that reasonably relates to appellant's expertise and experience in his Colorado litigation practice.  Based on the relationship and contacts between the clients, appellant, and appellant's practice of law in Colorado, there is a sufficient 'reasonable relationship' here to satisfy the broad, catch-all exception under Rule 5.5(c)(4).  For the above reasons, I conclude that appellant did not engage in professional misconduct because the exception in Rule 5.5(c)(4) applies.  Therefore, I would reverse the Panel's decision to admonish appellant.  I respectfully dissent.").
B 2/13, 3/17, n

Arbitration in Other States
ABA Model Rule 5.5 allows lawyers admitted in a United States jurisdiction to practice law in another United States jurisdiction under certain conditions.

A lawyer admitted in another United States jurisdiction, and not disbarred or suspended from practice in any jurisdiction, may provide legal services on a temporary basis in this jurisdiction that:

(1) are undertaken in association with a lawyer who is admitted to practice in this jurisdiction and who actively participates in the matter;

(2) are in or reasonably related to a pending or potential proceeding before a tribunal in this or another jurisdiction, if the lawyer, or a person the lawyer is assisting, is authorized by law or order to appear in such proceeding or reasonably expects to be so authorized;

(3) are in or reasonably related to a pending or potential arbitration, mediation, or other alternative dispute resolution proceeding in this or another jurisdiction, if the services arise out of or are reasonably related to the lawyer's practice in a jurisdiction in which the lawyer is admitted to practice and are not services for which the forum requires pro hac vice admission; or

(4) are not within paragraphs (c)(2) or (c)(3) and arise out of or are reasonably related to the lawyer's practice in a jurisdiction in which the lawyer is admitted to practice.

ABA Model Rule 5.5(c) (emphasis added).

This hypothetical deals with the requirement that the temporary legal services "are in or reasonably related to a pending or potential arbitration, mediation, or other alternative dispute resolution proceeding."

A comment to ABA Model Rule 5.5 makes it clear that lawyers may temporarily participate in arbitrations pending in states where they are not licensed.

Paragraph (c)(3) permits a lawyer admitted to practice law in another jurisdiction to perform services on a temporary basis in this jurisdiction if those services are in or reasonably related to a pending or potential arbitration, mediation, or other alternative dispute resolution proceeding in this or another jurisdiction, if the services arise out of or are reasonably related to the lawyer's practice in a jurisdiction in which the lawyer is admitted to practice.  The lawyer, however, must obtain admission pro hac vice in the case of a court-annexed arbitration or otherwise if court rules or law so require.

ABA Model Rule 5.5 cmt. [12] (emphasis added).

The Restatement takes a more wary approach.  It recognizes that some states might require pro hac admission by out-of-state lawyers in arbitration or administrative hearings ‑‑ but do not include any pro hac process for such arbitrations.

Transactional and similar out-of-court representation of clients may raise similar issues, yet there is no equivalent of temporary admission pro hac vice for such representation, as there is in litigation.  Even activities that bear close resemblance to in-court litigation, such as representation of clients in arbitration or in administrative hearings, may not include measures for pro hac vice appearance.

Restatement (Third) of Law Governing Lawyers § 3 cmt. e (2000) (emphasis added).

The ACTEC Commentaries also discuss this principle.

Subject to the "temporary basis" threshold requirement, paragraphs (c)(2) and (3) expand the situations in which lawyers may render services in a non‑admitted jurisdiction regarding litigation and alternative dispute resolution ("ADR").  Regarding trials, preliminary work in preparation for the trial is acceptable, provided the lawyer is either authorized to appear or reasonably expects to be so authorized.  Thus, a lawyer asked to assist or handle estate litigation could investigate the underlying facts, meet with and counsel clients, and provide related services, provided the lawyer reasonably expected to be admitted pro hac vice.  While this exception is available to allow the lawyer to investigate the matter before seeking admission, the lawyer should not rely on the exception except where necessary.  Instead, the lawyer should seek and obtain admission pro hac vice at the earliest opportunity.

On the other hand, the exception for ADR applies only when the non‑admitted jurisdiction does not require admission pro hac vice to participate in the ADR and the lawyer's services "arise out of or are reasonably related to the lawyer's practice" in an admitted jurisdiction [MPRC 5.5(c)(3)].  If admission pro hac vice is required to participate in the ADR, then the ADR, then the lawyer must comply with MRPC 5.5(c)(2).  Where admission pro hac vice is not required, the lawyer may provide legal services in the non‑admitted jurisdiction regarding the client's ADR, provided those legal services are "reasonably related" to the lawyer's practice in an admitted jurisdiction.  Like litigation, a lawyer engaged to assist a client's efforts to resolve estate litigation in a non‑admitted jurisdiction through ADR may provide legal services both in preparation for ADR and during ADR.

While paragraph (c)(3) is silent regarding whether this exception would apply to settlement negotiations alone, logically a lawyer should be able to assist a client with settlement negotiations in a non‑admitted jurisdiction, if the lawyer could assist the client with ADR.  Although silent regarding this matter, paragraph (c)(3) does not apply to both "pending" and "potential" ADR.  Since every settlement negotiation could "potentially" lead to ADR, a lawyer may rely on (c)(3) to authorize participation in settlement discussions alone.  If a lawyer is asked to represent a client in settlement negotiations regarding estate litigation in a non‑admitted jurisdiction, the lawyer should consider specifically raising the possibility of "potential ADR" in written communications with the client.

American College of Trust & Estate Counsel, Commentaries on the Model Rules of Professional Conduct, Commentary on MRPC 5.5, at 204-05 (5th ed. 2016). 

Most bars take the broad ABA Model Rule approach.

· Illinois LEO 13-03 (1/2013) (holding that a nonlawyer could not represent a party to an arbitration under the Financial Industry Regulatory Authority ("FINRA") Code of Arbitration Procedure for Customer Disputes; "It is thus clear that an out-of-state attorney complying with the provisions of RPC 5.5(c)(3) may represent parties to an Illinois arbitration.  The more difficult question, however, is whether the representation by a nonlawyer, who is not licensed to practice in any jurisdiction, of parties to an Illinois FINRA arbitration constitutes the unauthorized practice of law in Illinois.") (emphasis added) 

· New Jersey UPL Op. 43 (1/8/07) (affirming an earlier New Jersey legal ethics opinion that permitted out-of-state lawyers to engage in New Jersey arbitrations; noting that New Jersey adopted its version of Rule 5.5 after that earlier opinion; "While RPC 5.5 does not change the ultimate opinion of the Committee in Opinion 28, i.e., that an out-of-state attorney may appear in an AAA arbitration, RPC 5.5 does change the prerequisites for this appearance.  In Opinion 28 the Committee required that no related action was pending in the attorney's state of admission.  This is not a requirement of RPC 5.5 and so is no longer required by this Committee. Further, RPC 5.5(c)(1) through (6) provides additional requirements, the most important of which is that the out-of-state attorney must register with the Clerk of the Supreme Court, authorize the Clerk to accept service of process on the attorney's behalf, and comply with New Jersey Rules regarding registration and fees.  These requirements are therefore added to Opinion 28 in this Supplemental Opinion.  Additionally, the question has been posed whether a multi-jurisdictional practitioner may represent an existing out-of-state client in mediation in New Jersey.  The Committee finds that this is akin to arbitration and that an out-of-state attorney may participate in mediation and may prepare an order for the court reflecting a memorandum of understanding/agreement reached in mediation, provided that the out-of-state attorney has satisfied the requirements of RPC 5.5."; noting an additional requirement for such lawyers ‑‑ that they must "maintain a bona fide office in conformance with R. 1:21-1(a), except that, when admitted pro hac vice, the lawyer may maintain the bona fide office within the bona fide law office of the associated New Jersey attorney pursuant to R. 1:21-2(a)(1)(B)").

· Virginia UPL Op. 200 (1/22/01) (permitting a lawyer licensed only in Maryland to represent a client in an arbitration in Virginia; "The committee is of the opinion that the foreign attorney is authorized to represent his client in an arbitration proceeding in Virginia if it would be incidental to the foreign attorney's representation of the client whom the attorney represents elsewhere." (emphasis added)).

· Virginia UPL Op. 92 (5/2/86) ("It is not the unauthorized practice of law for a non-Virginia licensed attorney to present evidence and argue matters of law before an arbitration panel of the American Association in Virginia in order to represent a client from the attorney's jurisdiction in a franchise contract dispute.").

The trend is clearly in favor of permitting such activity by out-of-state lawyers.  For instance, in 2003 the Florida Supreme Court prohibited an out-of-state lawyer from engaging in securities arbitration proceedings in Florida.

· Fla. Bar v. Rapoport, 845 So. 2d 874, 875, 876 (Fla. 2003) ("The Bar filed its petition for an injunction in January 2001, claiming that Rapoport was engaged in the unlicensed practice of law (UPL) because he (1) represents parties in Florida in securities arbitration proceedings by entities such as the American Arbitration Association, the National Association of Securities Dealers, and the New York Stock Exchange; and (2) advertises his securities arbitration services in the Fort Lauderdale Sun‑Sentinel."; "In Sperry v. Florida ex rel. Florida Bar, 373 U.S. 379, 10 L. Ed. 2d 428, 83 S. Ct. 1322, 1963 Dec. Comm'r Pat. 211 (1963), the United States Supreme Court, although acknowledging Florida's substantial interest in regulating the practice of law within the state, held that Florida could not enjoin a nonlawyer registered to practice before the U.S. Patent Office from preparing and prosecuting patent applications in Florida because a federal statute and Patent Office regulations authorized the practice.  Rapoport provides a long list of federal cases concerning securities arbitration that involve preemption of state law by the FAA.  None of the cases, however, concerns the authorization of the practice of law in securities arbitration proceedings." (footnote omitted); enjoining a Washington, D.C., lawyer not admitted in Florida from participating in Florida arbitrations).

However, current Florida Rule 4-5.5(c)(3) permits out-of-state lawyers to provide legal services in connection with Florida ADR in two scenarios:

(A) if the services are performed for a client who resides in or has an office in the jurisdiction in which the lawyer is admitted to practice, or 

(B) where the services arise out of or are reasonably related to the lawyer's practice in a jurisdiction in which the lawyer is admitted to practice.
Florida Rule 4-5.5(c)(3).

This expands the situations in which a non-Florida lawyer can participate in Florida ADR.  Under ABA Model Rule 5.5(c)(3), the services must be related to the lawyer's practice in his or her home jurisdiction.  Under the Florida alternative, lawyers may also participate in a Florida ADR if the client for whom the lawyer provides the services has an office in the lawyer's home state ‑‑ presumably even if the ADR is not related to the lawyer's practice in her home state.

However, Florida still keeps a tight leash on out-of-state lawyers hoping to represent clients in Florida arbitrations.  Under every state's multijurisdictional practice rule, the exceptions apply to lawyers' temporary practice in the state.  In other words, out-of-state lawyers may not establish a "systematic and continuous" presence in the state unless they satisfy some other exception.  Florida takes the position that lawyers filing three arbitration demands in a one year period is no longer practicing temporarily in Florida, but instead is practicing regularly.

· Florida Rule 4-5.5 cmt. ("For the purposes of this rule, a lawyer who is not admitted to practice law in Florida who files more than 3 demands for arbitration or responses to arbitration in separate arbitration proceedings in a 365-day period is presumed to be providing legal services on a regular, not temporary, basis; however, this presumption does not apply to a lawyer appearing in international arbitrations as defined in the comment to rule 1-3.11.").

Other states have taken the same basic approach, but without Florida's specificity.  

· Illinois LEO 94-5 (7/1994) ("Regular representation of Illinois parties to arbitration proceedings by lawyer not licensed in Illinois constitutes unauthorized practice of law.  If a lawyer not licensed in Illinois seeks to advertise for or solicit Illinois clients, the lawyer should disclose the lack of an Illinois license in any advertising and solicitation materials."; explaining that "[t]he threshold issue presented is whether the representation of a party to an arbitration proceeding is the practice of law.  In general, the courts have held that a person practices law when the person applies the law to the facts of a particular case.  Rotunda, Professional Responsibility 123 (3d ed. 1992).  The Illinois position is consistent with the general rule.  The Supreme Court has held that the practice of law involves more than the representation of parties in litigation and includes the giving of advice or the rendering of any services requiring the use of legal skill or knowledge.  People v. Schafer, 404 Ill. 45, 87 N.E.2d 773, 776 (1949).  In a case directly relevant to the present inquiry, the Supreme Court held that the representation of parties in contested workers' compensation matters before an arbitrator of the Illinois Industrial Commission constituted the practice of law.  People v. Goodman, 366 Ill. 346, 8 N.E.2d 941, (1937).  The respondent in Goodman had argued that he was not practicing law because he was representing parties before an administrative agency rather than a court.  The Supreme Court responded that the 'character of the act done, and not the place where it is committed' is the decisive factor.  8 N.E.2d at 947.  In view of these authorities, the Committee concludes that the representation of a party in a contested arbitration proceeding would be considered the practice of law."; "the present inquiry involves matters by an unlicensed person.  For these reasons, the Committee believes that the Illinois courts would find that a lawyer licensed only in another state who regularly represents Illinois parties in arbitration proceedings in Illinois engages in the unauthorized practice of law." (emphases added)).

The issue sometimes comes up in court, when the losing party in an arbitration challenges the award ‑‑ by arguing that an out-of-state lawyer impermissibly represented one of the arbitration parties.  These arguments normally fail.

· Nolan v. Kenner, 250 P.3d 236, 238 (Ariz. Ct. App. 2011) (holding that an arbitration award cannot be overturned because an out‑of‑state lawyer improperly represented a party in the arbitration; "Defendants‑appellants Philip A. Kenner, Standard Advisors L.L.C., and Standard Advisors Inc. (collectively 'Kenner') appeal the superior court's order confirming an arbitration award granting Plaintiffs‑Appellees Owen Nolan and Diana Nolan (collectively, 'Nolan') approximately $2,700,000 in damages and attorneys' fees for Kenner's breach of fiduciary duty.  Kenner contends that the arbitration award should be vacated because Nolan's counsel during arbitration was neither a member of the State Bar of Arizona nor admitted to appear pro hac vice.  We hold that open representation by a foreign attorney is not the type of undue means permitting a court to vacate an arbitration award pursuant to Arizona Revised Statutes ('A.R.S.') section 12‑1512(A)(1) (2003).  Accordingly, we affirm the judgment of the superior court.").

· Superadio L.P. v. Winstar Radio Prods., LLC, 844 N.E.2d 246 (Mass. 2006) (upholding an arbitration award despite the fact that a non-Massachusetts lawyer had represented a party in the arbitration proceeding; declining to decide whether the lawyer's participation in the arbitration constituted unauthorized practice of law; concluding that the arbitration should be upheld even if the lawyer had engaged in the unauthorized practice of law in Massachusetts).

· Colmar, Ltd. v. Fremantlemedia N. Am., Inc., 801 N.E.2d 1017, 1022, 1022-23, 1026 (Ill. App. Ct. 2003) (affirming an arbitration award; "We are called upon to determine for the first time what effect, if any, an out-of-state attorney's representation of an out-of-state client during arbitration in Illinois has on an arbitration award.  We find that, for the reasons that follow, Anderson's representation has no effect on the arbitration award in this case."; "No Illinois decision has considered whether the general voidance rule applies to cases where the representation occurred strictly during arbitration proceedings.  After considering the applicable Illinois cases, the modern trend in the jurisprudence of multijurisdictional practice, and the public policy reasons promoting both the rule prohibiting unauthorized practice and the general voidance rule, we find that the harsh general rule should not be applied in the instant case."; "Though the ABA Model Rule 5.5 has not been adopted by the Illinois Supreme Court at the time that we decide this case, we find it persuasive in that it reflects the modern trend in the law of multijurisdictional practice and is also in keeping with well-reasoned decisions from other jurisdictions that have found that an out-of-state attorney's representation of a client during arbitration does not violate the rules prohibiting the unauthorized practice of the law.").

Although these decisions arise in a different context (attacks on an existing arbitration award rather than a pre-arbitration analysis of the lawyer's role), the decisions reflect most states' liberal approach to out-of-state lawyers engaging in arbitrations.

Some courts have taken a remarkably narrow view of what out-of-state lawyers may safely do within a state absent a pro hac vice admission.  Until the West Virginia Supreme Court took a different approach effective January 1, 2015, West Virginia followed an incredibly draconian approach ‑‑ described in a 2010 unauthorized practice of law opinion.

· West Virginia UPL Op. 10-001 (2010) (interpreting the then-current Rule 8.0 of the Rules for Admission to the Practice of Law, which explains the circumstances under which an out-of-state lawyer must apply for admission in West Virginia pro hac vice; "'Except in conformity with this Rule, members of the bar of any jurisdiction other than the State of West Virginia may not in this state do any act, or hold themselves out as entitled to do any act, within the definition of the practice of law, as prescribed by the Supreme Court of Appeals of West Virginia.'" (citation omitted); explaining the broad reach of that Rule; "As noted, Rule 8.0 (a) states that the requirement of admission pro hac vice is necessary before an applicant attorney can perform any act that falls within the definition of the practice of law.  Based upon the clear language of the Rule, the Committee finds that attorneys licensed in states other than West Virginia must apply for admission pro hac vice in conformity with Rule 8 of the West Virginia Rules of Admission to the Practice of Law prior to engaging in any act that would fall within the definition of the practice of law.  This requirement exists notwithstanding the absence of a pending action, suit or proceeding within which the applicant can seek to obtain an order granting admission pro hac vice.  Under those circumstances, and along with the other requirements contained in Rule 8, the applicant must file a miscellaneous action in a West Virginia court of general jurisdiction to seek an order granting the applicant's admission."; holding that local West Virginia counsel must attend court proceedings, depositions and other events; "It is the concerted opinion of the Committee that these 'other actions' include any events that are brought about because of the existence of the in-court or out-of-court proceedings; that is, if the event is a necessary part of the proceedings -- such as depositions, arbitration, mediation, scheduling conference before a court employee other than the presiding judge, etc. -- then the responsible local counsel is required to attend." (emphasis added); explaining that the local lawyer can attend by video or telephone if the out-of-state lawyer can also attend in the same fashion; "Assuming that personal attendance is not required by the presiding judge, tribunal or other body of the State of West Virginia, the responsible local counsel may attend the proceeding, deposition or other action by telephone or video-conferencing if the attorney admitted pro hac vice appears in a similar manner."; also concluding that a court cannot relieve a local lawyer of these obligations; "Any order purporting to release a responsible local counsel that was entered after the entry of the 2000 order of the West Virginia Supreme Court amending Rule 8 is, therefore, void and is of no effect.  Responsible local counsel shall appear at all proceedings, depositions and other actions consistent with this Advisory Opinion."; also concluding that courts can decide whether to deny a motion for admission pro hac vice; "'if the applicant's appearances within the State of West Virginia within the past 24 months are numerous or frequent or involve improper conduct, the court or tribunal shall deny such person the continuing privilege of appearance.'" (citation omitted)).
As of January 1, 2015, West Virginia adopted a more measured approach.  The new rule allows out-of-state lawyers to conduct certain activities in West Virginia without being admitted pro hac, including:  providing legal services "pertaining to or an aid of" proceedings pending in other states; consulting with a West Virginia lawyer about a "pending or potential proceeding in West Virginia" in which the out-of-state lawyer "reasonably believes he is eligible for admission pro hac"; providing legal services in West Virginia in preparation for a "potential case" to be filed in West Virginia on behalf of a client residing in West Virginia or elsewhere; preparing for and participating in an ADR proceeding (including arbitrations and mediations) regardless of where it is "expected to take place or actually takes place."  West Virginia Rule of Prof'l Conduct 8(k).
Revised West Virginia Rule 8 requires out-of-state lawyers admitted pro hac to associate with a West Virginia lawyer who maintains "an actual physical office equipped to conduct a practice of law in the State of West Virginia, which office is the primary location from which local counsel practices law on a daily basis"; adds his or her name and West Virginia Bar ID number to all pleadings; "physically or electronically" signs all pleadings; personally appears and participates in all proceedings before a tribunal; attends depositions and other events, unless the court permits him or her to appear by telephone.  West Virginia Rule of Prof'l Conduct 8(b).
As long as lawyers temporarily participate in arbitrations or mediations in states where they are not licensed, they should not run afoul of the other state's MJP rules.  Of course, the analysis changes if the lawyer engages in such activities with sufficient frequency that a court or bar might find that the lawyer has established a "systematic and continuous" presence in the other state ‑‑ in which case the lawyer probably will cross the line into improper multijurisdictional practice in that other state.
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Joint Representations:  Confidentiality
Any lawyer considering a joint representation of multiple clients on the same matter must deal with the issues of loyalty and information flow.

In some ways, the loyalty issue is easier to address ‑‑ because lawyers cannot be adverse to any current client (absent consent).  It might be difficult to determine whether any adversity is acute enough to require disclosure and consent, but the "default" position is fairly easy to articulate ‑‑ the lawyer must withdraw from representing all of the jointly represented clients.

The issue of information flow can be far more complicated.  It makes sense to analyze the information flow issue in three different scenarios:  (1) when the lawyer has not raised the issue with the clients at the start of the representation, so there is no agreement among them about the information flow; (2) when the lawyer has arranged for the jointly represented clients to agree in advance that the lawyer will not share secrets between or among the jointly represented clients; (3) when the lawyer has arranged for the jointly represented clients to agree in advance that the lawyer will share secrets between or among the jointly represented clients.

This hypothetical deals with the first scenario.

Wisdom of Agreeing in Advance on the Information Flow

Although arranging for jointly represented clients to agree in advance on the information flow does not solve every problem, it certainly reduces the uncertainty and potentially saves lawyers from an awkward situation (or worse).

Thus, several authorities emphasize the wisdom of lawyers explaining the information flow to their clients at the beginning of any joint representation, and arranging for the clients' consent to the desired information flow.  Whether the clients agree to a "keep secrets" or "no secrets" approach, at least an explicit agreement provides guidance to the clients and to the lawyer.

The ABA Model Rules advise lawyers to address the information flow issue at the beginning, but in essence directs the lawyer to arrange for a "no secrets" approach.

The lawyer should, at the outset of the common representation and as part of the process of obtaining each client's informed consent, advise each client that information will be shared and that the lawyer will have to withdraw if one client decides that some matter material to the representation should be kept from the other.

ABA Model Rule 1.7 cmt. [31] (emphases added).

The ACTEC Commentaries repeatedly advise lawyers to address the information flow at the beginning of a joint representation.

When the lawyer is first consulted by the multiple potential clients, the lawyer should review with them the terms upon which the lawyer will undertake the representation, including the extent to which information will be shared among them. . . .  The better practice in all cases is to memorialize the clients' instructions in writing and give a copy of the writing to the client.

American College of Trust & Estate Counsel, Commentaries on the Model Rules of Professional Conduct, Commentary on MRPC 1.6, at 75 (4th ed. 2006), http://www.actec.org/Documents/misc/ACTEC_Commentaries_4th_02_14_06.pdf (emphasis added).

Before, or within a reasonable time after commencing the representation, a lawyer who is consulted by multiple parties with related interests should discuss with them the implications of a joint representation (or a separate representation, if the lawyer believes that mode of representation to be more appropriate and separate representation is permissible under the applicable local rules). . . .  In particular, the prospective clients and the lawyer should discuss the extent to which material information imparted by either client would be shared with the other and the possibility that the lawyer would be required to withdraw if a conflict in their interests developed to the degree that the lawyer could not effectively represent each of them.  The information may be best understood by the clients if it is discussed with them in person and also provided to them in written form, as in an engagement letter or brochure.

American College of Trust & Estate Counsel, Commentaries on the Model Rules of Professional Conduct, Commentary on MRPC 1.7, at 91-92 (4th ed. 2006), http://www.actec.org/Documents/misc/ACTEC_Commentaries_4th_02_14_06.pdf. (emphases added).

The ACTEC Commentaries even provide an illustration emphasizing this point.

Example 1.7-1.  Lawyer (L) was asked to represent Husband (H) and Wife (W) in connection with estate planning matters.  L had previously not represented either H or W.  At the outset L should discuss with H and W the terms upon which L would represent them, including the extent to which confidentiality would be maintained with respect to communications made by each.

Id. at 92 (emphasis added). 

Not surprisingly, bars have provided the same guidance.

· Missouri Informal Advisory Op. 2008‑0003 (2008) (assessing the following question:  "Can one attorney represent co‑defendants in a criminal trial?"; answering as follows:  "One attorney may represent two co‑defendants, with appropriate disclosure and waivers.  In order for this disclosure to be sufficient, the attorney must thoroughly advise co‑defendants of the material advantages and disadvantages of joint representation, and discuss options and alternatives.  Defendants should also be advised to seek independent advice from independent counsel.  Both clients would have to agree there would be no confidentiality as between them.  However, for example, if one co‑defendant is considering a plea bargain that would be adverse to the interests of the other client, the conflict would become unwaivable and the attorney would have to withdraw.  The informed consent must be confirmed in writing." (emphasis added)).

· North Carolina LEO 2007-7 (7/13/07) (holding that "a lawyer may continue to represent a husband and wife in a Chapter 13 bankruptcy after they divorce provided the conditions on common representation set forth in Rule 1.7 are satisfied."; "To obtain the informed consent of clients to a common representation, a lawyer must 'communicate adequate information and explanation appropriate to the circumstances.'  Rule 0.1(f) (definition of 'informed consent.').  In the current situation, Attorney A must explain to Husband and Wife the effect, if any, that the law of privilege and disclosure requirements in a bankruptcy proceeding might have on the common representation.  In addition, Attorney A must inform each client of the right to information about the representation.  As noted in comment [31] to Rule 1.7, '[t]he lawyer should, at the outset of the common representation and as part of the process of obtaining each client's informed consent, advise each client that information will be shared and that the lawyer will have to withdraw if one client decides that some matter material to the representation should be kept from the other.'  See 2006 FEO 1." (emphasis added)).
· North Carolina LEO 2006-1 (4/21/06) ("Attorney A represents both the employer and the [insurance] carrier and therefore has a duty to keep each client informed about the status of the matter.  As noted in comment [31] to Rule 1.7,' . . . common representation will almost certainly be inadequate if one client asks the lawyer not to disclose to the other client information relevant to the common representation.'"; "Loyalty to a client is impaired when a lawyer cannot keep the client reasonably informed or promptly comply with reasonable requests for information.  Rule 1.4(a); RPC 153; 03 FEO 12.  The employer and the carrier are both entitled to Attorney A's full, candid evaluation of all aspects of the claim.  See 03 FEO12.  If the carrier will not consent to Attorney A providing the same information to employer or the employer will not agree that certain information will be withheld, then Attorney A has a conflict and must withdraw from the representation of the employer and the carrier.  If the carrier hires another lawyer to represent only the employer, Attorney A may -- with the employer's consent -- continue to represent the carrier and withhold evaluation and litigation strategy information from the employer." (emphasis added)).

· District of Columbia LEO 327 (2/2005) (addressing a situation in which a law firm which jointly represented several clients withdrew from representing some of the clients and continued to represent other clients; explaining that the law firm which began to represent the clients dropped by the first firm asked that firm to disclose all of the information it learned during the joint representation, which the firm refused to provide; ultimately concluding that the firm had to disclose to its successor all of the information it had acquired from any of the clients during the joint representation; "Under the terms of the retainer agreement, the prior firm's duty to communicate any relevant information to the other clients included any relevant information learned from other clients in the same matter, and this duty attached at the moment the prior firm learned the information.  This underscores how important it is for a lawyer carefully to explain to all clients in a joint representation that, when they agree that any relevant or material information may be shared with one another, they cannot expect that any relevant or material confidential information they may subsequently reveal to the lawyer will be kept from the other co-clients." (emphasis added)).

· District of Columbia LEO 296 (2/15/00) ("A joint representation in and of itself does not alter the lawyer's ethical duties to each client, including the duty to protect each client's confidences."; "The best practice is clearly to advise clients at the outset of a representation of the potential for ethical conflicts ahead.  Written disclosure of potential effects of joint representation and written consent can substantially mitigate, if not eliminate, the ethical tensions inherent in common representation."; reiterating that the "mere fact of joint representation, without more, does not provide a basis for implied authorization to disclose one client's confidences to another"; ultimately concluding that a "lawyer who undertakes representation of two clients in the same matter should address in advance and, where possible in writing, the impact of joint representation on the lawyer's duty to maintain client confidences and to keep each client reasonably informed, and obtain each client's informed consent to the arrangement." (emphasis added)).  Later changes in the Washington, D.C. ethics rules affect the substantive analysis in this legal ethics opinion, but presumably do not affect the opinion's suggestion that lawyers and clients agree in advance on the information flow.)

At least one state supreme court has also articulated the wisdom of this approach.

[A]n attorney, on commencing joint representation of co-clients, should agree explicitly with the clients on the sharing of confidential information.  In such a "disclosure agreement," the co-clients can agree that any confidential information concerning one co-client, whether obtained from a co-client himself or herself or from another source, will be shared with the other co-client.  Similarly, the co-clients can agree that unilateral confidences or other confidential information will be kept confidential by the attorney.  Such a prior agreement will clarify the expectations of the clients and the lawyer and diminish the need for future litigation.

A. v. B., 726 A.2d 924, 929 (N.J. 1999) (emphases added). 

Interestingly, authorities disagree about the necessity for lawyers to undertake this "best practices" step.

In a Florida legal ethics opinion arising in the trust and estate context, the Florida Bar acknowledged that lawyers did not have to address the information flow issue at the beginning of a representation.  Still, the Bar's discussion of the analysis in the absence of such an agreement highlighted the wisdom of doing so.

· Florida LEO 95-4 (5/30/97) (analyzing a joint representation in an estate-planning setting; "In a joint representation between husband and wife in estate planning, an attorney is not required to discuss issues regarding confidentiality at the outset of representation.  The attorney may not reveal confidential information to the wife when the husband tells the attorney that he wishes to provide for a beneficiary that is unknown to the wife.  The attorney must withdraw from the representation of both husband and wife because of the conflict presented when the attorney must maintain the husband's separate confidences regarding the joint representation." (emphasis added)).

On the other hand, a Kentucky court punished a lawyer for not addressing the information flow with jointly represented clients (in a high-stakes context).

· Unnamed Attorney v. Ky. Bar Ass’n, 186 S.W.3d 741, 742, 743 (Ky. 2006) (privately reprimanding a lawyer who had jointly represented a husband and wife in connection with a criminal investigation for failing to explain to the jointly represented clients that he would share the investigation results with both of them; explaining that "Movant advised the Does that a conflict of interest could arise in the course of his work on their behalf.  He also advised them that if a conflict of interest did arise he might be required to withdraw from the joint employment.  However, he did not advise them that any and all information obtained during the joint representation or obtained in any communication to him by them would be available to each client and exchanged freely between the clients in the absence of a conflict of interest.  Movant asserts that he did not anticipate the possibility that the interests of the Does would become so materially divergent that there would be a conflict of interest in providing the results of the investigation to each of them.  He acknowledges that he did not explain the potential ramifications of joint representation in that regard." (emphasis added); noting that "[t]he investigation produced information that indicated that one of the Does was directly involved in the shooting, contrary to what Movant had been told.  Upon discovery of this information, and following communications with the KBA Ethics Hotline, Movant determined that he should withdraw from the joint employment.  Furthermore, Movant concluded that he should not disclose certain results of his investigation to either Mr. or Mrs. Doe without the consent of each of them, which they declined to give.  Movant encouraged each of them to obtain new counsel, and they followed this advice."; "In this case there was a lack of required communication by Movant.  Specifically, Movant failed to explain that there would be no confidentiality as between the clients and the lawyer, that all information discovered would be furnished to both, and that each client was owed the same duty.  When the investigation uncovered information that was favorable to one client but harmful to the other, Movant refused to release the information he had gathered without the acquiescence of both clients, which was not given.  This resulted from his failure to initially explain the implications of common representation to both clients.  When the investigation revealed that one of the clients was involved in the homicide, Movant had a duty with respect to that client to keep that fact confidential.  On the other hand, he had a duty to the other client to provide exculpatory information which necessarily included information he was obligated to keep confidential." (emphasis added)).

Although the Kentucky case did not involve a trust and estate context, it highlights the wisdom of lawyers addressing the information flow at the beginning of any representation.

Authorities Recognizing a "Keep Secrets" Default Rule

The ABA Model Rules and many courts and bars generally recognize that lawyers who have not advised their jointly represented clients ahead of time that they will share information may not do so absent consent at the time.  Such a default position might be called a "keep secrets" rule.
ABA Model Rules.  Interestingly, some apparently plain language from the ABA Model Rules seems inconsistent with a later ABA legal ethics opinion involving the information flow issue.

As explained above, the ABA Model Rules explicitly advise lawyers to arrange for their jointly represented clients' consent to a "no secrets" approach ‑‑ but then immediately back off that approach.

The pertinent comment begins with the basic principle that makes sense. 

As to the duty of confidentiality, continued common representation will almost certainly be inadequate if one client asks the lawyer not to disclose to the other client information relevant to the common representation.  This is so because the lawyer has an equal duty of loyalty to each client, and each client has the right to be informed of anything bearing on the representation that might affect that client's interests and the right to expect that the lawyer will use that information to that client's benefit.  See Rule 1.4.  

ABA Model Rule 1.7 cmt. [31] (emphasis added).

However, the comment then explains how this basic principle should guide a lawyer's conduct when beginning a joint representation ‑‑ in a sentence that ultimately does not make much sense.

The lawyer should, at the outset of the common representation and as part of the process of obtaining each client's informed consent, advise each client that information will be shared and that the lawyer will have to withdraw if one client decides that some matter material to the representation should be kept from the other.

Id.  ABA Model Rule 1.7 cmt. [31] (emphasis added).

This is a very odd comment.  If a lawyer arranges for the jointly represented clients' consent to an arrangement where "information will be shared," one would think that the lawyer and the client would have to comply with such an arrangement.  However, the very next phrase indicates that a lawyer having arranged for such a "no secrets" approach "will have to withdraw" if one of the jointly represented clients asks that some information not be shared.

It is unclear whether that second phrase involves a situation in which one of the clients indicates that she does not want the information shared ‑‑ but has not yet actually disclosed that information to the lawyer.  That seems like an unrealistic scenario.  It is hard to imagine that a client would tell his lawyer:  "I have information that I want to be kept secret from the other jointly represented client, but I'm not going to tell you what that information is."  It seems far likelier that the client would simply disclose the information to the lawyer, and then ask the lawyer not to share it with the other jointly represented client.  But if that occurs, one would think that the lawyer would be bound by the first phrase in the sentence ‑‑ which plainly indicates that "information will be shared" among the jointly represented clients.

Perhaps this rule envisions a third scenario ‑‑ in which one of the jointly represented clients begins to provide information to the lawyer that the lawyer senses the client would not want to share, but then stops when the lawyer warns the client not to continue.  For instance, the client might say something like:  "I have a relationship with my secretary that my wife doesn't know about."  Perhaps the ABA meant to deal with a situation like that, in which the lawyer will not feel bound to share the information under the first part of the sentence, but instead withdraw under the second part of the sentence.  However, it would seem that any confidential information sufficient to trigger the lawyer's warning to "shut up" would be sufficiently material to require disclosure to the other jointly represented client.

Such a step by the lawyer would also seem unfair (and even disloyal) to the other client.  After all, the clients presumably have agreed that their joint lawyer will share all material information with both of them.  The lawyer's warning to the disclosing client would seem to favor that client at the expense of the other client.

Even if this third scenario seems unlikely in the real world, this ABA Model Rules Comment's language makes sense only in such a context.

This confusing ABA approach continued in a 2008 legal ethics opinion.  In ABA LEO 450 (4/9/08), the ABA dealt with a lawyer who jointly represented an insurance company and an insured ‑‑ but who had not advised both clients ahead of time of how the information flow would be handled.  Thus, the lawyer had not followed the approach recommend in ABA Model Rule 1.7 cmt. [31].

In ABA LEO 450, the ABA articulated the dilemma that a lawyer faces if one client provides confidential information ‑‑ in the absence of some agreement on information flow.  Such a lawyer faces a dilemma if he learns confidential information from one client that will cause that client damage if disclosed to the other client.

Absent an express agreement among the lawyer and the clients that satisfies the "informed consent" standard of Rule 1.6(a), the Committee believes that whenever information related to the representation of a client may be harmful to the client in the hands of another client or a third person, . . . the lawyer is prohibited by Rule 1.6 from revealing that information to any person, including the other client and the third person, unless disclosure is permitted under an exception to Rule 1.6.

ABA LEO 450 (4/9/08) (emphases added).  The ABA then explained that a lawyer in that setting would have to withdraw from representing the clients.  Absent a valid consent, a lawyer must withdraw from representing the other client if the lawyer cannot make the disclosure to the client, and cannot fulfill his other obligations without such a disclosure.  Id.
One would have expected the ABA to cite the Rule 1.7 comment addressed above.

The lawyer should, at the outset of the common representation and as part of the process of obtaining each client's informed consent, advise each client that information will be shared and that the lawyer will have to withdraw if one client decides that some matter material to the representation should be kept from the other.

ABA Model Rule 1.7 cmt. [31] (emphasis added).

However, the ABA legal ethics opinion instead inexplicably indicated that such a prior consent might not work.  The ABA explained that it was "highly doubtful" that consents provided by the jointly represented clients "before the lawyer understands the facts giving rise to the conflict" will satisfy the "informed consent" standards.  ABA LEO 450 (4/9/08).
  This conclusion seems directly contrary to Comment [31] to ABA Model Rule 1.7 ‑‑ which advises that lawyers should obtain such an informed consent "at the outset of the common representation."

All in all, the ABA approach to this elemental issue is confusing at best.  The pertinent ABA Model Rule and comment apparently apply only in a setting that seems implausible in the real world.  And the pertinent ABA legal ethics opinion compounds the confusion by apparently precluding exactly the type of "no secrets" joint representation arrangement that Comment [31] encourages lawyers to arrange.

Courts and Bars.  Most courts and bars take the ABA Model Rules approach ‑‑ finding that a joint representation is not sufficient by itself to allow a lawyer jointly representing multiple clients to share all confidences among the clients.

Under this approach, the absence of an agreement on information flow results in the lawyer having to keep secret from one jointly represented client material information that the lawyer learns from another jointly represented client.

· Unnamed Attorney v. Kentucky Bar Ass’n, 186 S.W.3d 741, 742, 743 (Ky. 2006) (privately reprimanding a lawyer who had jointly represented a husband and wife in connection with a criminal investigation for failing to explain to the jointly represented clients that he would share the investigation results with both of them; explaining that "Movant advised the Does that a conflict of interest could arise in the course of his work on their behalf.  He also advised them that if a conflict of interest did arise he might be required to withdraw from the joint employment.  However, he did not advise them that any and all information obtained during the joint representation or obtained in any communication to him by them would be available to each client and exchanged freely between the clients in the absence of a conflict of interest.  Movant asserts that he did not anticipate the possibility that the interests of the Does would become so materially divergent that there would be a conflict of interest in providing the results of the investigation to each of them.  He acknowledges that he did not explain the potential ramifications of joint representation in that regard." (emphasis added); noting that "[t]he investigation produced information that indicated that one of the Does was directly involved in the shooting, contrary to what Movant had been told.  Upon discovery of this information, and following communications with the KBA Ethics Hotline, Movant determined that he should withdraw from the joint employment.  Furthermore, Movant concluded that he should not disclose certain results of his investigation to either Mr. or Mrs. Doe without the consent of each of them, which they declined to give.  Movant encouraged each of them to obtain new counsel, and they followed this advice." (emphasis added); "In this case there was a lack of required communication by Movant.  Specifically, Movant failed to explain that there would be no confidentiality as between the clients and the lawyer, that all information discovered would be furnished to both, and that each client was owed the same duty.  When the investigation uncovered information that was favorable to one client but harmful to the other, Movant refused to release the information he had gathered without the acquiescence of both clients, which was not given.  This resulted from his failure to initially explain the implications of common representation to both clients.  When the investigation revealed that one of the clients was involved in the homicide, Movant had a duty with respect to that client to keep that fact confidential.  On the other hand, he had a duty to the other client to provide exculpatory information which necessarily included information he was obligated to keep confidential." (emphasis added)).

· District of Columbia LEO 327 (2/2005) (addressing a situation in which a law firm which jointly represented several clients withdrew from representing some of the clients and continued to represent other clients; explaining that the law firm which began to represent the clients dropped by the first firm asked that firm to disclose all of the information it learned during the joint representation, which the firm refused to provide; ultimately concluding that the firm had to disclose to its successor all of the information it had acquired from any of the clients during the joint representation;"[I]t was 'understood that (a) we will not be able to advise you about potential claims you may have against any of the Other Individuals whom we represent and (b) information you provide to use in connection with our representation of you may be shared by us with the Other Individuals whom we represent.'"; "After apparently learning certain confidential information from one of the jointly represented clients, the prior firm withdrew from representing the other clients and continued to represent only the client from whom the confidential information had been learned.  Upon assuming the representation of the other clients, the inquiring law firm requested that the prior firm disclose all information relevant to its prior representation of those clients, including the confidential information that had led to its withdrawal.  The prior firm refused.  The inquirer seeks an opinion whether, under these circumstances, the prior firm is required to share with the other clients all relevant information learned during its representation, including any relevant confidences and secrets."; "[T]he retainer agreement here expressly provided that information disclosed in connection with the representation "may be shared" with  the other clients in the same matter."; "The retainer agreement presumably reflects a collective determination by all co-clients that the interests in keeping one another informed outweighs their separate interests in confidentiality.  Where the disclosing client has expressly or impliedly authorized the disclosure of relevant, confidential information to the lawyer's other clients in the same matter, the duty to keep the non-disclosing clients informed of anything bearing on the representation that might affect their interests requires the lawyer to disclose the confidential information. . . .  Where the disclosing client has unambiguously consented to further disclosure, a lawyer's duty of loyalty to and the duty to communicate with the non-disclosing client tips the balance in favor of disclosure.  Indeed, in light of the disclosing client's consent, there is nothing left on the other side of the balance. (footnote omitted); "It is, of course, possible that a client who has otherwise consented to the disclosure of confidential information may withdraw such consent for a specific disclosure.  Where a client informs the lawyer before disclosing certain confidential information that he or she intends to reveal something that may not be shared with the lawyer's other clients (notwithstanding a prior agreement to do so), the lawyer has an obligation at that point to inform the client that no such confidences may be kept. . . .  Under the terms of the retainer agreement, the prior firm's duty to communicate any relevant information to the other clients included any relevant information learned from other clients in the same matter, and this duty attached at the moment the prior firm learned the information.  This underscores how important it is for a lawyer carefully to explain to all clients in a joint representation that, when they agree that any relevant or material information may be shared with one another, they cannot expect that any relevant or material confidential information they may subsequently reveal to the lawyer will be kept from the other co-clients."; "If the clients had not all agreed that the prior firm was authorized to share relevant or material information, the 'default' rule in our jurisdiction is that the prior firm would have been prohibited from sharing one client's confidences with the others. . . .  But by contracting around this 'default' rule, the clients (and the prior firm) agreed that relevant or material information would be shared.  Under these specific circumstances ‑‑ where the disclosing client has effectively consented to the disclosure ‑‑ an attorney's subsequent refusal to share such information with the other clients violates the D.C. Rules of Professional Conduct." (emphasis added); "[A] lawyer violates the D.C. Rules of Professional Conduct when her [sic] or she withholds from one client relevant or material confidential information obtained from a co-client who has consented to the disclosure."; "Where one client has given consent to the disclosure of confidential information by the lawyer to another client, we have already concluded that the lawyer may reveal the confidence or secret.  Here we conclude that the lawyer must do so if the information is relevant or material to the lawyer's representation of the other client.  Because the disclosing client previously has waived confidentiality, there is nothing to weigh against either the lawyer's duty of loyalty to the non-disclosing client or the lawyer's obligation to keep that client reasonably informed of anything bearing on the representation that might affect that client's interests.").

· Georgia LEO 03-2 (9/11/03) ("The obligation of confidentiality described in Rule 1.6, Confidentiality of Information, applies as between two jointly represented clients.  An attorney must honor one client's request that information be kept confidential from the other jointly represented client.  Honoring the client's request will, in most circumstances, require the attorney to withdraw from the joint representation." (emphasis added); "Unlike the attorney-client privilege, jointly represented clients do not lose the protection of confidentiality described in Rule 1.6, Confidentiality of Information, as to each other by entering into the joint representation.  See, e.g., D.C. Bar Legal Ethics Committee, Opinion No. 296 (2000) and Committee on Professional Ethics, New York State Bar Association, Opinion No. 555 (1984).  Nor do jointly represented clients impliedly consent to a sharing of confidences with each other since client consent to the disclosure of confidential information under Rule 1.6 requires consultation." (emphasis added); "When one client in a joint representation requests that some information relevant to the representation be kept confidential from the other client, the attorney must honor the request and then determine if continuing with the representation while honoring the request will:  (a) be inconsistent with the lawyer's obligations to keep the other client informed under Rule 1.4, Communication; (b) materially and adversely affect the representation of the other client under Rule 1.7, Conflict of Interest:  General Rule; or (c) or both." (emphasis added); "The potential problems that confidentiality can create between jointly represented clients make it especially important that clients understand the requirements of a joint representation prior to entering into one. . . .  If it appears to the attorney that either client is uncomfortable with the required sharing of confidential information that joint representation requires, the attorney should reconsider whether joint representation is appropriate in the circumstances.  If a putative jointly represented client indicates a need for confidentiality from another putative jointly represented client, then it is very likely that joint representation is inappropriate and the putative clients need individual representation by separate attorneys.").

· District of Columbia LEO 296 (2/15/00) ("The inquirer, a private law firm ('Firm'), has asked whether it is allowed or obligated to advise an employer, who paid the law firm to obtain a work trainee visa from the Immigration and Naturalization Service ('INS') for its alien employee, of its subsequent discovery that the employee had fabricated the credentials that qualified her for the visa."; "The Firm desires to advise fully at the least the petitioning Employer of the alien employee's falsification.  However, it does not wish to violate any duty under Rule 1.6 to protect client confidences or secrets that may exist between the alien and the Firm."; "In a joint representation, a lawyer owes ethical duties of loyalty and confidentiality, as well as the duty to inform, to each client.  A joint representation in and of itself does not alter the lawyer's ethical duties to each client, including the duty to protect each client's confidences." (emphasis added); "The best practice is clearly to advise clients at the outset of a representation of the potential for ethical conflicts ahead.  Written disclosure of potential effects of joint representation and written consent can substantially mitigate, if not eliminate, the ethical tensions inherent in common representation."; "Where duties to the two clients conflict, and no advance consent has been obtained, the law firm should make an effort to fulfill its duties to the employer by seeking the employee's informed consent to divulge the information.  In the alternative, the Firm should encourage the employee client to divulge the facts to the Employer client.  The Firm's fiduciary duty to the Employer requires an affirmative effort to achieve disclosure within the bounds of Rule 1.6 before withdrawing from the representation."; "Without clear authorization, a lawyer may not divulge the secrets of one client to another, even where the discussion involves the subject matter of the joint representation.  This is particularly true where disclosure would likely be detrimental to the disclosing client.  None of the other exceptions set forth in Rule 1.6 applies.  Thus, absent client consent, the Firm may not divulge the secret.  This result may seem unpalatable to the extent that the Employer who is also a client is left employing a dishonest worker whose visa has been fraudulently obtained pursuant to a petition signed by the Employer under penalty of perjury.  Striking the balance in favor of protecting client confidences and secrets is nonetheless required by our Rules.  The guarantee of confidentiality of communication between client and attorney is a cornerstone of legal ethics." (emphases added); ultimately concluding that a "lawyer who undertakes representation of two clients in the same matter should address in advance and, where possible in writing, the impact of joint representation on the lawyer's duty to maintain client confidences and to keep each client reasonably informed, and obtain each client's informed consent to the arrangement.  The mere fact of joint representation, without more, does not provide a basis for implied authorization to disclose one client's confidences to another."; "Where express consent to share client confidences has not been obtained and one client shares in confidence relevant information that the lawyer should report to the non-disclosing client in order to keep that client reasonably informed, to satisfy his duty to the non-disclosing client the lawyer should seek consent of the disclosing client to share the information directly to the other client.  If the lawyer cannot achieve disclosure, a conflict of interest is created that requires withdrawal.").  [Although Washington, D.C. revised its ethics rules in 2007, new comments [14] - [18] to D.C. Rule 1.7 follow the ABA approach, and thus presumably do not affect the continuing force of this earlier legal ethics opinion.]

· Florida LEO 95-4 (5/30/97) (analyzing a joint representation in an estate-planning setting; analyzing a situation in which the client husband confides in the lawyer that the husband would like to make "substantial beneficial disposition" to another woman with whom the husband had been having an affair; framing the issue as: "We now turn to the central issue presented, which is the application of the confidentiality rule in a situation where confidentiality was not discussed at the outset of the joint representation." (emphasis added); "It has been suggested that, in a joint representation, a lawyer who receives information from the 'communicating client' that is relevant to the interests of the non-communicating client may disclose the information to the latter, even over the communicating client's objections and even where disclosure would be damaging to the communicating client.  The committee is of the opinion that disclosure is not permissible and therefore rejects this 'no-confidentiality' position." (emphasis added); "It has been argued in some commentaries that the usual rule of lawyer-client confidentiality does not apply in a joint representation and that the lawyer should have the discretion to determine whether the lawyer should disclose the separate confidence to the non-communicating client.  This discretionary approach is advanced in the Restatement, sec. 112, comment l. [Proposed Final Draft, Mar. 29, 1996].  This result is also favored by the American College of Trusts and Estates in its Commentaries on the Model Rules of Professional Conduct (2d ed. 1995) (hereinafter the 'ACTEC Commentaries').  The Restatement itself acknowledges that no case law supports the discretionary approach.  Nor do the ACTEC Commentaries cite any supporting authority for this proposition."; "The committee rejects the concept of discretion in this important area.  Florida lawyers must have an unambiguous rule governing their conduct in situations of this nature.  We conclude that Lawyer owes duties of confidentiality to both Husband and Wife, regardless of whether they are being represented jointly.  Accordingly, under the facts presented Lawyer is ethically precluded from disclosing the separate confidence to Wife without Husband's consent." (emphasis added); "The committee recognizes that a sudden withdrawal by Lawyer almost certainly will raise suspicions on the part of Wife.  This may even alert Wife to the substance of the separate confidence.  Regardless of whether such surmising by Wife occurs when Lawyer gives notice of withdrawal, Lawyer nevertheless has complied with the Rules of Professional Conduct and has not violated Lawyer's duties to Husband."; ultimately concluding that "in a joint representation between husband and wife in estate planning, an attorney is not required to discuss issues regarding confidentiality at the outset of representation.  The attorney may not reveal confidential information to the wife when the husband tells the attorney that he wishes to provide for a beneficiary that is unknown to the wife.  The attorney must withdraw from the representation of both husband and wife because of the conflict presented when the attorney must maintain the husband's separate confidences regarding the joint representation." (emphasis added)).

· New York LEO 555 (1/17/84) (addressing the following situation:  "A and B formed a partnership and employed Lawyer L to represent them in connection with the partnership affairs.  Subsequently, B, in a conversation with Lawyer L, advised Lawyer L that he was actively breaching the partnership agreement.  B preceded this statement to Lawyer L with the statement that he proposed to tell Lawyer L something 'in confidence.'  Lawyer L did not respond to that statement and did not understand that B intended to make a statement that would be of importance to A but was to be kept confidential from A.  Lawyer L had not, prior thereto, advised A or B that he could not receive from one communications regarding the subject of the joint representation that would be confidential from the other.  B has subsequently declined to tell A what he has told Lawyer L.  Lawyer L now asks what course he may or must take with respect to disclosure to A of what B has told him and with respect to continued representation of the partners."; ultimately concluding that "It is the opinion of the Committee that (i) Lawyer L may not disclose to A what B has told him, and (ii) Lawyer L must withdraw from further representation of the partners with respect to the partnership affairs."; "The Committee believes that the question ultimately is whether each of the clients, by virtue of jointly employing the lawyer, impliedly agrees or consents to the lawyer's disclosing to the other all communications of each on the subject of the representation.  It is the opinion of the Committee that, at least in dealing with communications to the lawyer directly from one of the joint clients, the mere joint employment is not sufficient, without more, to justify implying such consent where disclosure of the communication to the other joint client would obviously be detrimental to the communicating client.  This is not to say that such consent is never to be found.  The lawyer may, at the outset of the joint representation or even perhaps at some later stage if otherwise appropriate, condition his acceptance or continuation of the joint representation upon the clients' agreement that all communications from one on the subject of the joint representation shall or may be disclosed to the other.  Where one joint client is a long-time client and the other is introduced to the lawyer to be represented solely in the one joint matter, it may be appropriate for the lawyer to obtain clear consent from the new client to disclosure to the long-time client. . . .  Whatever is done, the critical point is that the circumstances must clearly demonstrate that it is fair to conclude that the clients have knowingly consented to the limited non-confidentiality." (emphasis added); "Both EC 5‑16 and Rule 2.2 of the Model Rules emphasize that, before undertaking a joint representation, the lawyer should explain fully to each the implications of the joint representation.  Absent circumstances that indicate consent in fact, consent should not be implied."; "Of course, the instant fact situation is a fortiori.  Here, the client specifically in advance designated his communication as confidential, and the lawyer did not demur.  Under the circumstances, the confidence must be kept.").

Authorities Recognizing a "No Secrets" Default Rule

In stark contrast to the ABA Model Rules' and various state bars' requirement that lawyers keep secrets in the absence of an agreement to the contrary, some authorities take the opposite approach.

These authorities set the "default" position as either requiring or allowing disclosure of client confidences among jointly represented clients in the absence of an explicit agreement to do so.

Restatement.  The Restatement takes this contrary approach.

Before turning to the Restatement's current language, it is worth noting that the Restatement itself explains both the history of the Restatement's conclusion and the lack of much other support for its approach.

The position in the Comment on a lawyer's discretion to disclose hostile communications by a co-client has been the subject of very few decisions.  It was approved and followed in A v. B., 726 A.2d 924 (N.J.1999).  It is also the result favored by the American College of Trusts and Estates Counsel in its ACTEC Commentaries on the Model Rules of Professional Conduct 68 (2d ed. 1995) ("In such cases the lawyer should have a reasonable degree of discretion in determining how to respond to any particular case. . . ."); on the need to withdraw when a disclosing client refuses to permit the lawyer to provide the information to another co-client, see id. at 69; see generally Collett, Disclosure, Discretion, or Deception:  The Estate Planner's Ethical Dilemma from a Unilateral Confidence, 28 Real Prop. Prob. Tr. J. 683 (1994).  Council Draft No. 11 of the Restatement (1995) took the position that disclosure to an affected, noninformed co-client was mandatory, in view of the common lawyer's duties of competence and communication and the lack of a legally protected right to confidentiality on the part of the disclosing co-client.  That position was rejected by the Council at its October 1995 meeting, resulting in the present formulation.

Restatement (Third) of Law Governing Lawyers § 60 reporter's note cmt. l (2000).   Thus, the Restatement changed from required disclosure to discretionary disclosure in the final version.

Elsewhere the Restatement again admits that

[t]here is little case authority on the responsibilities of a lawyer when, in the absence of an agreement among the co-clients to restrict sharing of information, one co-client provides to the lawyer material information with the direction that it not be communicated to another co-client.  

Restatement (Third) of Law Governing Lawyers § 60 cmt. l (2000).

Perhaps because of the Restatement's changing approach during the drafting process, the Restatement contains internally inconsistent provisions.  Some sections seem to require disclosure of one jointly represented client's confidences to the other, while other sections seem to merely allow such disclosure.

The mandatory disclosure language appears in several Restatement provisions.

The Restatement first deals with this issue in its discussion of a lawyer's basic duty of confidentiality.

Sharing of information among the co-clients with respect to the matter involved in the representation is normal and typically expected.  As between the co-clients, in many such relationships each co-client is under a fiduciary duty to share all information material to the co-clients' joint enterprise.  Such is the law, for example, with respect to members of a partnership.  Limitation of the attorney-client privilege as applied to communications of co-clients is based on an assumption that each intends that his or her communications with the lawyer will be shared with the other co-clients but otherwise kept in confidence. . . .  Moreover, the common lawyer is required to keep each of the co-clients informed of all information reasonably necessary for the co-client to make decisions in connection with the matter. . . .   The lawyer's duty extends to communicating information to other co-clients that is adverse to a co-client, whether learned from the lawyer's own investigation or learned in confidence from that co-client.

Id. (emphases added).

The same principle also appears in a broader discussion of joint representations.

A lawyer may represent two or more clients in the same matter as co-clients either when there is no conflict of interest between them . . . or when a conflict exists but the co-clients have adequately consented . . . .  When a conflict of interest exists, as part of the process of obtaining consent, the lawyer is required to inform each co-client of the effect of joint representation upon disclosure of confidential information . . . , including both that all material information will be shared with each co-client during the course of the representation and that a communicating co-client will be unable to assert the attorney-client privilege against the other in the event of later adverse proceedings between them.

Id. (emphasis added).

Mandatory language also shows up in the Restatement provision dealing with attorney-client privilege issues.

Rules governing the co-client privilege are premised on an assumption that co-clients usually understand that all information is to be disclosed to all of them. Courts sometimes refer to this as a presumed intent that there should be no confidentiality between co-clients. Fairness and candor between the co-clients and with the lawyer generally preclude the lawyer from keeping information secret from any one of them, unless they have agreed otherwise.

Restatement (Third) of Law Governing Lawyers § 75 cmt. d (2000) (emphases added).

Co-clients may agree that the lawyer will not disclose certain confidential communications of one co-client to other co-clients. . . .  In the absence of such an agreement, the lawyer ordinarily is required to convey communications to all interested co-clients.

Id. (emphasis added).  

The Restatement provides a helpful illustration explaining this "default" rule in the attorney-client privilege context.

Client X and Client Y jointly consult Lawyer about establishing a business, without coming to any agreement about the confidentiality of their communications to Lawyer.  X sends a confidential memorandum to Lawyer in which X outlines the proposed business arrangement as X understands it.  The joint representation then terminates, and Y knows that X sent the memorandum but not its contents.  Subsequently, Y files suit against X to recover damages arising out of the business venture.  Although X's memorandum would be privileged against a third person, in the litigation between X and Y the memorandum is not privileged.  That result follows although Y never knew the contents of the letter during the joint representation.

Id.  illus. 1 (emphasis added).

Although appearing in the privilege section, this language seems clear on its face ‑‑ requiring disclosure to the other jointly represented clients rather than just allowing it.

Thus, the Restatement's provision on privilege seems to require (rather than just allow) disclosure among jointly represented clients ‑‑ and also indicates that a lawyer who is jointly representing clients must disclose such information even once the joint representation has ended.  Both of these provisions seem to contradict the discretionary language in the central rule on the information flow issue (discussed below).  The latter provision seems especially ironic.  It provides that a lawyer who is no longer even representing a former client must disclose information to that now-former client that the lawyer earlier learned from another jointly represented client.  If such a duty of disclosure exists after the representation ends, one would think that even a higher duty applies in the course of the representation.

The discretionary disclosure language appears elsewhere.

In one provision, the Restatement seems to back away from the position that a lawyer must share confidences (in the absence of an agreement dealing with information flow), and instead recognizes that the lawyer has discretion to do so ‑‑ when withdrawing from a joint representation.

There is little case authority on the responsibilities of a lawyer when, in the absence of an agreement among the co-clients to restrict sharing information, one co-client provides to the lawyer material information with the direction that it not be communicated to another co-client.  The communicating co-client's expectation that the information be withheld from the other co-client may be manifest from the circumstances, particularly when the communication is clearly antagonistic to the interests of the affected co-client.  The lawyer thus confronts a dilemma.  If the information is material to the other co-client, failure to communicate it would compromise the lawyer's duties of loyalty, diligence . . . , and communication (see § 20) to that client.  On the other hand, sharing the communication with the affected co-client would compromise the communicating client's hope of confidentiality and risks impairing that client's trust in the lawyer.  Such circumstances create a conflict of interest among the co-clients. . . .  The lawyer cannot continue in the representation without compromising either the duty of communication to the affected co-client or the expectation of confidentiality on the part of the communicating co-client.  Moreover, continuing the joint representation without making disclosure may mislead the affected client or otherwise involve the lawyer in assisting the communicating client in a breach of fiduciary duty or other misconduct.  Accordingly, the lawyer is required to withdraw unless the communicating client can be persuaded to permit sharing of the communication. . . .  Following withdrawal, the lawyer may not, without consent of both, represent either co-client adversely to the other with respect to the same or a substantially related matter . . . .  In the course of withdrawal, the lawyer has discretion to warn the affected co-client that a matter seriously and adversely affecting that person's interests has come to light, which the other co-client refuses to permit the lawyer to disclose.  Beyond such a limited warning, the lawyer, after consideration of all relevant circumstances, has the further discretion to inform the affected co-client of the specific communication if, in the lawyer's reasonable judgment, the immediacy and magnitude of the risk to the affected co-client outweigh the interest of the communicating client in continued secrecy.  In making such determinations, the lawyer may take into account superior legal interests of the lawyer or of affected third persons, such as an interest implicated by a threat of physical harm to the lawyer or another person.

Restatement (Third) of Law Governing Lawyers § 60 cmt. l (2000) (emphases added).

This seems like the reverse of what the rule should be.  One would think that a lawyer should have discretion to decide during a representation whether to share confidences with the other clients, but have a duty to share confidences if the lawyer obtains information so material that it requires the lawyer's withdrawal.

The Restatement then provides three illustrations guiding lawyers in how they should exercise their discretion to disclose the confidence ‑‑ depending on the consequences of the disclosure.

These illustrations seem to adopt the discretionary approach rather than the mandatory approach of the other Restatement section.

Interestingly, all of the illustrations involve a client disclosing the confidence to the lawyer ‑‑ and then asking the lawyer not to share the confidence with another jointly represented client.  As explained above, the ABA Model Rules provisions seem to address a much less likely scenario ‑‑ in which the client asks the lawyer not to share information after telling the lawyer that the client has such information but before the client actually shares it with the lawyer.

The three Restatement illustrations represent a spectrum of the confidential information's materiality.

The first scenario involves financially immaterial information that could have an enormous emotional impact ‑‑ the lawyer's desire to leave some money to an illegitimate child of which his wife is unaware.

2. Lawyer has been retained by Husband and Wife to prepare wills pursuant to an arrangement under which each spouse agrees to leave most of their property to the other . . . .  Shortly after the wills are executed, Husband (unknown to Wife) asks Lawyer to prepare an inter vivos trust for an illegitimate child whose existence Husband has kept secret from Wife for many years and about whom Husband had not previously informed Lawyer.  Husband states that Wife would be distraught at learning of Husband's infidelity and of Husband's years of silence and that disclosure of the information could destroy their marriage.  Husband directs Lawyer not to inform Wife.  The inter vivos trust that Husband proposes to create would not materially affect Wife's own estate plan or her expected receipt of property under Husband's will, because Husband proposes to use property designated in Husband's will for a personally favored charity.  In view of the lack of material effect on Wife, Lawyer may assist Husband to establish and fund the inter vivos trust and refrain from disclosing Husband's information to Wife.

Restatement (Third) of Law Governing Lawyers § 60 cmt. l, illus. 2 (2000) (emphases added).  The second scenario involves information that is more monetarily material.

3. Same facts as Illustration 2, except that Husband's proposed inter vivos trust would significantly deplete Husband's estate, to Wife's material detriment and in frustration of the Spouses' intended testamentary arrangements.  If Husband refuses to inform Wife or to permit Lawyer to do so, Lawyer must withdraw from representing both Husband and Wife.  In the light of all relevant circumstances, Lawyer may exercise discretion whether to inform Wife either that circumstances, which Lawyer has been asked not to reveal, indicate that she should revoke her recent will or to inform Wife of some or all the details of the information that Husband has recently provided so that Wife may protect her interests.  Alternatively, Lawyer may inform Wife only that Lawyer is withdrawing because Husband will not permit disclosure of relevant information.

Id. illus. 3 (emphases added).  The final scenario involves very material information in another setting ‑‑ one jointly represented client's conviction for an earlier fraud.

4. Lawyer represents both A and B in forming a business.  Before the business is completely formed, A discloses to Lawyer that he has been convicted of defrauding business associates on two recent occasions.  The circumstances of the communication from A are such that Lawyer reasonably infers that A believes that B is unaware of that information and does not want it provided to B.  Lawyer reasonably believes that B would call off the arrangement with A if B were made aware of the information.  Lawyer must first attempt to persuade A either to inform B directly or to permit Lawyer to inform B of the information.  Failing that, Lawyer must withdraw from representing both A and B.  In doing so, Lawyer has discretion to warn B that Lawyer has learned in confidence information indicating that B is at significant risk in carrying through with the business arrangement, but that A will not permit Lawyer to disclose that information to B.  On the other hand, even if the circumstances do not warrant invoking § 67, Lawyer has the further discretion to inform B of the specific nature of A's communication to B if Lawyer reasonably believes this necessary to protect B's interests in view of the immediacy and magnitude of the threat that Lawyer perceives posed to B.

Id. illus. 4 (emphases added). 

Thus, the Restatement clearly takes a position that differs from the ABA Model Rules.  In contrast to the ABA Model Rules approach, the Restatement does not require a lawyer to keep secret from one jointly represented client what the lawyer has learned from another jointly represented client.

However, the Restatement seems to conclude in some sections that in the absence of some agreement the lawyer must disclose such confidences, while in other sections seems to conclude that the lawyer has discretion whether or not to disclose confidences.

ACTEC Commentaries.  The ACTEC Commentaries take the same approach as the Restatement ‑‑ rejecting a "no secrets" approach in the absence of an agreement on information flow among jointly represented clients.

In the absence of any agreement to the contrary (usually in writing), a lawyer is presumed to represent multiple clients with regard to related legal matters jointly with resulting full sharing of information between the clients.  The better practice in all cases is to memorialize the clients' instructions in writing and give a copy of the writing to the client.  Nothing in the foregoing should be construed as approving the representation by a lawyer of both parties in the creation of inherently adversarial contract (e.g., marital property agreement) which is not subject to rescission by one of the parties without the consent and joinder of the other.  See ACTEC Commentary on MRPC 1.7 (Conflicts of Interest:  Current Clients).  The lawyer may wish to consider holding a separate interview with each prospective client, which may allow the clients to be more candid and, perhaps, reveal conflicts of interest that would not otherwise be disclosed.

American College of Trust & Estate Counsel, Commentaries on the Model Rules of Professional Conduct, Commentary on MRPC 1.6, at 75-76 (4th ed. 2006), http://www.actec.org/Documents/misc/ACTEC_Commentaries_4th_02_14_06.pdf (emphasis added).

Like the Restatement, the ACTEC Commentaries provide some guidance to a lawyer jointly representing clients who learns confidences from one client that might be of interest to the other client (in the absence of a prior agreement dealing with the information flow).

The ACTEC Commentaries first explain that the lawyer should distinguish immaterial from material confidential information.

A lawyer who receives information from one joint client (the "communicating client") that the client does not wish to be shared with the other joint client (the "other client" is confronted with a situation that may threaten the lawyer's ability to continue to represent one or both of the clients.  As soon as practicable after such a communication, the lawyer should consider the relevance and significance of the information and decide upon the appropriate manner in which to proceed.  The potential courses of action include, inter alia, (1) taking no action with respect to communications regarding irrelevant (or trivial) matters; (2) encouraging the communicating client to provide the information to the other client or to allow the lawyer to do so; and (3) withdrawing from the representation if the communication reflects serious adversity between the parties.  For example, a lawyer who represents a husband and wife in estate planning matters might conclude that information imparted by one of the spouses regarding a past act of marital infidelity need not be communicated to the other spouse.  On the other hand, the lawyer might conclude that he or she is required to take some action with respect to a confidential communication that concerns a matter that threatens the interests of the other client or could impair the lawyer's ability to represent the other client effectively (e.g., "After she signs the trust agreement, I intend to leave her . . ." or "All of the insurance policies on my life that name her as beneficiary have lapsed").  Without the informed consent of the other client, the lawyer should not take any action on behalf of the communicating client, such as drafting a codicil or a new will, that might damage the other client's economic interests or otherwise violate the lawyer's duty of loyalty to the other client.

Id. at 76 (emphases added).

The ACTEC Commentaries suggest that the lawyer facing this awkward situation first urge that the client providing the information to disclose the information herself to the other client.

In order to minimize the risk of harm to the clients' relationship and, possibly, to retain the lawyer's ability to represent both of them, the lawyer may properly urge the communicating client himself or herself to impart the confidential information directly to the other client.  See ACTEC Commentary on MRPC 2.1 (Advisor).  In doing so, the lawyer may properly remind the communicating client of the explicit or implicit understanding that relevant information would be shared and of the lawyer's obligation to share the information with the other client.  The lawyer may also point out the possible legal consequences of not disclosing the confidence to the other client, including the possibility that the validity of actions previously taken or planned by one or both of the clients may be jeopardized.  In addition, the lawyer may mention that the failure to communicate the information to the other client may result in a disciplinary or malpractice action against the lawyer.

Id. at 76-77 (emphases added).

The ACTEC Commentaries then describe the lawyer's next step ‑‑ ultimately concluding that the lawyer has discretion to disclose such confidential information.

If the communicating client continues to oppose disclosing the confidence to the other client, the lawyer faces an extremely difficult situation with respect to which there is often no clearly proper course of action.  In such cases the lawyer should have a reasonable degree of discretion in determining how to respond to any particular case.  In fashioning a response, the lawyer should consider his or her duties of impartiality and loyalty to the clients; any express or implied agreement among the lawyer and the joint clients that information communicated by either client to the lawyer or otherwise obtained by the lawyer regarding the subject of the representation would be shared with the other client; the reasonable expectations of the clients; and the nature of the confidence and the harm that may result if the confidence is, or is not, disclosed.  In some instances the lawyer must also consider whether the situation involves such adversity that the lawyer can no longer effectively represent both clients and is required to withdraw from representing one or both of them.  See ACTEC Commentary on MRPC 1.7 (Conflict of Interest:  Current Clients).  A letter of withdrawal that is sent to the other client may arouse the other client's suspicions to the point that the communicating client or the lawyer may ultimately be required to disclose the information.

Id. at 77 (emphases added).

The ACTEC Commentaries' conclusion about a lawyer's withdrawal in this awkward situation makes little sense.  There are a number of situations in which a lawyer must withdraw from a representation without explaining why.  In a joint representation context, a lawyer who has arranged for a "keep secrets" approach might well have to withdraw from both representations if information the lawyer has learned from one client (and must keep secret from the other client) would materially affect the lawyer's representation of one or both clients.  Even outside the joint representation context, lawyers might learn information from one client that would effectively preclude the lawyer from representing another client.

For instance, representing a client in a highly secret matter (which that client has asked to remain completely confidential) might become the possible target of another client's hostile takeover effort.  A lawyer invited to represent that second client while simultaneously representing the first client would have to politely decline that piece of work ‑‑ without explaining why.  The second client undoubtedly would have suspicions about the reason for the lawyer's refusal to take on the work (a simultaneous representation of the target in an unrelated matter), but the lawyer could not explicitly disclose the reason why the lawyer could not take on the work.

Thus, it does not make much sense to say (as the ACTEC Commentaries indicate) that the withdrawal letter "may arouse the other client's suspicions to the point that the communicating client or the lawyer may ultimately be required to disclose the information."  Id.  If there is a duty not to disclose the information, the lawyer sending the withdrawal letter simply cannot make the disclosure, regardless of any client's suspicions.

Courts and Bars.  Although most states seem to take the "keep secrets" default position (discussed above), at least one state appears to adopt the approach taken by the Restatement and the ACTEC Commentaries ‑‑ recognizing lawyers' discretion in this situation.

In 1999, the New Jersey Supreme Court analyzed a situation in which a lawyer jointly representing a husband and a wife in estate planning learned from a third party that the husband had fathered a child out of wedlock.  A. v. B., 726 A.2d 924 (N.J. 1999).
The court explained that the retainer letter signed by the husband and wife "acknowledged that information provided by one client could become available to the other," but did not explicitly require such sharing.  Id. at 928.  As the court explained it,

[t]he letters, however, stop short of explicitly authorizing the firm to disclose one spouse's confidential information to the other.  Even in the absence of any such explicit authorization, the spirit of the letters supports the firm's decision to disclose to the wife the existence of the husband's illegitimate child.

Id.  The New Jersey Supreme Court ultimately explained that the lawyer in that situation had discretion to disclose the information.

In the absence of an agreement to share confidential information with co-clients, the Restatement reposes the resolution of the lawyer's competing duties within the lawyer's discretion.

Id. at 929.

The New Jersey Supreme Court recognized that the ACTEC Commentaries "agreed with this approach, while other state bars have taken the opposite position."  Among other things, the New Jersey Supreme Court noted that the lawyer had learned the information from a third party, rather than one of the jointly represented clients.  The court ultimately found it unnecessary to "reach the decision whether the lawyer's obligation to disclose is discretionary or mandatory" ‑‑ but clearly rejected the "keep secrets" approach.

At least one bar also rejected the "keep secrets" approach in the absence of a previous agreement about information flow ‑‑ although in an opinion dealing with a lawyer's duty to disclose all pertinent information to former jointly represented clients.  Although this scenario deals with privilege rather than ethics, it highlights the issue.

· Maryland LEO 2006-15 (2006) (holding that a lawyer fired by one of two jointly represented clients [who have now become adversaries] must withdraw from representing both clients, even if both clients consent to the lawyer's continuing to represent just one of the clients; "The lawyer is likely unable to provide competent and diligent representation to clients with interests that are diametrically opposed to one another.  Further, (b)(3) [Maryland Ethics Rule 1.7(b)(3)] forbids the continued representation, even with a waiver, where one client asserts a claim against the other.  That appears to be the case here, and, therefore, the conflict is not waivable."; also holding that the lawyer must provide both of the formerly jointly represented clients the lawyer's files; "With regard to the remaining two issues, former-Client B should have unfettered access to Attorney 1's files under what has been recognized by some courts as the 'Joint Representation Doctrine, ' which provides that: 'Generally, where the same lawyer jointly represents two clients with respect to the same matter, the clients have no expectation that their confidences concerning the joint matter will remain secret from each other, and those confidential communications are not within the privilege in subsequent adverse proceedings between the co-clients." (emphasis added)).

Although similar to a court's dicta, the Maryland LEO's approach places it on the "no secrets" side of the divide among courts and bars.
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Clients' Gifts to Lawyers

Because of the obvious possibility of a lawyer's exercise of undue influence in such situations, as well as the inherent conflict between the lawyer's and the client's interests in connection with client gifts to lawyers or their families, bars have always imposed limitations on such arrangements.  

The limitations vary from rule to rule and from bar to bar.

ABA Model Rules

The ABA Model Rules impose two specific but related prohibitions.  

A lawyer shall not solicit any substantial gift from a client, including a testamentary gift, or prepare on behalf of a client an instrument giving the lawyer or a person related to the lawyer any substantial gift unless the lawyer or other recipient of the gift is related to the client.  For purposes of this paragraph, related persons include a spouse, child, grandchild, parent, grandparent or other relative or individual with whom the lawyer or the client maintains a close, familial relationship.

ABA Model Rule 1.8(c) (emphasis added).

A comment to this Model Rule explains that these prohibitions relate to solicitation and document preparation, not acceptance.  

A lawyer may accept a gift from a client, if the transaction meets general standards of fairness.  For example, a simple gift such as a present given at a holiday or as a token of appreciation is permitted.  If a client offers the lawyer a more substantial gift, paragraph (c) does not prohibit the lawyer from accepting it, although such a gift may be voidable by the client under the doctrine of undue influence, which treats client gifts as presumptively fraudulent.  In any event, due to concerns about overreaching and imposition on clients, a lawyer may not suggest that a substantial gift be made to the lawyer or for the lawyer's benefit, except where the lawyer is related to the client as set forth in paragraph (c).

ABA Model Rule 1.8 cmt. [6].

Thus, lawyers may not solicit substantial gifts from clients (and may not prepare documents consummating those gifts), but lawyers may accept such gifts -- subject to general rules under which fiduciaries are presumed to have defrauded their clients in such circumstances.  

As a practical matter, this latter principle might deter lawyers from ever accepting such gifts absent independent representation of the client in the arrangement, but the Rule does not require such separate representation.

Restatement

Unlike the ABA Model Rules, the Restatement articulates the obvious rationale for the rule.

A client's valuable gift to a lawyer invites suspicion that the lawyer overreached or used undue influence.  It would be difficult to reach any other conclusion when a lawyer has solicited the gifts.  Testamentary gifts are a subject of particular concern, both because the client is often of advanced age at the time the will is written and because it will often be difficult to establish the client's true intentions after the client's death.  At the same time, the client-lawyer relationship in which a gift is made is often extended and personal.  A genuine feeling of gratitude and admiration can motivate a client to confer a gift on the lawyer.  The rule of this Section respects such genuine wishes while guarding against overreaching by lawyers.

Restatement (Third) of Law Governing Lawyers § 127 cmt. b (2000).

In contrast to the ABA Model Rules, the Restatement does not prohibit solicitation (although a comment mentions it) ‑‑ but rather deals only with document preparation and acceptance.

Unlike the ABA Model Rules, the Restatement discusses the proportionality of gifts.

A lawyer may not prepare any instrument effecting any gift from a client to the lawyer, including a testamentary gift, unless the lawyer is a relative or other natural object of the client's generosity and the gift is not significantly disproportionate to those given other donees similarly related to the donor. . . .  A lawyer may not accept a gift from a client, including a testamentary gift, unless:  (a) the lawyer is a relative or other natural object of the client's generosity; (b) the value conferred by the client and the benefit to the lawyer are insubstantial in amount; or (c) the client, before making the gift, has received independent advice or has been encouraged, and given a reasonable opportunity, to seek such advice.

Restatement (Third) of Law Governing Lawyers § 127 (2000) (emphasis added).  

A Restatement illustration explains how this proportionality principle works in a family setting.

Lawyer is one of Mother's five children.  At Mother's instruction, Lawyer prepares her will leaving one-fifth of the estate to each of the children, including Lawyer.  Lawyer's preparation of such an instrument is within the exceptions in § 127(2).  However, if Lawyer received one-third of the estate, and the other four children each received one-sixth, in the event of a challenge, Lawyer would be required to persuade the tribunal that Lawyer did not overreach Mother.

Restatement (Third) of Law Governing Lawyers § 127 cmt. e, illus. 1 (2000).

The Restatement also provides an explanation of the "substantial gift" element, as well as an illustration.

In determining whether a gift to a lawyer is substantial within the meaning of Subsection (2)(b), the means of both the lawyer and the client must be considered.  To a poor client, a gift of $100 might be substantial, suggesting that such an extraordinary act was the result of the lawyer's overreaching.  To a wealthy client, a gift of $1,000 might seem insubstantial in relation to the client's assets, but if substantial in relation to the lawyer's assets, it suggests a motivation on the part of the lawyer to overreach the client-donor, or at least not to have fully advised the client of the client's rights and interests.  Under either set of circumstances, the lawyer violates the client's rights by accepting such a gift.
Restatement (Third) of Law Governing Lawyers § 127 cmt. f (2000).  The illustration provides an obviously permissible situation.

Client, who has a longstanding professional relationship with Lawyer, presents Lawyer with an antique locket, with a market value of under $50, that had belonged to Client's deceased sister.  'My sister always wanted to be a lawyer,' Client says to Lawyer, 'but that was difficult in her generation.  I like to think she would have been as good a lawyer as you now are, and I think she would like you to have this.'  Lawyer may accept the Client's gift.

Restatement (Third) of Law Governing Lawyers § 127 cmt. f, illus. 2 (2000).

The Restatement provides several other useful illustrations.

Client has come to Lawyer for preparation of Client's will.  'I do not have living relatives and you have been my trusted friend and adviser for most of my adult life,' Client tells Lawyer.  'I want you to have a bequest of $50,000 from my estate.'  Lawyer urges Client to ask another lawyer to advise Client about such a gift and prepare any will effecting it.  Client refuses, saying 'I do not want anyone else to know my business.'  Lawyer may not draft Client's will containing the proposed gift to Lawyer.

Restatement (Third) of Law Governing Lawyers § 127 cmt. g, illus. 3 (2000).

The same fact as in Illustration 3, except that Client, professing the same wish to benefit Lawyer, tells Lawyer that Client is going to make a $50,000 cash gift to Lawyer.  Lawyer encourages and gives Client a reasonable opportunity to seek independent advice about making a gift to Lawyer.  Client does not do so.  Lawyer may accept the inter vivos gift of $50,000 from Client, so long as Lawyer did not solicit the gift or prepare an instrument effecting the gift from Client.

Restatement (Third) of Law Governing Lawyers § 127 cmt. g, illus. 4 (2000).

ACTEC Commentaries

The ACTEC Commentaries essentially follow the ABA Model Rules and the Restatement approach.

MRPC 1.8 generally prohibits a lawyer from soliciting a substantial gift from a client, including a testamentary gift, or preparing for a client an instrument that gives the lawyer or a person related to the lawyer a substantial gift.  A lawyer may properly prepare a will or other document that includes a substantial benefit for the lawyer or a person related to the lawyer if the lawyer or other recipient is related to the client.  The term "related person" is defined in MRPC 1.8 (c) and may include a person who is not related by blood or marriage but has a close familial relationship.  However, the lawyer should exercise special care if the proposed gift to the lawyer or a related person is disproportionately large in relation to the gift the client proposes to make to others who are equally related.  Neither the lawyer nor a person associated with the lawyer can assist an unrelated client in making a substantial gift to the lawyer or to a person related to the lawyer. . . .  For purposes of this Commentary, the substantiality of a gift is determined by reference both to the size of the client's estate and to the size of the estate of the designated recipient.  The provisions of this rule extend to all methods by which gratuitous transfers might be made by a client including life insurance, joint tenancy with right of survivorship, and pay-on-death and trust accounts.

American College of Trust & Estate Counsel, Commentaries on the Model Rules of Professional Conduct, Commentary on MRPC 1.8, at 112 (4th ed. 2006), http://www.actec.org/Documents/misc/ACTEC_Commentaries_4th_02_14_06.pdf.

Thus, the ACTEC Commentaries contain the same concept of "proportionality" that appears in the Restatement.  This is a subtlety that does not appear in the ABA Model Rules, but which assures that lawyers cannot take advantage of other family members.

State Case Law

Throughout the country, courts often take a harsh approach toward lawyers who have arranged for gifts from their clients.

Several cases highlight this unforgiving approach.

· In re Colman, 885 N.E.2d 1238 (Ind. 2008) (suspending for three years an Indiana lawyer who, among other things, arranged for one of his friends to prepare a will for one of the lawyer's clients who wanted to make the lawyer a beneficiary of his estate; noting that the friend who prepared the will never spoke directly with the client and did not charge the client for his services; also noting that the friend sent a paralegal to the hospital to go over the will with the hospitalized client before the client signed the will).

· Attorney Grievance Comm'n v. Stein, 819 A.2d 372, 375, 374, 376, 379 (Md. 2003) (suspending indefinitely a lawyer who had prepared a will under which he received a bequeath; explaining that the lawyer (Stein) (a) had practiced as a lawyer since 1961, and had never been sanctioned as a lawyer or received any warnings about any alleged misconduct during his entire practice, (b) represented a couple who had been clients and friends of Stein's father since the 1950s, and (c) prepared a will under which he was to receive a substantial gift; noting that Stein acknowledged that the gift was his suggestion; explaining that the lower court found that the testator was competent and that "there was no indication that any improper influence or duress was brought to bear upon the client" by Stein; noting that Stein suggested to the testator that she speak with one of Stein's partners, but did not explain to the testator "the necessity of seeing an independent attorney outside of the firm."; and that Stein claimed that he was unaware of Maryland Rule 1.8(c)(2), which requires that the client be separately represented by independent counsel in connection with a gift to a lawyer who is not a relative; explaining that the requirement of independent counsel was "express and mandatory," and that "the independent counsel required by the Rule must be truly independent -- the requirement of the Rule may not be satisfied by consultation with an attorney who is a partner of, shares space with, or is a close associate of the attorney-drafter."; acknowledging that Stein was 69 years old and semi-retired, and had never violated any other ethical rule since 1961, but harshly warning that "we consider a violation of Rule 1.8(c) to be most serious.  Respondent's conduct undermines the public confidence in the legal profession in a particularly egregious manner.").

· In re Grevemberg, 838 So. 2d 1283, 1285, 1286 (La. 2003) (suspending for one year a lawyer who drafted a will under which the lawyer and his wife received most of the client's property; acknowledging that the testator was mentally competent when preparing the will, and that the lawyer "had not exercised any undue influence on her."; also recognizing that the lawyer had a "well-respected reputation and good character in the community," had exhibited a "cooperative attitude toward the proceedings" and had enjoyed an "unblemished record in the practice of law for over 56 years."; nevertheless noting that Louisiana's Rule 1.8 prohibits a lawyer from preparing any instrument of this sort).

· Toledo Bar Ass'n v. Cook, 778 N.E.2d 40 (Ohio 2002) (suspending for one year a lawyer who followed a client's suggestion that his will provide a benefit to a nursing home owned by the lawyer; noting that the lawyer resigned from her positions at the nursing home ‑‑ although her siblings continued to control the nursing home ‑‑ and prepared the will that the client suggested; explaining that when the testator died and his children questioned the bequest, the nursing home disclaimed any interest in the client's estate, and the lawyer apologized; citing Ohio's Rule that completely prohibits a lawyer from preparing any instrument under which the lawyer receives a benefit from a non-relative client; suspending the lawyer for one year (although reducing the suspension to six months if the lawyer took ethics CLE courses)).

Some bars seem to be more forgiving.

· See, e.g., Attorney Grievance Comm'n v. Saridakis, 936 A.2d 886, 894 (Md. 2007) (providing a warning but not otherwise sanctioning a Maryland lawyer who arranged for a client insisting on naming the lawyer as one of her beneficiaries to have the arrangement reviewed by another lawyer with whom the lawyer shared offices; noting that the hearing judge concluded that the second lawyer "acted as independent counsel" to the testator; finding that the second lawyer was not sufficiently independent to comply with Maryland's Rule 1.8(c), but that the respondent lawyer had attempted in good faith to comply with that Rule).
Interestingly, there seems to be no case law on the enforceability of estate planning documents that clearly violate the lawyer's ethics rules ‑‑ but for which the lawyer would happily forfeit a law license (or accept a punishment) in order to keep the money.

Such a scenario would arise where ethics rules and fiduciary duty principles intersect.  The former generally only governs the bar's discipline of lawyers, and does not provide the governing principles in situations arising outside the disciplinary context.  Thus, the enforceability of an unethical testamentary or other document probably would involve common law fiduciary duty principles rather than ethics rules provisions.
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Negotiation Ethics
In some situations, lawyers must assess whether the lawyer must or may disclose protected client information to correct a negotiation or transactional adversary's misunderstanding.  Such negotiations or transactions can occur in a purely commercial setting or in connection with settling litigation.

The analysis frequently involves characterized statements that the lawyer or lawyer's client has made ‑‑ which might have induced the adversary's misunderstanding.  This in turn sometimes involves distinguishing between harmless statements of intent and wrongful statements of fact.  Most authorities label the former "puffery" ‑‑ as if giving it a special name will immunize such statements from common law or ethics criticism.  The latter type of statement can run afoul of both common law and ethics principles significantly.  The ethics rules prohibit misrepresentation regardless of the adversary's reliance or lack of reliance, and regardless of any causation.

Under ABA Model Rule 4.1 and its state counterparts,

[i]n the course of representing a client a lawyer shall not knowingly:

(a) make a false statement of material fact or law to a third person; or

(b) fail to disclose a material fact when disclosure is necessary to avoid assisting a criminal or fraudulent act by a client, unless disclosure is prohibited by Rule 1.6.

ABA Model Rule 4.1

The first comment confirms that lawyers do not have an obligation to volunteer unfavorable facts to the adversary.

A lawyer is required to be truthful when dealing with others on a client's behalf, but generally has no affirmative duty to inform an opposing party of relevant facts.
ABA Model Rule 4.1 cmt. [1] (emphasis added).

Comment [2] addresses the distinction between factual statements and what many call "puffing."

This Rule refers to statements of fact.  Whether a particular statement should be regarded as one of fact can depend on the circumstances.  Under generally accepted conventions in negotiation, certain types of statements ordinarily are not taken as statements of material fact.  Estimates of price or value placed on the subject of a transaction and a party's intentions as to an acceptable settlement of a claim are ordinarily in this category, and so is the existence of an undisclosed principal except when nondisclosure of the principal would constitute fraud.  Lawyers should be mindful of their obligations under applicable law to avoid criminal and tortious misrepresentation.

ABA Model Rule 4.1 cmt. [2] (emphasis added).

Not surprisingly, it can be very difficult to distinguish between ethical statements of fact and ethically permissible "puffing."

Perhaps because of this difficulty in drawing the lines of acceptable conduct, the ABA explained in one legal ethics opinion that judges should not ask litigants' lawyers about the extent of their authority.

The Restatement takes the same necessarily vague approach ‑‑ although focusing more than the ABA Model Rules on the specific context of the statements.

A knowing misrepresentation may relate to a proposition of fact or law.  Certain statements, such as some statements relating to price or value, are considered nonactionable hyperbole or a reflection of the state of mind of the speaker and not misstatements of fact or law . . . .  Whether a misstatement should be so characterized depends on whether it is reasonably apparent that the person to whom the statement is addressed would regard the statement as one of fact or based on the speaker's knowledge of facts reasonably implied by the statement or as merely an expression of the speaker's state of mind.  Assessment depends on the circumstances in which the statement is made, including the past relationship of the negotiating persons, their apparent sophistication, the plausibility of the statement on its face, the phrasing of the statement, related communication between the persons involved, the known negotiating practices of the community in which both are negotiating, and similar circumstances.  In general, a lawyer who is known to represent a person in a negotiation will be understood by nonclients to be making nonimpartial statements, in the same manner as would the lawyer's client.  Subject to such an understanding, the lawyer is not privileged to make misrepresentations described in this Section.

Restatement (Third) of Law Governing Lawyers § 98 cmt. c (2000) (emphasis added).

A 2015 California legal ethics opinion distinguished between statements that amount to harmless "puffery" and those that cross the line into knowing misrepresentations.

Some statements obviously violate the ethics rules, because they involve demonstrably false statements of objectively provable facts.

· California LEO 2015-194 (2015) (analyzing the following scenario, and finding that the lawyer's representation constituted a factual statement rather than puffery; "While the settlement officer is talking privately with Attorney and Plaintiff, he asks Attorney and Plaintiff about Plaintiff's wage loss claim.  Attorney tells the settlement officer that Plaintiff was earning $75,000 per year, which is $25,000 more than Client was actually earning; Attorney is aware that the settlement officer will convey this figure to Defendant, which he does." (emphasis added); "Attorney's statement that Plaintiff was earning $75,000 per year, when Plaintiff was actually earning $50,000, is an intentional misstatement of a fact.  Attorney is not expressing his opinion, but rather is stating a fact that is likely to be material to the negotiations, and upon which he knows the other side may rely, particularly in the context of these settlement discussions, which are taking place prior to discovery.  As with Example Number 1, above, Attorney's statement constitutes an improper false statement and is not permissible." (emphasis added)).

· California LEO 2015-194 (2015) (analyzing the following scenario, and finding that the lawyer's representation constituted a factual statement rather than puffery; "In response to Plaintiff's settlement demand, Defendant's lawyer informs the settlement officer that Defendant's insurance policy limit is $50,000.  In fact, Defendant has a $500,000 insurance policy." (emphasis added); "Defendant's lawyer's inaccurate representations regarding Defendant's policy limits is an intentional misrepresentation of fact intended to mislead Plaintiff and her lawyer.  See Shafer v. Berger, Kahn, Shafton, Moss, Figler, Simon & Gladstone (2003) 107 Cal.App.4th 54, 76 [131 Cal.Rptr.2d 777] (plaintiffs 'reasonably relied on the coverage representations made by counsel for an insurance company').  As with Example Number 1, above, Defendant's lawyer's intentional misrepresentation about the available policy limits is improper." (emphasis added)).

Some statements are also demonstrably false, but seem somewhat less objective than the easily analyzed misstatements.

· California LEO 2015-194 (2015) (analyzing the following scenario, and finding that the lawyer's representation constituted a factual statement rather than puffery; "In the settlement conference brief submitted on Plaintiff's behalf, Attorney asserts that he will have no difficulty proving that Defendant was texting while driving immediately prior to the accident.  In that brief, Attorney references the existence of an eyewitness to the accident, asserts that the eyewitness's account is undisputed, asserts that the eyewitness specifically saw Defendant texting while driving immediately prior the accident, and asserts that the eyewitness's credibility is excellent.  In fact, Attorney has been unable to locate any eyewitness to the accident." (emphasis added); "Attorney's misrepresentations about the existence of a favorable eyewitness and the substance of the testimony the attorney purportedly expects the witness to give are improper false statements of fact, intended to mislead Defendant and his lawyer.  Attorney is making representations regarding the existence of favorable evidence for the purpose of having the Defendant rely on them.  The attorney has no factual basis for the statements made.  Further, Attorney's misrepresentation is not an expression of opinion, but a material representation that "a reasonable [person] would attach importance to . . . in determining his choice of action in the transaction in question . . ."  (Charpentier v. Los Angeles Rams (1999) 75 Cal.App.4th 301, 313 [89 Cal.Rptr.2d 115], quoting Rest.2d Torts § 538).  Thus, Attorney's misrepresentations regarding the existence of a favorable eyewitness constitute improper false statements and are not ethically permissible.  This is consistent with Business and Professions Code section 6128(a) . . ., and Business and Professions Code section 6106 . . ., which make any act involving deceit, moral turpitude, dishonesty or corruption a cause for disbarment or suspension." (emphasis added)).

The existence of an eyewitness can be proven true or false.  The question would presumably be closer if the lawyer directly testified that an eyewitness saw the accident, but stretched a bit when proclaiming to the adversary that the eyewitness will support the lawyer's client's version of the facts.

The 2015 California legal ethics opinion also included an illustration of classic permissible "puffery."

· California LEO 2015-194 (2015) (analyzing the following scenario, and finding that the lawyer's representation constituted puffery; "While talking privately outside the presence of the settlement officer, Attorney and Plaintiff discuss Plaintiff's 'bottom line' settlement number.  Plaintiff advises Attorney that Plaintiff's 'bottom line' settlement number is $175,000.  When the settlement officer asks Attorney for Plaintiff's demand, Attorney says, 'Plaintiff needs $375,000 if you want to settle this case.'" (emphasis added); "Statements regarding a party's negotiating goals or willingness to compromise, as well as statements that constitute mere posturing or 'puffery,' are among those that are not considered verifiable statements of fact.  A party negotiating at arm's length should realistically expect that an adversary will not reveal its true negotiating goals or willingness to compromise.  Here, Attorney's statement of what the client will need to settle the matter is allowable 'puffery' rather than a misrepresentation of fact.  Attorney has not committed an ethical violation by overstating Client's 'bottom line' settlement number." (emphasis added)).

The California legal ethics opinion also analyzed a statement that could fall into either category, depending on the facts.

· California LEO 2015-194 (2015) (finding that a lawyer's threat of bankruptcy when bankruptcy was not available to the client constituted an impermissible false representation of fact; "Defendant's lawyer also states that Defendant intends to file for bankruptcy if Defendant does not get a defense verdict.  In fact, two weeks prior to the mediation, Defendant consulted with a bankruptcy lawyer and was advised that Defendant does not qualify for bankruptcy protection and could not receive a discharge of any judgment entered against him.  Defendant has informed his lawyer of the results of his consultation with bankruptcy counsel and that Defendant does not intend to file for bankruptcy." (emphasis added); "Whether Defendant's lawyer's representations regarding Defendant's plans to file for bankruptcy in the event that Defendant does not win a defense verdict constitute a permissible negotiating tactic will hinge on the specific representations made and the facts known.  Here, Defendant's lawyer knows that Defendant does not intend to file for bankruptcy and that Defendant consulted with bankruptcy counsel before the mediation and was informed that Defendant is not legally eligible to file for bankruptcy.  A statement by Defendant's lawyer that expresses or implies that Defendant's financial condition is such that he is in fact eligible to file for bankruptcy is therefore a false representation of fact.  The conclusion may be different[,] however, if Defendant's lawyer does not know whether or not his client intends to file for bankruptcy or whether his client is legally eligible to obtain a discharge." (emphasis added)).
The California legal ethics opinion's analysis left two issues unaddressed.  First, one might think that the defendant's lawyer could ethically state that the defendant intends to declare bankruptcy ‑‑ even if a creditor could seek to have the bankruptcy action dismissed or could resist the discharge of any judgment.  As long as the bankruptcy filing was not frivolous, one might think that the adversary's ability to challenge the filing (and even have it dismissed) would not prevent the filing itself.  Every bar seems to take the position that a plaintiff can file a knowingly time-barred claim, even if the defendant could easily rely on the statute of limitations in seeking the action's dismissal.  Perhaps that basic principle does not apply in the bankruptcy setting, but the California Bar could have explained why.

Second, the California legal ethics opinion indicated that its "conclusion may be different" if defendant's lawyer "does not know whether or not his client intends to file for bankruptcy."  Id.  In that scenario, one might wonder how the defendant's lawyer could "state[] that Defendant intends to file for bankruptcy if Defendant does not get a defense verdict."  Id.  Lawyers generally cannot make such a definite statement if the defendant has not authorized it.

(a)
A 1980 American Bar Foundation article explains that this type of tactic does not violate the ethics rules.

It is a standard negotiating technique in collective bargaining negotiation and in some other multiple-issue negotiations for one side to include a series of demands about which it cares little or not at all.  The purpose of including these demands is to increase one's supply of negotiating currency.  One hopes to convince the other party that one or more of these false demands is important and thus successfully to trade it for some significant concession.  The assertion of and argument for a false demand involves the same kind of distortion that is involved in puffing or in arguing the merits of cases or statutes that are not really controlling.  The proponent of a false demand implicitly or explicitly states his interest in the demand and his estimation of it.  Such behavior is untruthful in the broadest sense; yet at least in collective bargaining its use is a standard part of the process and is not thought to be inappropriate by any experienced bargainer.

James J. White, Machiavelli and the Bar:  Ethical Limitations on Lying in Negotiation, 1980 Am. B. Found. Res. J. 926, 932 (1980) (emphases added; footnote omitted).

An ABA legal ethics opinion defines this type of statement as harmless puffery rather than material misstatement of fact.

For example, parties to a settlement negotiation often understate their willingness to make concessions to resolve the dispute.  A plaintiff might insist that it will not agree to resolve a dispute for less than $ 200, when, in reality, it is willing to accept as little as $ 150 to put an end to the matter.  Similarly, a defendant manufacturer in patent infringement litigation might repeatedly reject the plaintiff's demand that a license be part of any settlement agreement, when in reality, the manufacturer has no genuine interest in the patented product and, once a new patent is issued, intends to introduce a new product that will render the old one obsolete.  In the criminal law context, a prosecutor might not reveal an ultimate willingness to grant immunity as part of a cooperation agreement in order to retain influence over the witness.  

A party in a negotiation also might exaggerate or emphasize the strengths, and minimize or deemphasize the weaknesses, of its factual or legal position.  A buyer of products or services, for example, might overstate its confidence in the availability of alternate sources of supply to reduce the appearance of dependence upon the supplier with which it is negotiating.  Such remarks, often characterized as "posturing" or "puffing," are statements upon which parties to a negotiation ordinarily would not be expected justifiably to rely, and must be distinguished from false statements of material fact.

ABA LEO 439 (4/12/06) (emphases added).  The opinion makes essentially the same point a few pages later.  

[S]tatements regarding negotiating goals or willingness to compromise, whether in the civil or criminal context, ordinarily are not considered statements of material fact within the meaning of the Rules.  Thus, a lawyer may downplay a client's willingness to compromise, or present a client's bargaining position without disclosing the client's "bottom line" position, in an effort to reach a more favorable resolution.  Of the same nature are overstatements or understatements of the strengths or weaknesses of a client's position in litigation or otherwise, or expressions of opinion as to the value or worth of the subject matter of the negotiation.  Such statements generally are not considered material facts subject to Rule 4.1.

Id. (emphases added).  This sort of statement represents the classic type of settlement "bluffing" that the authorities seem to condone, and most lawyers expect during settlement discussions.

B 8/11, 1/15, 10/15, 2/16

Creditors' Claims Against Trust Accounts
To the extent that clients and their lawyers disagree about the ownership of money being held in the trust account, the lawyer must keep the money in the trust account until the dispute has been resolved.  

When in the course of representation a lawyer is in possession of property in which two or more persons (one of whom may be the lawyer) claim interests, the property shall be kept separate by the lawyer until the dispute is resolved.  The lawyer shall promptly distribute all portions of the property as to which the interests are not in dispute.

ABA Model Rule 1.15(e) (emphasis added).

The Restatement takes the same basic approach.

This Section does not apply to property indisputably owned by a lawyer.  Thus, when a client does not dispute a lawyer's good-faith claim to a certain amount as a fee then owing, the lawyer may transfer that amount into the lawyer's personal account.  See also § 21 . . . , discussing when a lawyer may validly endorse a check on which the client is payee.  Similarly, if a payment to a lawyer is a flat fee paid in advance rather than a deposit out of which fees will be paid as they become due, the payment belongs to the lawyer . . . .  A lawyer holding client funds as an advance fee payment may withdraw them for fees as earned, so long as there is no existing dispute about the lawyer's right to do so. In such instances, the lawyer acts rightly in retaining the money even though, for example, the client might later claim that the fee was unreasonable . . . or the advance payment becomes unreasonable in light of later developments . . . .

When a lawyer asserts a lien on the client's property . . . , the lawyer must hold the client's property separate from the lawyer's personal or office funds and property . . . .  Similarly, in most jurisdictions a lawyer must keep separate the disputed portion of any fund claimed both by the lawyer and a client or third person.

Restatement (Third) of Law Governing Lawyers § 44 cmt. f (2000) (emphasis added).

States unanimously agree that lawyers must keep any disputed amount in their trust accounts until some resolution.

· North Carolina LEO 2005-12 (1/20/06) (analyzing several hypotheticals dealing with flat fees; (1) "Adult Client and her mother come to Lawyer's office together.  Mother agrees to pay a $5,000 advance fee for representation of Client in her domestic case.  Pursuant to Rule 1.8, Lawyer makes sure Mother understands that Lawyer represents only Client's interests, not Mother's, and that information received from Client during the course of the representation remains confidential.  Client consents to the payment of her fees by Mother, and Mother agrees to pay under these terms. Lawyer deposits the $5,000 in his trust account and begins billing against it."; "Shortly thereafter, Mother and Client having a falling out, and Mother demands the unused portion of the $5,000 back.  Client wants Lawyer to keep the funds and continue with the representation."; "Must Lawyer return the unearned portion of the fees to Mother?"; answering as follows:  "Yes. Under these facts, Lawyer understands that the legal fees were paid by a third party for the purpose of Client's representation. See Rule 1.8(f).  The unearned funds held in trust belong to the third party, not the client. In the event the payor wants the funds returned, Lawyer is obliged to do so. Lawyer should explain to both Client and the third-party payor, at the outset, that the funds belong to the third party, that the funds will remain in trust until earned, and that if the third-party payor demands return of the unearned funds, Lawyer must return the funds to the payor.  In addition, Lawyer may continue representation and seek payment from Client.  If Client is unable to pay, Lawyer must decide whether withdrawal from representation is appropriate under Rule 1.16(b)(6)."; (2) "Assume the same facts as in Inquiry #4 [above], except that Lawyer received a $5,000 flat fee from Mother to represent Client in her domestic matter.  Lawyer explained to Client and Mother that the fee is earned immediately and will be placed in Lawyer's operating account.  Lawyer also explained that the flat fee would not vary based upon the amount of time expended and assured them that this was the only legal fee owed to him.  After Lawyer has begun work on the case, Mother demands the fee back.  Client does not consent." (emphasis added); "What should Lawyer do?"; answering as follows:  "If the flat fee is earned immediately and it is not "clearly excessive" under the circumstances, then the fee will ordinarily belong to the lawyer.  See Rule 1.5(a).  Lawyer need not return any portion of the fee to Mother.  If, upon conclusion of the representation, however, Mother disputes the amount of fee charged,  Lawyer must notify Mother of the State Bar's program of fee dispute resolution.  Lawyer should place the disputed portion of the funds back in his trust account and must participate in good faith in the fee dispute process if Mother submits a proper request to the State Bar.  See Rule 1.5(f)." (emphases added)).

In fact, lawyers can be punished if they remove disputed amounts, or amounts the client later proves that the lawyer had not yet earned.

· Iowa Supreme Court Attorney Disciplinary Bd. v. Powell, 830 N.W.2d 355, 358, 359 (Iowa 2013) (suspending for three months a lawyer who had improperly removed money from a trust fund before he earned it; "We agree with the commission that Powell violated rule 32:1.15, and the Iowa Court Rules governing trust funds.  However, the evidence failed to support a finding that Powell had no colorable claim to the funds he removed from his trust account or failed to place in his trust account.  Instead, consistent with the charges brought by the Board, he repeatedly failed to comply with the rules and procedures governing trust accounts.  The fighting question turns on the sanction that should result from the violations, largely in light of the temporary seven-month suspension served by Powell prior to and during the pendency of this proceeding." (emphasis added); "Broadly, this case involves conduct by a lawyer in improperly removing client funds from a trust account and failing to deposit advance fees into the trust account.  Within this broad category of conduct, we recognize that a revocation normally results when the conduct of the offending lawyer constitutes conversion or theft."; "Yet, when the case involves client funds held as an advance fee and the conduct of the attorney involves the conversion of the funds before they were earned, we generally impose discipline in the form of a suspension.").
· North Carolina LEO 2011-13 (10/21/11) (explaining that a lawyer may not pay legal fees for money held in a trust account without the client's consent; "Rule 1.15‑2(g) permits a lawyer to withhold only funds to which the lawyer has a claim to entitlement such as funds deposited as a client's advance payment of a legal fee or funds from a settlement negotiated by the lawyer that, by prior agreement, include a contingent fee.  However, client funds or the funds of a third party that are placed in the lawyer's control for the purpose of being safeguarded, managed, or disbursed in connection with a transaction, but which were not otherwise designated or identified as funds for the payment of legal fees, may not be retained in the trust account as disputed funds pursuant to Rule 1.15‑2(g).  As explained in Comment [14] to Rule 1.15, '[a] lawyer is not required to remit to the client funds that the lawyer reasonably believes represent fees owed.  However, a lawyer may not hold funds to coerce a client into accepting the lawyer's contention.'"; "Regardless of whether the funds are identified as funds of the Estate of E or funds of the PLLC, the funds in this inquiry are the property of the Estate of E and were delivered to Attorney for the purpose of being managed by Attorney as a part of his legal services to the estate.  The funds are subject to legal requirements to pay the claims of the creditors of the PLLC and of the estate.  Moreover, payment of administrative expenses of an estate from estate assets, including attorney's fees, is only permitted on the issuance of an order of the clerk of superior court and requires the clerk to exercise judicial discretion in such matters.  A personal representative must file a petition seeking an order from the clerk enabling the payment of attorney's fees by an estate.  These legal restrictions on the assets of an estate demonstrate that Attorney had no claim of entitlement to the funds.  Therefore, when the representation ended, Attorney was obligated to deliver all of the funds as directed by Administrator.  Rule 1.15‑2(m) (a lawyer shall promptly pay or deliver to the client, or to third persons as directed by the client, any entrusted property belonging to the client and to which the client is currently entitled)." (footnotes omitted); "Rather than deposit the funds of an estate in a general trust account, estate funds should, in most instances, be deposited in a fiduciary account maintained solely for the deposit of fiduciary funds or other entrusted property of a particular person or entity.  Rule 1.15‑1(e) (defining 'fiduciary account').  In a fiduciary account, the funds can be invested as usually required for prudent management of fiduciary funds.").
Things can become far more complicated if some third party asserts a claim to amounts lawyers have deposited in their trust accounts.

The ABA Model Rules recognize this in their black letter provision.

When in the course of representation a lawyer is in possession of property in which two or more persons (one of whom may be the lawyer) claim interests, the property shall be kept separate by the lawyer until the dispute is resolved.  The lawyer shall promptly distribute all portions of the property as to which the interests are not in dispute.

ABA Model Rule 1.15(e).  A comment provides an explanation of this issue.

Paragraph (e) also recognizes that third parties may have lawful claims against specific funds or other property in a lawyer's custody, such as a client's creditor who has a lien on funds recovered in a personal injury action.  A lawyer may have a duty under applicable law to protect such third-party claims against wrongful interference by the client.  In such cases, when the third-party claim is not frivolous under applicable law, the lawyer must refuse to surrender the property to the client until the claims are resolved.  A lawyer should not unilaterally assume to arbitrate a dispute between the client and the third party, but, when there are substantial grounds for dispute as to the person entitled to the funds, the lawyer may file an action to have a court resolve the dispute.

ABA Model Rule 1.15 cmt. [4].

The Restatement deals with this scenario in more detail than the ABA Model Rules.

A lawyer might be in possession of property claimed both by the lawyer's client and by a third person, for example a creditor claiming an interest in the client's property, a previous lawyer of the client claiming a lien on the client's recovery . . . , or a person claiming that property deposited with the lawyer by the client was taken or withheld unlawfully from that person. In such circumstances, this Section requires the lawyer to safeguard the contested property until the dispute has been resolved . . . , but does not prescribe the rules for resolving it.  Those rules are to be found in other law.  Thus, if a third person claims that property stolen from that person has been used by the client to pay the lawyer's fee, the lawyer's right to keep the payment depends on the law generally applicable to transfers of stolen property.  The result might turn on whether the lawyer was a bona fide purchaser for value without notice of the theft, on whether the property was negotiable, or on other circumstances.  It might also be affected by statutes providing for the forfeiture of property to the government, to the extent that such statutes validly apply to property used to pay lawyer's fees.

Restatement (Third) of Law Governing Lawyers § 44 cmt. g (2000) (emphasis added).

A lawyer who receives property claimed by a client or third person to whom the lawyer owes a duty of safekeeping must inform the owner or claimant so that the latter can protect his or her rights . . . .  Likewise, the lawyer must render account of the property of others in the lawyer's possession when requested. . . .

When the claimant is a third person whose interests conflict with those of the lawyer's client but to whom the lawyer owes a duty of safekeeping or notification, the lawyer must notify that person of the lawyer's receipt of the property.  That situation could exist, for example, where the lawyer is an executor and the third person a legatee, where the law designates the lawyer a constructive trustee for the person because the property has been converted . . . , or where other law imposes a duty on the lawyer to turn over property or funds directly to the third person.  The lawyer's duties of confidentiality to the client do not bar such notice because the lawyer may not assist the client to conceal the property from the third person to whom the lawyer owes the duty of safekeeping . . . .  Moreover, the arrangement under which the lawyer receives property of a third person of adverse interest ‑‑ for example, an escrow arrangement ‑‑ can imply that the client and third person have agreed that the lawyer is to protect the third person's interests.

Restatement (Third) of Law Governing Lawyers § 44 cmt. h (2000).

State legal ethics opinions have also dealt with this issue, requiring lawyers to gauge the legitimacy of such third-parties' claim against amounts in their trust accounts.

· Washington LEO 2220 (2012) ("Under the facts of the inquiry, a lawyer receives an advance fee deposit from client and places the funds in his or her client trust account.  While work is underway for the client, a third party creditor of the client serves a writ of garnishment on the lawyer based on an unrelated judgment the creditor obtained against the client.  The lawyer has requested an advisory opinion on his/her ethical obligations in these circumstances."; "On the facts presented, after receipt of a properly served writ of garnishment, the lawyer must determine whether a dispute exists between the creditor and the client regarding the funds subject to the writ.  If a dispute exists with respect to entitlement to the subject funds, the lawyer must hold the funds in trust until the issuing court determines the rights of the judgment creditor and debtor with respect to the client funds, or the client and creditor otherwise resolve their dispute.  If the client does not dispute the creditor's assertion of rights to the funds, the lawyer must disburse the funds in accordance with garnishment procedures." (emphasis added); "A dispute between the client and the creditor with respect to a writ of garnishment triggers a lawyer's safekeeping duties because the writ of garnishment is specific to funds in the lawyer's possession, and has a valid legal basis; namely, the underlying judgment, which is presumptively well‑founded and represents a legal obligation from client to creditor.  In the event of a dispute, the lawyer is required to maintain the client funds in trust until the issuing court determines the rights of the judgment creditor and debtor with respect to the client funds, or the client and creditor otherwise resolve their dispute.  Retaining the funds in trust over a client's objection does not constitute a violation of RPC 1.15A(f) because a client may not be 'entitled' to funds subject to a writ of garnishment.  RPC 1.15A(g).  In addition, if the lawyer has begun work on a matter to the extent that he or she is entitled to fees from the client, then the lawyer's own interest in the advance deposit may also be part of the dispute to be resolved before the funds are disbursed.").
· Virginia LEO 1865 (11/16/12) (explaining that Virginia's unique Comment 4 to Rule 1.15 describes a lawyers' duties in dealing with trust account funds to which a third party might claim some entitlement; indicating that in the case of such formal indicia of entitlement as "a statutory lien, a judgment lien and a court order or judgment," lawyers have the same duty to such third parties as they do to clients -- even though the lawyer is not a party to such agreement and has not signed any document; noting that lawyers need not determine if the client or such a third party is entitled to the trust account funds, but instead "should hold the disputed funds in trust for a reasonable period of time or interplead the funds into court."; also noting that lawyers should indicate in retainer letters that "medical liens will be protected and paid out of the settlement proceeds or recovery."; warning that although in most situations lawyers' duties arise only if they have "actual knowledge" of a third party's lawful claim to trust account funds, "in some situations under federal or state law, the lawyer need only be aware that the client received medical treatment from a particular provider or pursuant to a health care Plan."; noting that if a third party "has not taken the steps necessary in order to perfect its lien or claim" to trust account funds, and cannot point to a "contract, order or statute establishing entitlement to the funds," lawyers may safely distribute the trust account funds to the client -- but should warn the client of the risks the client faces in disregarding a third party's claim; addressing three hypotheticals, concluding that:  (1) a lawyer who knows that a client had medical bills paid by a health plan, but who has insufficient information to know whether a valid lien for that claim even exists, may not investigate the plan's claim against the settlement amount without the client's informed consent -- because the lawyer's inquiries might "remind or encourage the plan to perfect a lien."; the lawyer may thus disburse the settlement funds to the client without violating the ethics rules, but should warn the client in writing of the risk of the client then disbursing the funds; the lawyer and the client may also "suffer civil liability under federal law."; (2) a lawyer who receives a letter from a health plan asserting subrogation rights, and who has twice requested documentation from the plan supporting its claims without receiving a response, may safely disburse the trust account funds to the client, because the lawyers has "exercised reasonable diligence" to determine the plan's subrogation claims or a lien; (3) a lawyer representing a client who has settled a claim against a hospital, and who has received a health plan's response asserting subrogation rights and citing federal regulations, but who has not heard back from the plan after three emails and a voice mail message seeking more information about the plan's subrogation rights, may safely disburse funds to the client without violating any ethics rules; explaining that a third party's "mere assertion" of a claim to trust account funds does not entitle the third party to the funds; indicating that lawyers must exercise "competence and reasonable diligence" to determine whether a "substantial basis exists for a claim asserted by a third party," but in the absence of such a basis and the absence of the third party's steps perfecting its entitlement to funds, a lawyer may disburse funds to the client after warning the client about "the consequences of disregarding the third party's claim."; concluding that if a lawyer "reasonably believes" that a third party has an interest in trust account funds (or the client "has a non-frivolous dispute" over a third party's entitlement to funds), the lawyer cannot disburse the funds -- but must hold them in trust until the dispute is resolved, or interplead the funds into court.
· Arizona LEO 11‑03 (12/2011) ("A lawyer holding property in which both the client and a third person have an 'interest' must account for the property, pay undisputed sums to the proper party, and abide resolution of any disputes.  Arizona Rules of Professional Conduct ('ERs') 1.15(d), (e).  ER 1.15(d) requires a lawyer with knowledge of claims against the client to protect those with an 'interest' in funds in the lawyer's control.  An 'interest' is a matured legal or equitable claim.  The ethical claim.  The ethical rules do not require a claimant's lawyer to search public records or other sources for medical liens or claims in order to acquire knowledge of an 'interest.'" (emphasis added); "[N]othing in the applicable ethics rules or previous opinions suggests that a lawyer has an obligation to discover or inquire about claims, contracts, liens or other encumbrances that would constitute an interest within the meaning of ER 1.15(d).  Nor would recording a medical lien without actual notice to the lawyer give the lawyer knowledge of the lien.  Further, the Committee has made it clear that contractual or other obligations of the client that do not rise to the level of an 'interest' are outside the scope of ER 1.15(d).").
· Arnold, Matheny & Eagan, P.A. v. First Am. Holdings, Inc., 982 So. 2d 628, 641 (Fla. 2008) (holding that a lawyer had a duty to stop payment on a check when that lawyer receives a writ of garnishment on the funds immediately after writing a check on the proceeds; "We conclude that Florida law imposes on both bank and non-bank garnishees the duty to retain funds held by the garnishee, even after a check on those funds has been drawn by the garnishee and delivered to the payee.  We hold that the funds remain in the possession or control of an attorney garnishee if service of the writ of garnishment occurs after a check drawn on an attorney's trust account has been written and delivered to a client but before presentment to the attorney's bank.  Accordingly, pursuant to the provisions of the garnishment statute, the attorney in those circumstances has an obligation to inquire of the bank as to the status of the funds in its account and to issue a stop payment order if he or she has the ability to do so.  This decision is consistent with the garnishment statute and prior case law interpreting the statute, as well as the Rules Regulating the Florida Bar." (footnote omitted)).

Lawyers risk being whipsawed by clients' directions that contradict some third parties' claim against the trust account amounts.  Lawyers must generally follow their clients' instructions about disbursing money from trust accounts.

· New York LEO 946 (11/7/12) ("Upon receiving clear instruction from a client to distribute settlement proceeds to the client or a named third person, a lawyer may follow the request of the client to distribute the funds in a certain manner.").
Somewhat ironically, lawyers generally must follow client instructions even if they suspect some impropriety.

· Texas LEO 606 (5/2011) (holding that a Texas lawyer may not withhold fees in a trust account based on the lawyer's suspicions about the origins of the fees; explaining that "since there has been no claim made by the federal prosecutor's office or any other person regarding the funds held in the lawyer's trust account relating to the client's matter, the lawyer is required to return the portion of the funds to the client as required under the fee agreement."; ultimately concluding that "[u]nder the Texas Disciplinary Rules of Professional Conduct, a lawyer is not permitted to continue to hold in the lawyer's trust account unearned fees that are otherwise repayable to a client under the fee agreement between the lawyer and client if continuing to hold the unearned fees is based only on the lawyer's belief, in the absence of a claim asserted, that the client may have improperly or illegally obtained the funds paid by the client.  The lawyer is not permitted to communicate with possible claimants to determine the existence of unasserted claims to funds to which the client is otherwise entitled.").
B 11/14
Civility
It is important to distinguish between ethics and professionalism/civility.

Every state's ethics rules represent a balance between lawyers' primary duty to diligently represent their clients, and some countervailing duty to others within the justice system (or sometimes, to the system itself).  In many situations, lawyers following the ethics rules might have to take steps that the public could consider unprofessional.  For example, lawyers often must maintain client confidences when the public might think they should speak up ‑‑ disclosing a client's past crime, warning the victim of some possible future crime, etc.  In less dramatic contexts, lawyers generally must remain silent if their adversary's lawyer misses some important legal argument or defense, etc.  Thus, ethics principles focus on lawyers' duties to their clients, and the limited ways in which those duties can be "trumped" by duties to others.

In contrast, professionalism has a much more modest focus.  Professionalism speaks to lawyers' day‑to‑day interactions with other lawyers, with clients, with courts, and with others.  Professionalism involves courtesy, civility, and the Golden Rule.  When the ethics rules require lawyers to disagree with adversaries or their lawyers, professionalism calls for lawyers to do so without being personally disagreeable.

Applicable Ethics Rules

To be sure, the bar can discipline lawyers for extreme misconduct amounting to a lack of courtesy.

For instance, under ABA Model Rule 4.4(a),

[i]n representing a client, a lawyer shall not use means that have no substantial purpose other than to embarrass, delay, or burden a third person, or use methods of obtaining evidence that violate the legal rights of such a person.

ABA Model Rule 4.4(a) (emphasis added).  The ABA Model Rules Preamble similarly explains that

[a] lawyer should use the law's procedures only for legitimate purposes and not to harass or intimidate others. A lawyer should demonstrate respect for the legal system and for those who serve it, including judges, other lawyers and public officials.

ABA Model Rules Preamble [5] (emphasis added).

The ethics rules thus set a very low minimum standard of conduct.  They do not condemn all actions that "embarrass, delay, or burden" third persons.  Instead, the ethics rules only prohibit actions that "have no substantial purpose" other than to prejudice third persons in that way.  Not surprisingly, not many actions fall below this line.  Even the dimmest of lawyers can normally find some other arguable reason to have undertaken an unprofessional act.

Ethics Rules Allowing Lawyers to Act Professionally

The ethics rules describe several occasions during the course of an attorney-client relationship when lawyers have more power than they might realize to act professionally ‑‑ without falling short of their clear ethical duty to act as diligent client advocates.

· First, lawyers establishing an attorney-client relationship can limit the scope of the representation so it "exclude[s] specific means that might otherwise be used to accomplish the client's objective" ‑‑ such as "actions . . . that the lawyer regards as repugnant or imprudent" (lawyers can either make their services available only under this condition, or agree with the client to such a limit).  ABA Model Rule 1.2 cmt. [6].

· Second, during the course of the representation clients generally set the objectives, but "normally defer to the special knowledge and skill of their lawyer with respect to the means to be used to accomplish their objectives, particularly with respect to technical, legal and tactical matters."  ABA Model Rule 1.2 cmt. [2].  Thus, lawyers "may have authority to exercise professional discretion in determining the means by which a matter should be pursued."  ABA Model Rule 1.3 cmt. [1].
· Third, although lawyers must diligently represent their clients, "[a] lawyer is not bound, however, to press for every advantage that might be realized for a client."  ABA Model Rule 1.3 cmt. [1].

· Fourth, although a lawyer "shall act with reasonable diligence and promptness in representing a client" (ABA Model Rule 1.3), "[t]he lawyer's duty to act with reasonable diligence does not require the use of offensive tactics or preclude the treating of all persons involved in the legal process with courtesy and respect."  ABA Model Rule 1.3 cmt. [1] (emphasis added).
· Fifth, a lawyer may withdraw from representing a client (even if there is "material adverse effect on the interests of the client" (ABA Model Rule 1.16(b)(1))) if "the client insists upon taking action that the lawyer considers repugnant or with which the lawyer has a fundamental disagreement."  ABA Model Rule 1.16(b)(1) & (4) (emphasis added).

All of these provisions provide a framework for lawyers to act professionally while fulfilling their ethical duties.

b 12/10, 1.16
Clients With Diminished Capacity

The dilemma facing lawyers representing clients whose decision-making has become impaired highlights the need to balance the lawyer's:  (1) duty of loyalty to the client (which might cause the lawyer to follow the client's direction regardless of its wisdom) and (2) the duty to act in what the lawyer sees as the client's true best interests.  

ABA Model Rules

The ABA Model Rules attempt to strike a good balance, but ultimately allow the lawyer to act in what the lawyer believes is the client's best interests -- even over the client's objection.

When the lawyer reasonably believes that the client has diminished capacity, is at risk of substantial physical, financial or other harm unless action is taken and cannot adequately act in the client's own interest, the lawyer may take reasonably necessary protective action, including consulting with individuals or entities that have the ability to take action to protect the client and, in appropriate cases, seeking the appointment of a guardian ad litem, conservator or guardian.

ABA Model Rule 1.14(b).

In 1996, the ABA issued a legal ethics opinion providing additional guidance to lawyers struggling through this issue.  ABA LEO 404 (8/2/96).

Together, ABA Model Rule 1.14 and the LEO provide much more guidance than earlier ethics rules for lawyers whose clients are suffering from such a diminished capacity.

First, ABA Model Rule 1.14 recognizes that clients might face a diminished capacity to "make adequately considered decisions" for a variety of reasons, including "mental impairment" or minority status.  ABA Model Rule 1.14(a).  This recognizes a spectrum of capacity (which is one reason the ABA changed the Rule's name in 2002 from "Client Under a Disability").

Even if the client's capacity is diminished, the lawyer must maintain a normal attorney‑client relationship "as far as reasonably possible."  Id.  ABA LEO 404 (8/2/96) explained that this provision essentially trumps principles of agency law that might "operate to suspend or terminate the lawyer's authority to act when a client becomes incompetent."
Interestingly, ABA LEO 404 recognized that a lawyer might want to withdraw from representing such a client (because lawyers are "uncomfortable" with the prospect of having to act under ABA Model Rule 1.14), but may do so under ABA Model Rule 1.16(b) only if he can withdraw "without material adverse effect on the interests of the client."  This limitation might essentially force a lawyer to act under ABA Model Rule 1.14 ‑‑ rather than withdraw.

Second, lawyers are free to take "reasonably necessary protective action" when the lawyer reasonably believes that a client with diminished capacity (who "cannot adequately act in [her] own interest") "is at risk of substantial, physical, financial or other harm" unless some action is taken.  ABA Model Rule 1.14(b).

ABA LEO 404 noted that this provision allows a lawyer to act "whether or not immediately necessary to the lawyer's effective representation of the client."  As that LEO explained, "a lawyer who has a longstanding existing relationship with a client, but no specific present work, is not, for lack of such assignment, barred from taking appropriate action to protect a client where 1.14(b) applies."
Significantly, the lawyer may take such action only if the client faces the risk of "substantial" harm.  For example, comment [1] explains that "it is recognized that persons of advanced age can be quite capable of handling routine financial matters while needing special legal protection concerning major transactions."  ABA Model Rule 1.14 cmt. [1].  

ABA LEO 404 noted that a lawyer may act only when the client cannot adequately act in the client's "own" interest.  That LEO explained that a client "who is making decisions that the lawyer considers to be ill‑considered is not necessarily unable to act in his own interest," so that a lawyer "should not seek protective action merely to protect the client from what the lawyer believes are errors in judgment."
Third, a lawyer facing this scenario may consult with "individuals or entities that have the ability to take action to protect the client."  ABA Model Rule 1.14(b).  The Rule's next section reminds lawyers that they must comply with their ABA Model Rule 1.6 confidentiality duty, but also notes that a lawyer taking appropriate protective action is "impliedly authorized" under ABA Model Rule 1.6 to reveal client confidences ‑‑ "to the extent reasonably necessary to protect the client's interests."  ABA Model Rule 1.14(c).

Comment [3] explains that lawyers might consult with family members, but must always "look to the client" rather than the family member in making decisions.  ABA Model Rule 1.14 cmt. [3].  Comment [6] further explains that lawyers may "seek guidance from an appropriate diagnostician" in "determining the extent of the client's diminished capacity."  ABA Model Rule 1.14 cmt. [6].

Fourth, ABA Model Rule 1.14(b) indicates that the lawyer's responsive action can even include "seeking the appointment of a guardian ad litem, conservator or guardian."  ABA Model Rule 1.14(b).

Comment [7] states the obvious axiom that lawyers must "advocate the least restrictive action on behalf of the client."  ABA Model Rule 1.14 cmt. [7].  Thus, the Rule reminds lawyers that "appointment of a legal representative may be more expensive or traumatic for the client than circumstances in fact require."  Id.  On the other hand, comment [8] clearly states that a lawyer properly taking protective action is impliedly authorized to make necessary disclosures, "even when the client directs the lawyer to the contrary."  ABA Model Rule 1.14 cmt. [8].  Presumably the same is true of a lawyer's request for a guardian.

Interestingly, ABA LEO 404 concluded that a lawyer in this circumstance  (1) "should not attempt to represent a third party petitioning for a guardianship over the lawyer's client", and (2) "should not act or seek to have himself appointed guardian" (except in those extraordinary circumstances where "immediate and irreparable harm will result from the slightest delay").  In essence, a lawyer may seek the appointment of a guardian on the client's behalf, but not on some other client's behalf or on the lawyer's own behalf.

Fifth, Comment [9] deals with emergency situations in which a client is "threatened with imminent and irreparable harm" if the lawyer does not take some legal action on the client's behalf ‑‑ even though the client cannot make "considered judgments about the matter."  ABA Model Rule 1.14 cmt. [9].  

The comment explains that taking such an extraordinary action would normally be limited to maintaining the status quo.  ABA LEO 404 provided an example ‑‑ a lawyer whose client is about to be evicted could "take action on behalf of the client to forestall or prevent the eviction."  Comment [10] indicates that lawyers acting in such extreme situations normally "would not seek compensation" for their work.  ABA Model Rule 1.14 cmt. [10].

Restatement

The Restatement generally takes the same approach as the ABA Model Rules.  Restatement (Third) of Law Governing Lawyers § 24 (2000).

In one comment, the Restatement warns lawyers not to act too quickly.
Disabilities in making decisions vary from mild to totally incapacitating; they may impair a client's ability to decide matters generally or only with respect to some decisions at some times; and they may be caused by childhood, old age, physical illness, retardation, chemical dependency, mental illness, or other factors.  Clients should not be unnecessarily deprived of their right to control their own affairs on account of such disabilities.  Lawyers, moreover, should be careful not to construe as proof of disability a client's insistence on a view of the client's welfare that a lawyer considers unwise or otherwise at variance with the lawyer's own views.

Restatement (Third) of Law Governing Lawyers § 24 cmt. c (2000) (emphasis added).  Similarly, the Restatement warns lawyers not to substitute their own judgment for the client's best interests.
A client with diminished capacity is entitled to make decisions normally made by clients to the extent that the client is able to do so.  The lawyer should adhere, to the extent reasonably possible, to the lawyer's usual function as advocate and agent of the client, not judge or guardian, unless the lawyer's role in the situation is modified by other law.  The lawyer should, for example, help the client oppose confinement as a juvenile delinquent even though the lawyer believes that confinement would be in the long-term interests of the client and has unsuccessfully urged the client to accept confinement.  Advancing the latter position should be left to opposing counsel.

Id.  The Restatement also explains that "a lawyer may properly withhold from a disabled client information that would harm the client, for example, when showing a psychiatric report to a mentally-ill client would be likely to cause the client to attempt suicide, harm another person, or otherwise act unlawfully." Id.
ACTEC Commentaries

The ACTEC Commentaries also address the duties of lawyers representing clients with diminished capacity.

Among other things, the ACTEC Commentaries allow lawyers to disclose confidential information when necessary to assess their clients' capacity.
[T]he lawyer may consult with individuals or entities that may be able to assist the client, including family members, trusted friends and other advisors.  However, in deciding whether others should be consulted, the lawyer should also consider the client's wishes, the impact of the lawyer's actions on potential challenges to the client's estate plan, and the impact on the lawyer's ability to maintain the client's confidential information.

American College of Trust & Estate Counsel, Commentaries on the Model Rules of Professional Conduct, Commentary on MRPC 1.14, at 131 (4th ed. 2006), http://www.actec.org/Documents/misc/ACTEC_Commentaries_4th_02_14_06.pdf.

States' Approach

State bars generally follow the consensus approach of the ABA Model Rules, the Restatement, and the ACTEC Commentaries.
· District of Columbia LEO 353 (2/2010) (analyzing D.C. Rule 1.14); "A lawyer representing an incapacitated person with a surrogate decision‑maker should ordinarily look to the client's chosen surrogate decision‑maker for decisions on behalf on the client and accord the surrogate decision‑maker's choices the same weight as those of a client when the client is unable to express, or does not express, a contrary view.  A lawyer may not substitute her judgment for the judgment of the surrogate decision‑maker when the surrogate decision‑maker is acting within the scope of the power afforded to her by law, was selected by the incapacitated person before becoming incapacitated, and is not engaged in conduct creating a risk of substantial harm or acting in a manner that would otherwise require a lawyer to withdraw from representation of a client acting in the same manner.  If the surprise decision‑maker is engaged in conduct creating a risk of substantial harm or acting in a manner that would otherwise require a lawyer to withdraw from representation of a client acting in the same manner, then the lawyer may take protective action including seeking a substitute decision‑maker.  The lawyer may not withdraw because a withdrawal will substantially harm the client and no grounds for a prejudicial withdrawal under Rule 1.16(b) exist.").
· South Carolina LEO 93‑04 (1993) (holding that a lawyer who represented an elderly female client had to maintain the confidentiality of the client if she was competent, and had to follow the direction of a legal representative if she was incompetent).
Some states take different approaches.

· See, e.g., Pennsylvania LEO 98‑97 (9/16/98) (analyzing the confidentiality duties of a lawyer who prepared a will and power of attorney for a client, and then represented two other people in filing a guardianship action; inexplicably failing to deal with the general rule that a lawyer cannot represent a third party in seeking a guardianship for the lawyer's client; ultimately concluding that the lawyer owed duties of confidentiality to both of the clients, and therefore could not disclose the protected confidential communication absent a court order).
N 8/12 [H]
� 	ABA LEO 451 (7/9/08) (generally approving the use of outsourcing of legal services, after analogizing them to such "[o]utsourced tasks" as reliance on a local photocopy shop, use of a "document management company," "use of a third-party vendor to provide and maintain a law firm's computer system" and "hiring of a legal research service"; lawyers arranging for such outsourcing must always "render legal services competently," however the lawyers perform or delegate the legal tasks; lawyers must comply with their obligations in exercising "direct supervisory authority" over both lawyers and non-lawyers, "regardless of whether the other lawyer or the non-lawyer is directly affiliated with the supervising lawyer's firm"; the lawyer arranging for outsourcing "should consider" conducting background checks of the service providers, checking on their competence, investigating "the security of the provider's premises, computer network, and perhaps even its recycling and refuse disposal procedures"; lawyers dealing with foreign service providers should analyze whether their education and disciplinary process is compatible with that in the U.S. �� which may affect the level of scrutiny with which the lawyer must review their work product; such lawyers should also explore the foreign jurisdiction's confidentiality protections (such as the possibility that client confidences might be seized during some proceedings, or lost during adjudication of a dispute with the service providers); because the typical outsourcing arrangement generally does not give the hiring lawyer effective "supervision and control" over the service providers (as with temporary lawyers working within the firm), arranging for foreign outsourced work generally will require the client's informed consent; lawyers must also assure the continued confidentiality of the client's information (thus, "[w]ritten confidentiality agreements are . . . strongly advisable in outsourcing relationships"); to minimize the risk of disclosure of client confidences, the lawyer should verify that the service providers are not working for the adversary in the same or substantially related matter; lawyers generally may add a surcharge (without advising the client) to a contract lawyer's expenses before billing the client; if the lawyer "decides" to bill those expenses as a disbursement, the lawyer may only bill the client for the actual cost of the services "plus a reasonable allocation of associated overhead, such as the amount the lawyers spent on any office space, support staff, equipment, and supplies"; the same rules apply to outsourcing, although there may be little or no overhead costs).


� 	Am. Bar Ass’n Ctr. for Prof’l Responsibility, Report on Multijurisdictional Practice, at *3-4 (Aug. 2002) ("This concern was sharpened by the California Supreme Court decision, Birbrower, Montalbano, Condon & Frank, P.C. v. Superior Court of Santa Clara County, 949 P.2d 1 (Cal. 1998), which held that lawyers not licensed to practice law in California violated California's misdemeanor UPL provision when they assisted a California corporate client in connection with an impending California arbitration under California law, and were therefore barred from recovering fees under a written fee agreement for services the lawyers rendered while they were physically or 'virtually' in California.  Although the state law was subsequently and temporarily amended to allow out-of-state lawyers to obtain permission to participate in certain California arbitrations, concerns have persisted.").


� 	Illinois LEO 12�09 (3/2012) (explaining that a non�Illinois lawyer may not practice physically or "virtually" in Illinois even if the law firm's co�owner is licensed in Illinois and directly supervises the non�Illinois lawyer on matters involving Illinois clients; "Two attorneys wish to establish a law practice owned 50/50 between them.  One is licensed only in Illinois, one is licensed only in State X."; "Both live and primarily work in Illinois.  However, the attorney licensed in State X makes frequent visits to State X for networking and to cultivate a client base there.  The attorneys agree that the Illinois�licensed attorney will have direct supervision and ultimate authority over matters involving Illinois clients, although the State X�licensed attorney will interact with Illinois clients and dispense legal advice to them from time to time."; "The Illinois�licensed attorney will sign all pleadings in Illinois courts, make all Illinois court appearances, and conduct any Illinois real estate closings personally.  The State X�licensed attorney will engage in networking and market himself in Illinois as an attorney, but will take precautions to ensure that potential clients do not get the impression that he is licensed in Illinois.  All letterheads and business cards will clearly and correctly indicate the jurisdictions in which each attorney is licensed to practice.  Both attorneys agree to make sure, at the time any client is acquired, that the client understands that the State X�licensed attorney is not licensed in Illinois.  Retainer agreements will contain bold�type disclosures to this effect."; "[T]he State X lawyer would work primarily in Illinois, which means that he would have a systematic and continuous presence (presumably including an office) in Illinois for the practice of law, in violation of paragraph (b)(1).  The fact that the state of admission is accurately displayed does not vitiate that violation, as Rule 5.5(b)(1) prohibits the systematic and continuous presence, independent of the lawyer's representation as to his bar admission.").


�	In re Tonwe, 929 A.2d 774, 776 (Del. 2007) (disbarring a lawyer for the unauthorized practice of law in Delaware; explaining the Delaware Office of Disciplinary Counsel had filed a petition alleging that the Pennsylvania�licensed lawyer had practiced law in Delaware; explaining that "Glover graduated from law school in 1985 and was admitted to the Ohio bar shortly thereafter.  She moved to Delaware a few years later.  In 1989, Glover was admitted to practice in Pennsylvania and the District of Columbia.  She took the Delaware bar examination, but did not pass.  In 1990, Glover opened a law office in her home in Milford, Delaware.  Glover's practice included federal immigration law and personal injury cases."; "The ODC first learned about Glover's Delaware legal practice as a result of an ongoing federal investigation.  In 1991, Glover was convicted of bribing a federal immigration official, and served 37 months in prison.  Following her conviction, Glover was disbarred in Pennsylvania, Ohio and the District of Columbia.  She was reinstated in Pennsylvania in 2002."; rejecting the lawyer's argument that she had not practiced law in Delaware; noting that the lawyer's husband and children live in Delaware, but she claims to sleep in her Pennsylvania office – but denying that she and her husband are separated).


� 	ABA LEO 451 (7/9/08) (generally approving the use of outsourcing of legal services, after analogizing them to such "[o]utsourced tasks" as reliance on a local photocopy shop, use of a "document management company," "use of a third-party vendor to provide and maintain a law firm's computer system" and "hiring of a legal research service"; lawyers arranging for such outsourcing must always "render legal services competently," however the lawyers perform or delegate the legal tasks; lawyers must comply with their obligations in exercising "direct supervisory authority" over both lawyers and nonlawyers, "regardless of whether the other lawyer or the nonlawyer is directly affiliated with the supervising lawyer's firm"; the lawyer arranging for outsourcing "should consider" conducting background checks of the service providers, checking on their competence, investigating "the security of the provider's premises, computer network, and perhaps even its recycling and refuse disposal procedures"; lawyers dealing with foreign service providers should analyze whether their education and disciplinary process is compatible with that in the U.S. �� which may affect the level of scrutiny with which the lawyer must review their work product; such lawyers should also explore the foreign jurisdiction's confidentiality protections (such as the possibility that client confidences might be seized during some proceedings, or lost during adjudication of a dispute with the service providers); because the typical outsourcing arrangement generally does not give the hiring lawyer effective "supervision and control" over the service providers (as with temporary lawyers working within the firm), arranging for foreign outsourced work generally will require the client's informed consent; lawyers must also assure the continued confidentiality of the client's information (thus, "[w]ritten confidentiality agreements are . . . strongly advisable in outsourcing relationships"); to minimize the risk of disclosure of client confidences, the lawyer should verify that the service providers are not working for the adversary in the same or substantially related matter; lawyers generally may add a surcharge (without advising the client) to a contract lawyer's expenses before billing the client; if the lawyer "decides" to bill those expenses as a disbursement, the lawyer may only bill the client for the actual cost of the services "plus a reasonable allocation of associated overhead, such as the amount the lawyers spent on any office space, support staff, equipment, and supplies"; the same rules apply to outsourcing, although there may be little or no overhead costs).


� 	ABA Model Rule 4.4 cmt. [3] ("Some lawyers may choose to return a document or delete electronically stored information unread, for example, when the lawyer learns before receiving it that it was inadvertently sent. Where a lawyer is not required by applicable law to do so, the decision to voluntarily return such a document or delete electronically stored information is a matter of professional judgment ordinarily reserved to the lawyer. See Rules 1.2 and 1.4.").


� 	ABA LEO 437 (10/1/05) (citing February 2002 ABA Model Rules changes; withdrawing ABA LEO 368; holding that ABA Model Rule 4.4(b) governs the conduct of lawyers who receive inadvertently transmitted privileged communications from a third party; noting that Model Rule 4.4(b) "only obligates the receiving lawyer to notify the sender of the inadvertent transmission promptly.  The rule does not require the receiving lawyer either to refrain from examining the materials or to abide by the instructions of the sending lawyer.").


� 	Interestingly, despite adopting the ABA "simply notify the sender" approach, Florida has also prohibited a receiving lawyer from searching for metadata in an electronic document received from a third party (which at best could be characterized as having been "inadvertently" included with the visible parts of such a document).  Florida LEO 06-2 (9/15/06).


� 	Illinois Rule 4.4(b) ("A lawyer who receives a document relating to the representation of the lawyer's client and knows that the document was inadvertently sent shall promptly notify the sender.").


	Interestingly, Illinois formerly prohibited lawyers from reading and using inadvertently transmitted communication once the lawyer realized the inadvertence.  Illinois LEO 98-04 (1/1999).  Thus, Illinois moved from a variation of the "return unread" approach beyond the ABA "simply notify the sender" approach to a much more harsh approach �� which requires the receiving lawyer to notify the sender of the receipt only if the receiving lawyer actually "knows" of the inadvertent nature of the communication.


Somewhat ironically, despite the Illinois Bar's move in that direction, one Illinois federal court pointed to the new Illinois rule's simply "notify the sender" approach in prohibiting lawyers receiving inadvertently produced documents in litigation from using the documents �� explaining that "[r]equiring the receiving lawyer to notify the sending lawyer is clearly at odds with any purported duty on the part of the receiving lawyer to use the information for the benefit of his or her client."  Coburn Group, LLC v. Whitecap Advisors LLC, 640 F. Supp. 2d 1032, 1043 (N.D. Ill. 2009).


� 	New York Rule 4.4 cmt. [2] (2009) "Although this Rule does not require that the lawyer refrain from reading or continuing to read the document, a lawyer who reads or continues to read a document that contains privileged or confidential information may be subject to court-imposed sanctions, including disqualification and evidence-preclusion."); New York Rule 4.4 cmt. [3] (2009) ("[T]his Rule does not subject a lawyer to professional discipline for reading and using that information."  Nevertheless, substantive law or procedural rules may require a lawyer to refrain from reading an inadvertently sent document, or to return the document to the reader, or both.").


� 	A comment to that rule provides more explanation.  D.C. Rule 4.4 cmt. [2] ("Consistent with Opinion 256, paragraph (b) requires the receiving lawyer to comply with the sending party's instruction about disposition of the writing in this circumstances [sic], and also prohibits the receiving lawyer from reading or using the material.  ABA Model Rule 4.4 requires the receiving lawyer only to notify the sender in order to permit the sender to take protective measures, but Paragraph (b) of the D.C. Rule 4.4 requires the receiving lawyer to do more.").


� 	ABA Model Rule 4.4 cmt. [3] ("Some lawyers may choose to return a document or delete electronically stored information unread, for example, when the lawyer learns before receiving it that it was inadvertently sent. Where a lawyer is not required by applicable law to do so, the decision to voluntarily return such a document or delete electronically stored information is a matter of professional judgment ordinarily reserved to the lawyer. See Rules 1.2 and 1.4.").


� 	District of Columbia LEO 352 (2/2010) ("The imputation of a temporary contract lawyer's individual conflicts to a hiring firm under D.C. Rule 1.10 depends on the nature and extent of the lawyer's relationship with the firm and the extent of the temporary lawyer's access to the firm's confidential client information.  A temporary contract lawyer who works with the same firm sporadically on a few different projects, or on a single project for a longer period of time, would not be 'associated with' the hiring firm if the firm does not have or otherwise create the impression that the temporary lawyer has a continuing relationship with the firm, and the firm institutes appropriate safeguards to ensure that the temporary contract lawyer does not have access to the firm's confidential client information except for the specific matter or matters on which he is working."; explaining that the "temporary contract lawyer" at issue was involved in the following activity:  "The temporary contract lawyer would work solely on a single matter for Law Firm B, performing tasks such as digesting transcripts and reviewing discovery documents for responsiveness and privilege.  The temporary contract lawyer works through a number of temporary service agencies that have an arrangement under which Law Firm B pays for the temporary contract lawyer's services."; explaining that "the temporary contract lawyer does not have a past or ongoing association with Law Firm B.  Law Firm B hired him to work on one project of limited duration.  He will work in a separate location away from the firm's office space or in a segregated area within the firm.  His electronic access to the firm and the confidential information of its clients is confined to the specific project on which he is working.  We think that in this circumstance the temporary contract lawyer would not be 'associated with' the hiring firm (Law Firm B), and thus, his conflicts would not be imputed to Law Firm B under D.C. Rule 1.10(b).  Accordingly, the hiring firm must conduct a conflict check only for the matters on which the temporary contract lawyer will be working for the firm."; "On the other hand, a temporary contract lawyer who is located in a firm's office space, works simultaneously on multiple projects for the firm, is listed on the firm's website or other directories, and has access to the firm's e-mail system and electronic documents would be 'associated with' the contracting firm."; "In contrast, a temporary contract lawyer who works intermittently with the same firm on a small number of projects or on one long-term assignment would not be 'associated with' the contracting firm so long as the firm does not have an ongoing relationship with the temporary contract lawyer.  The contracting firm also must avoid creating the impression that the temporary contract lawyer is 'associated with' the firm by listing him on the firm's letterhead, website or other directories, permitting him to use the firm's business cards, or introducing him to clients and others as long-term member of the firm.  In addition, the firm must take all appropriate steps to ensure that the temporary contract lawyer has access only to the confidential client information for the matter on which he is working."; "The law firm must institute safeguards to prevent the improper disclosure or misuse of the firm's confidential client information, including talking with the temporary contract lawyer about his duty to avoid obtaining such information and executing a confidentiality agreement memorializing this understanding.").


� 	Under this voluntary program, Florida paralegals may refer to themselves as "Florida Registered Paralegals" if they voluntarily register with the state bar, satisfy "certain minimum educational, certification, or work experience criteria" and "agree to abide by an established code of ethics."


To become an eligible Florida Registered Paralegal, paralegals must successfully complete the Paralegal Advanced Competency Exam offered by the National Federation of Paralegal Associations, complete the Certified Legal Assistant/Certified Paralegal examination offered by the National Association of Legal Assistants, or provide proof from a supervising lawyer that the paralegal had met the other work experience requirements for 5 out of the last 8 years.


To maintain status as a Florida Registered Paralegal, paralegals must complete a minimum of 30 hours of CLE every 3 years, 5 hours of which must be in ethics or professionalism.  Paralegals may attend courses approved by the Florida Bar, the National Association of Legal Assistants or the National Federation of Paralegal Associations.


The Florida program also includes an elaborate process for punishing or suspending paralegals who fail to meet the requirements.


� 	Am. Bar Ass'n Standing Committee on Paralegals, ABA Model Guidelines for the Utilization of Paralegal Services (2004) ("ABA Model Guidelines for Paralegals").


� 	National Association of Legal Assistants, Model Standards and Guidelines for Utilization of Paralegals (2005) ("NALA Model Standards"); National Federation of Paralegal Associations, Model Code of Ethics and Prof'l Responsibility and Guidelines for Enforcement (1997) ("NFPA Model Code"); American Alliance of Paralegals, Inc., Code of Ethics ("AAPI Code").


� 	ABA Model Guidelines for Paralegals, cmt. to Guideline 2 ("[I]t is important to note that although the attorney has the primary obligation to not permit a nonlawyer to engage in the unauthorized practice of law, some states have concluded that a paralegal is not relieved from an independent obligation to refrain from illegal conduct and to work directly under an attorney's supervision.  See In re Opinion No. 24 of the Committee on the Unauthorized Practice of Law, 607 A.2d 962, 969 (N.J. 1992) (a 'paralegal who recognizes that the attorney is not directly supervising his or her work or that such supervision is illusory because the attorney knows nothing about the field in which the paralegal is working must understand that he or she is engaged in the unauthorized practice of law'); Kentucky Supreme Court Rule 3.7 (stating that 'the paralegal does have an independent obligation to refrain from illegal conduct').  Additionally, paralegals must also familiarize themselves with the specific statutes governing the particular area of law with which they might come into contact while providing paralegal services.  See, e.g., 11 U.S.C. § 110 (provisions governing nonlawyer preparers of bankruptcy petitions); In Re Moffett, 263 B.R. 805 (W.D. Ky. 2001) (nonlawyer bankruptcy petition preparer fined for advertising herself as 'paralegal' because that is prohibited by 11 U.S.C. § 110(f)(1)).  Again, the lawyer must remember that any independent obligation a paralegal might have under state law to refrain from the unauthorized practice of law does not in any way diminish or vitiate the lawyer's obligation to properly delegate tasks and supervise the paralegal working for the lawyer.").


� 	See ABA Model Guidelines for Paralegals, Guideline 3; NALA Model Standards, Guideline 2; NFPA Model Code, EC-1.2(a), (b).


� 	ABA Model Guidelines for Paralegals, Guideline 2; NALA Model Standards, Guideline 3; NALA Code of Ethics and Prof'l Responsibility, Canon 2 (2007) ("NALA Ethics Code").


� 	New Jersey UPL Op. 49 (10/3/12) ("In sum, Rule of Professional Conduct 5.5(b)(3) permits out�of�state lawyers to engage in limited practice of New Jersey law provided all criteria in the pertinent 'safe harbor' subparagraph are met.  Lawyers who engage in the practice of New Jersey law as multijurisdictional or crossborder practitioners under Rule of Professional Conduct 5.5(b)(3)(i), (iv), or (v) must first 'register' with the Clerk of the Supreme Court and pay the annual assessment.  RPC 5.5(c)(3) and (6)."; explaining that New Jersey did not consider an MJP Rule 5.5 until 2001; noting that the New Jersey Supreme Court adopted its Rule 5.5 in 2003; explaining that "[i]n July 2004, the Court added language to Rule of Professional Conduct 5.5(c) requiring multijurisdictional practitioners to maintain a bona fide office and comply with annual assessment and registration rules 'during the period of practice.'  In July 2010, the Court further amended Rule of Professional Conduct 5.5(b)(3) to include a new subparagraph (iv).  This new subparagraph permitted out�of�state lawyers to engage in practice of New Jersey law if:  the lawyer associates in a matter with a lawyer admitted to the Bar of this State who shall be held responsible for the conduct of the out�of�state lawyer in the matter . . . .  Thereafter, in July 2012, the Court clarified this new subparagraph by stating that the out�of�state lawyer's practice in New Jersey must be 'occasional' and the out�of�state lawyer must designate and disclose to all interested parties the New Jersey lawyer with whom the out�of�state lawyer associates in the matter.  This amendment became effective September 4, 2012."; explaining New Jersey Rule 5.5; "To ensure that out�of�state lawyers who are not admitted to practice in New Jersey do not establish a continuous or systematic presence in New Jersey, each of the 'safe harbor' provisions of Rule of Professional Conduct 5.5(b)(3) describe [sic] restricted practice activities.  Subparagraph (b)(3)(i) is limited by the narrow circumstances in which the practice is permitted: the out�of�state lawyer engages in negotiation of the terms of a transaction in furtherance of representation of an existing client in a jurisdiction in which the lawyer is admitted to practice and the transaction originates in or is otherwise related to a jurisdiction in which the lawyer is admitted to practice.  Subparagraph (b)(3)(ii) is similarly limited, in that the out�of�state lawyer may engage in representation of a party in complementary dispute resolution only when the services arise out of or are reasonably related to the lawyer's practice in a jurisdiction in which the lawyer is admitted to practice.  Subparagraph (b)(3)(iii) is limited to certain litigation�related activities in New Jersey for a proceeding pending or anticipated to be instituted in a jurisdiction in which the lawyer is admitted to practice.  Subparagraph (iv) is limited by the word 'occasional' -- the out�of�state lawyer's practice in New Jersey must be only 'occasional' and the lawyer must associate with a New Jersey lawyer in the matter.  Lastly, subparagraph (b)(3)(v) is limited both by the condition that the practice is 'occasional' and that the practice activity arises directly out of the lawyer's representation on behalf of an existing client in a jurisdiction in which the lawyer is admitted to practice."; "Rule of Professional Conduct 5.5(b)(3) permits an out�of�state lawyer to engage in certain transactions or other nonlitigation matters in New Jersey.  Pro hac vice admission under Rule 1:21�2 permits an out�of�state lawyer to appear, with local counsel, in a New Jersey court.  These two paths to permitted practice in New Jersey are mutually exclusive."; "Lawyers with offices and practices in a neighboring state have asked whether they may engage in an ongoing practice of New Jersey law by bringing a New Jersey lawyer into the firm, thereby 'associating' with New Jersey counsel.  Again, the answer is no.  Rule of Professional Conduct 5.5(b)(3)(iv) does not permit recurring practice in New Jersey by an out�of�state lawyer who has associated with a New Jersey lawyer.  The practice must be 'occasional.'"; "The Committee now turns to the specific inquiry about an out�of�state lawyer representing an out�of�state client in a commercial real estate transaction, negotiating the terms of the transaction, and preparing the contract and other related documents.  Preparing real estate sale and lease contracts for a third person is the practice of law."; "Further, negotiating the terms of a legal document such as a contract for the purchase or sale of real estate as an advocate for another person is the practice of law."; "Rule of Professional Conduct 5.5(b)(3)(i) permits an out�of�state lawyer to 'negotiat[e] the terms of a transaction' when the lawyer represents 'an existing client in a jurisdiction where the lawyer is admitted to practice and the transaction originates in or is otherwise related to a jurisdiction in which the lawyer is admitted to practice.'  Inquirer stated that the out�of�state purchaser of the New Jersey real estate is a developer.  Presumably, the transaction relates to the developer's out�of�state business; the out�of�state lawyer is licensed in the jurisdiction where the developer and its business are located; and the developer is an 'existing client' of the out�of�state lawyer.  Therefore, the out�of�state lawyer may represent this developer in a limited role, to negotiate the terms of the New Jersey real estate transaction.  Notably, however, Rule of Professional Conduct 5.5(b)(3)(i) does not further authorize the out�of�state lawyer to prepare the contract of sale or other pertinent legal documents."; "Here, the out�of�state client is a developer seeking to purchase New Jersey commercial real estate in the course of its business.  The transaction relates to the developer's out�of�state business; the out�of�state lawyer is licensed in the jurisdiction where the developer and its business are located; and the developer has a preexisting relationship with its lawyer.  The lawyer's disengagement may result in 'substantial inefficiency, impracticality or detriment' to a sophisticated client in these circumstances.  If the practice in New Jersey is also 'occasional,' these circumstances could satisfy the criteria of Rule of Professional Conduct 5.5(b)(3)(v).  The out�of�state lawyer, however, must 'register' with the Clerk of the Court and pay the annual assessment pursuant to Rule of Professional Conduct 5.5(c).").


� 	Not surprisingly, lawyers representing separate clients on separate matters must maintain the confidentiality of the information learned from each of the separate clients.  In other words, there is no information flow in such a setting, absent client consent.


The representation by one lawyer of related clients with regard to unrelated matters does not necessarily involve any problems of confidentiality or conflicts.  Thus, a lawyer is generally free to represent a parent in connection with the purchase of a condominium and a child regarding an employment agreement or an adoption.  Unless otherwise agreed, the lawyer must maintain the confidentiality of information obtained from each separate client and be alert to conflicts of interest that may develop.  The separate representation of multiple clients with respect to related matters, discussed above, involves different considerations.


American College of Trust & Estate Counsel, Commentaries on the Model Rules of Professional Conduct, Commentary on MRPC 1.6, at 77 (4th ed. 2006), http://www.actec.org/Documents/misc/�ACTEC_Commentaries_4th_02_14_06.pdf.


� 	ABA LEO 450 (4/9/08) ("When a lawyer represents multiple clients in the same or related matters, the obligation of confidentiality to each sometimes may conflict with the obligation of disclosure to each."  Lawyers hired by an insurance company to represent both an insured employer and an employee must explain at the beginning of the representation whom the lawyer represents (which is based on state law).  If there is a chance of adversity in this type of joint representation, "[a]n advance waiver from the carrier or employer, permitting the lawyer to continue representing the insured in the event conflicts arise, may well be appropriate."  The lawyer faces a dilemma if he learns confidential information from one client that will cause that client damage if disclosed to the other client; "Absent an express agreement among the lawyer and the clients that satisfies the 'informed consent' standard of Rule 1.6(a), the Committee believes that whenever information related to the representation of a client may be harmful to the client in the hands of another client or a third person, . . . the lawyer is prohibited by Rule 1.6 from revealing that information to any person, including the other client and the third person, unless disclosure is permitted under an exception to Rule 1.6."  It is "highly doubtful" that consents provided by the jointly represented clients "before the lawyer understands the facts giving rise to the conflict" will satisfy the "informed consent" standards.  Absent a valid consent, a lawyer must withdraw from representing the other client if the lawyer cannot make the disclosure to the client, and cannot fulfill his other obligations without such a disclosure.  In the case of a lawyer hired by an insurance company to represent an insured, "[t]he lawyer may not reveal the information gained by the lawyer from either the employee or the witness, or use it to the benefit of the insurance company, . . . when the revelation might result in denial of insurance protection to the employee."  "Lawyers routinely have multiple clients with unrelated matters, and may not share the information of one client with other clients.  The difference when the lawyer represents multiple clients on the same or a related matter is that the lawyer has a duty to communicate with all of the clients about that matter.  Each client is entitled to the benefit of Rule 1.6 with respect to information relating to that client's representation, and a lawyer whose representation of multiple clients is not prohibited by Rule 1.7 is bound to protect the information of each client from disclosure, whether to other clients or otherwise."  The insured's normal duty to cooperate with the insurance company does not undermine the lawyer's duty to protect the insured's information from disclosure to the insurance company, if disclosure would harm the insured.  A lawyer hired by an insurance company to represent both an employer and an employee must obtain the employee's consent to disclose information that might allow the employer to seek to avoid liability for the employee's actions (the employee's failure to consent to the disclosure would bar the lawyer from seeking the employer's consent to forego such a defense).  A lawyer facing this dilemma may have to withdraw from representing all of the clients, but "[t]he lawyer may be able to continue representing the insured, the 'primary' client in most jurisdictions, depending in part on whether that topic has been clarified in advance.").


� 	In fact, as explained above, the Restatement points to the ACTEC Commentaries as one of the sources of its guidance.  Restatement (Third) of Law Governing Lawyers § 60 reporter's notes cmt. l (2000).


� 	A. v. B., 726 A.2d 924, 928, 929, 929-30, 931, 932 (N.J. 1999) (analyzing a situation in which a lawyer jointly representing a husband and wife in estate planning learns from a third party that the husband fathered a child out of wedlock; "In addition, the husband and wife signed letters captioned 'Waiver of Conflict of Interest.'  These letters acknowledge that information provided by one client could become available to the other.  The letters, however, stop short of explicitly authorizing the firm to disclose one spouse's confidential information to the other.  Even in the absence of any such explicit authorization, the spirit of the letters supports the firm's decision to disclose to the wife the existence of the husband's illegitimate child."; "As the preceding authorities suggest, an attorney, on commencing joint representation of co-clients, should agree explicitly with the clients on the sharing of confidential information.  In such a 'disclosure agreement,' the co-clients can agree that any confidential information concerning one co-client, whether obtained from a co-client himself or herself or from another source, will be shared with the other co-client.  Similarly, the co-clients can agree that unilateral confidences or other confidential information will be kept confidential by the attorney.  Such a prior agreement will clarify the expectations of the clients and the lawyer and diminish the need for future litigation.  In the absence of an agreement to share confidential information with co-clients, the Restatement reposes the resolution of the lawyer's competing duties within the lawyer's discretion."; "In authorizing non-disclosure, the Restatement explains that an attorney should refrain from disclosing the existence of the illegitimate child to the wife because the trust 'would not materially affect Wife's own estate plan or her expected receipt of property under Husband's will.'"; noting that the American College of Trust and Estate Counsel agree with this discretionary standard; also acknowledging that "[t]he Professional Ethics Committees of New York and Florida, however, have concluded that disclosure to a co-client is prohibited.  New York State Bar Ass'n Comm. on Professional Ethics, Op. 555 (1984); Florida State Bar Ass'n Comm. on Professional Ethics, Op. 95-4 (1997)."; emphasizing that the lawyer learned the information from a third party, not from either of the jointly represented clients; "Because Hill Wallack [lawyer] wishes to make the disclosure, we need not reach the issue whether the lawyer's obligation to disclose is discretionary or mandatory.  In conclusion, Hill Wallack may inform the wife of the existence of the husband's illegitimate child."; "The law firm learned of the husband's paternity of the child through the mother's disclosure before the institution of the paternity suit.  It does not seek to disclose the identity of the mother or the child.  Given the wife's need for the information and law firm's right to disclose it, the disclosure of the child's existence to the wife constitutes an exceptional case with 'compelling reason clearly and convincingly shown.'" (citation omitted)).


� 	ABA LEO 370 (2/5/93) (unless the client consents, a lawyer may not reveal to a judge the limits of his settlement authority or advice to the client regarding settlement; the judge may not require the disclosure of such information; a lawyer may not lie in response to a direct question about his settlement authority, although "a certain amount of posturing or puffery in settlement negotiations may be an acceptable convention between opposing counsel.")


� 	ABA LEO 404 (8/2/96) (a lawyer whose client has become incompetent may take protective action, including petitioning for the appointment of a guardian (although the lawyer may not represent a third party in seeking a guardian); the appointment of a guardian should be a last resort, and the lawyer may withdraw only if it will not prejudice the client).


� 	In one interesting case, the Washington State Supreme Court found that a lawyer had acted improperly in seeking the appointment of guardian for a client who had just fired the lawyer.  In re Eugster, 209 P.3d 435, 441 (Wash. 2009) (suspending for eighteen months a lawyer who filed a petition for appointment of a guardian for one of his clients after the client fired him; "Eugster [lawyer] filed the petition based upon his personal judgment without conducting any formal investigation into Mrs. Stead's [client] medical or psychological state.  There is no evidence Eugster consulted Mrs. Stead's healthcare providers or talked with people in the Parkview community.  Eugster testified that Mrs. Stead had told him she had seen a doctor in the last six months for a 'sanity test' and was aware that she had been examined by Dr. Green before his representation began.  Three months before he filed the petition for appointment of a guardian for Mrs. Stead, Eugster had Mrs. Stead sign a new trust, powers of attorney, and a will he had prepared, indicating he had no concerns about her testamentary capacity at that point.  The last date that either Eugster or Roger personally talked to Mrs. Stead was on August 3, 2004, nearly two months before filing the petition." (footnote omitted)), modified, No. 200,568-3, 2009 Wash. LEXIS 969 (Wash. Sept. 23, 2009).





PAGE  
131195498_1

